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CHAPTER

ONE

INTRODUCTION

YubiEnterprise Services enable organizations to procure YubiKeys efficiently, distribute them rapidly, and remotely
manage YubiKey strong authentication solutions at scale. These services are the gateway to value-added service offer-
ings. Services include subscribing to keys, customizing keys, and shipping keys to end users.

Note: This documentation is intended for users of YubiEnterprise Services, and describes how to work with the
YubiEnterprise Console and the YubiEnterprise API. For general information about Yubico and YubiKeys, see Yubico
Support.

1.1 Subscription Services

YubiEnterprise Subscription provides cost-effective and flexible YubiKey procurement and rollout. It simplifies the
acquisition and rollout of phishing-resistant authentication, with future-proofed flexibility.

Subscribing to YubiKeys provides the following benefits:

• Lower cost to entry: Get phishing-resistant multi-factor authentication for low prices per user per month (OPEX)
with additional entitlements and discounts.

• Flexibility: Enable user choice to select preferred YubiKeys with the option to upgrade as needs evolve.

• Future-proofed: Ensure security is always prioritized as your business evolves and you experience employee
turnover and/or replace lost or stolen keys.

• Faster rollout: Quickly deploy and protect your workforce and your brand. Stay connected to security experts
via Professional Services, a dedicated Customer Success Manager, and Priority Support.

For more information about subscription tiers, see Purchasing Models.

1.2 Customization Services

Customization services include various types of customization of keys. YubiKeys can for example be pre-programmed
for an organization to meet specific needs. For more information, see Customizations. YubiKeys can also be pre-
registered with end user-specific credentials through the Yubico FIDO Pre-reg service. For more information, see
Shipping Pre-registered Keys.

1
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1.3 Delivery Services

YubiEnterprise Delivery is a cloud-based service providing distribution and logistics for streamlined distribution of
YubiKeys to end users’ offices or residential addresses.

• Ship Yubico products to end users, tracking them through the system with seamless support from Yubico.

• Access the services through the YubiEnterprise Console or integrate the services into your IT flows using the
YubiEnterprise public APIs.

• Place individual shipment requests or upload shipment requests in bulk using CSV files.

• Check current inventory levels.

• Get immediate information on product and shipping costs and other details relating to purchasing and shipment.

• Generate reports on all shipment requests over time for interdepartmental cross-charging.

Delivery use case example:

• An enterprise or organization purchases a subscription to cover their security key needs over time.

• The enterprise or organization then uses the YubiEnterprise Console to ship keys to their end users as required.

• Alternatively, shipment requests are generated through an integration using the YubiEnterprise public APIs.

• Some keys might be shipped to head office or branch offices for distribution in person, others will be shipped to
the home addresses of employees working remotely.

• To help perform these tasks, the YubiEnterprise account owner assigns privileges (roles) to others in their orga-
nization so they can also use YubiEnterprise Delivery to request shipments.

1.4 Access and Login

To access the YubiEnterprise Console and work with the YubiEnterprise API, your organization must first be set up
and your account must be activated through a first-time log in as described in Onboarding. When your account has
been activated you can log in to the Console as described in Logging in.

2 Chapter 1. Introduction
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CHAPTER

TWO

PURCHASING MODELS

Note: Effective January 1, 2026, the program and pricing for YubiKeys and subscription programs were updated. Sub-
scription programs purchased before this date will continue to be fully supported until the contract terms are fulfilled.
Upon contract renewal, the new subscription program will apply. For more information, please contact Yubico.

YubiKey as a Service is a set of services that enable organizations to efficiently procure, rapidly distribute, and remotely
manage YubiKey strong authentication solutions at scale.

All YubiKeys are part of one or more product tiers. Products can be added to your inventory as subscription purchase
of product tiers, or non-subscription perpetual outright purchase of products. You can purchase directly from Yubico,
or through a reseller.

The exact numbers and models of YubiKeys the end users of your organization will want or need can be difficult
to predict. With a YubiKey as a Service Subscription you can purchase YubiKey licenses through an end user-based
subscription model where you only have to declare the number of end users, and decide on the security key functionality
requirements for your organization. You can then select preferred YubiKeys over time, with replacement and upgrade
options as needs evolve.

The different purchasing options are described in more detail in the following.

2.1 Tier Options

A tier is a collection of YubiKey models representing a level within a hierarchy of product sets.

All YubiKeys are part of one or more product tiers associated with subscription program:

• Base - includes the Security Key Series, FIDO-only support.

• Advanced - includes YubiKey 5 Series, multi-protocol support.

• Compliance - includes all certified YubiKeys, multi-protocol support, and YubiKey Bio.

For more information, see Subscriptions.

3
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2.1.1 Key Models Per Tier

The following provides an overview of available YubiKey models in each subscription tier.

Note: Subscription tiers are additive. For example, if you select the Advanced tier, you can also request YubiKeys
from the Base tier. If you select the Compliance Tier, you can also request YubiKeys from the Base or Advanced tier.

Base Tier - provides access to:

• Security Key NFC

• Security Key C NFC

• Enterprise Edition Security Key NFC

• Enterprise Edition Security Key C NFC

Note: Enterprise Edition Security Keys, only available through a subscription, include laser marked serial
numbers for asset tracking, enterprise attestation, and FIDO Pre-reg.

Advanced Tier - provides access to:

• YubiKey 5 NFC

• YubiKey 5C NFC

• YubiKey 5C

• YubiKey 5 Nano

• YubiKey 5C Nano

• YubiKey 5Ci

Compliance Tier - provides access to:

• YubiKey 5 NFC FIPS

• YubiKey 5C NFC FIPS

• YubiKey 5C FIPS

• YubiKey 5 Nano FIPS

• YubiKey 5C Nano FIPS

4 Chapter 2. Purchasing Models
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• YubiKey 5Ci FIPS

• YubiKey Bio - FIDO Edition

• YubiKey C Bio - FIDO Edition

• YubiKey Bio - Multiprotocol Edition

• YubiKey C Bio - Multiprotocol Edition

Note: The YubiKey Bio Multiprotocol editions, only available through a subscription, include support
for PIV in addition to FIDO.

For technical details about different YubiKey models, see the YubiKey Technical Manual.

2.2 Purchasing Options

While a Subscription offers the most comprehensive and best value choice pricing over 3 years with additional entitle-
ments included, you also have the option to outright purchase YubiKeys using the non-subscription Perpetual option.

When deciding on a purchasing model for your organization, consider the following:

• What are the security requirements for your organization, for example regarding compliance and the type of
systems and services you need to secure?

• What authentication capabilities, authentication protocols, and certification options will you be needing?

• Will your users require one or two YubiKeys?

• Will you be deploying YubiKeys to internal employees only, or will you extend this to your partners and/or
customers?

• How quickly are you hoping to complete the roll-out - is there an upcoming event that requires additional services?

• Will your organization ship keys in bulk to a single location, or single keys to multiple locations? With the Yubico
Delivery service you can ship up to 500 keys to the US, Canada and EU, and a single key at a time to most other
countries around the world.

• Will your organization need customization of some kind? With the Yubico Customization service you can for
example get FIDO pre-registered YubiKeys, or custom configurations, laser marking, or packaging.

• Would your organization benefit from end user self-service ordering? The Yubico End User Order service lets
your end users order YubiKeys to their preferred location.

The following sections provide guidance when deciding upon a purchasing model.

2.2.1 Subscriptions

Subscriptions are structured into these tiers with all services included at no additional cost:

• Base Tier

• Advanced Tier

• Compliance Tier

For available YubiKeys in each tier, see Key Models Per Tier.

2.2. Purchasing Options 5
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YubiEnterprise Services are priced by user and tier. Available services include YubiEnterprise Delivery, FIDO Pre-
reg, customization of YubiKeys, End User Ordering (currently in Early Access), as well as discounts such as 25%
replacement allowance, and a 25% discount on a second YubiKey per user.

A subscription automatically renews for original subscription term length (3, 4, or 5 years) unless one party provides
the other party with written notice of non-renewal at least 30 days prior to the end of the current term. For detailed
information, see Yubico Terms & Conditions.

2.2.2 Licenses

A license is an entitlement which allows an end user to use a YubiKey for business purposes for the organization that
purchased the subscription. With licenses you can select the desired YubiKey model(s) for your different end users as
the need arises for your organization.

A subscription contains a certain number of YubiKey licenses that are charged at a fixed price per license and end user.

In general, a license can be of the following type:

• Primary - Main license for the total number of active users at the start of the subscription term period. Every
user must have a primary license. A subscription with 500 users will have 500 primary licenses where each of
the 500 users are entitled to use a YubiKey of their choice.

• Backup - granted to a primary user needing two or more extra YubiKeys as backup. One or more backup licenses
can be paired with a primary license. It is a separate license because all additional backup licenses will be 25%
off the price of the primary license when two or more keys are supplied to the same user.

• Primary Replacement - granted to a new user. For example, a new hire replacing an employee who left the
organization. The employee that left is allowed to keep their YubiKey and continue using it for personal use. The
new employee takes over the primary license and is granted their own YubiKey via the Replacement license. Up
to 25% Primary Replacement licenses are included for the subscription term period

• Backup Replacement - Replacement of backup YubiKeys for new non-primary users. If a primary user has
been granted two keys (Primary and Backup licenses), and that user leaves and a new (non-primary) user is hired
to replace the employee that left, the new user will receive both a Primary license (Primary replacement) and a
Backup license (Backup replacement). Up to 25% Backup Replacement licenses are included.

2.2.3 Perpetual Purchasing

While a Subscription offers the most comprehensive and best value choice pricing over 3 years with additional entitle-
ments included, you also have the option to outright purchase YubiKeys using the non-subscription Perpetual option.

Purchasing a set number of specified models of key on a perpetual basis assumes that you know exactly how many end
users you will have, as well as how many and what kinds of YubiKeys those end users will need. It also assumes that
you have accurately estimated your employee turnover rate, and the number of end users who will need new keys.

2.2.4 Subscription vs. Perpetual

The following shows a comparison between features and included services for the Subscription and Perpetual purchas-
ing options.

YubiKeys for all users

• Subscription: Licenses for one or more YubiKeys per user and a variety of services.

• Perpetual: YubiKeys with no included services.

Pricing
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• Subscription: Priced by user and tier: Base Tier $15 per user/year; Advanced Tier $35 per user/year,
Compliance Tier $55 per user/year, for all form factors available in a tier.

• Perpetual: Different pricing per YubiKey depending on the form factor.

Payment cadence

• Subscription: Yearly, the organization pays the number of user licenses x the price of the respective tier.

• Perpetual: Full upfront payment for all YubiKeys.

Replacement licenses

• Subscription: All tiers come with 25% replacements for employee churn or lost keys.

• Perpetual: No replacements included, the organization has to buy additional YubiKeys.

Second YubiKey

• Subscription: A second YubiKey can be added as backup for 25% less.

• Perpetual: Full price must be paid for a second key if needed.

Form factor flexibility

• Subscription: Organizations can choose desired form factors when ordering YubiKeys.

• Perpetual: Less form factor flexibility, users may not get their desired YubiKey.

Fleet Replacement

• Subscription: For Compliance Tier with FIPS keys, 100% of the primary and backup licenses can be
replaced with a new version of FIPS YubiKeys when available, at any point in the subscription (no renewal
required).

• Perpetual: All new keys must be purchased in order to remain compliant.

FIDO Pre-reg

• Subscription: Pre-registered YubiKeys included for available identity providers.

• Perpetual: Pre-registered YubiKeys not included.

Customer End User Order (available 2026)

• Subscription: Administration user interface for accessing various Yubico services, view purchases and
inventory, order YubiKeys, track deliveries. Includes the End User Order service.

• Perpetual: The End User Order service is not available.

Customization

• Subscription: Custom configuration and laser marking, and custom packaging of YubiKeys included.

• Perpetual: Customizations available at additional costs.

Delivery

• Subscription: World-wide delivery available for all subscription tiers, cost depends on shipping destina-
tion, customs, and taxes.

• Perpetual: Will receive shipments in bulk, and must pack and distribute the YubiKeys to end users.

Accessories

• Subscription: Option to purchase accessories like YubiKey covers and lanyards, and pair these with Yu-
biKeys when shipping through the Delivery service.

• Perpetual: Accessories can be purchased, but must be manually added to packages.
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Professional services

• Subscription: Up to 80 hours of Professional Services included in first year, then 20 hours included in all
subsequent years for no additional cost.

• Perpetual: Professional Services can be purchased “a la carte”.

Customer Success Manager

• Subscription: A dedicated Customer Success Manager is assigned to all subscription customers, for sup-
port throughout the entire subscription period.

• Perpetual: Not available.

Priority support

• Subscription: Included at no extra cost.

• Perpetual: Provided for $15,000 per year.

2.3 Accessories

Yubico products also include accessories, for example lanyards, keyports and key covers that can be shipped to your
end users together with YubiKeys.

As a Subscription customer you have the option to purchase accessories and pair these with YubiKeys when ordering
YubiKeys through the Delivery service in the YubiEnterprise Console. For example, an end user may be granted a
YubiKey 5 NFC YubiKey and a YubiKey cover, which can be added to the same shipment request.

As a Perpetual customer you can purchase accessories, but these must be manually added to packages when shipping
YubiKeys to your end users.

2.4 Purchasing through Resellers

The entity through which a purchase order is submitted is referred to as a channel partner. This can be Yubico itself
(direct sale), or a reseller or distributor doing business with Yubico.

The YubiEnterprise Console Dashboard shows your total inventory of any given product, combining quantities pur-
chased from all sources, both directly from Yubico and indirectly through resellers.

Your inventory is sorted according to the source from which it was purchased. When creating a shipment request,
you can choose from inventory purchased directly from Yubico, or through a distributor/reseller associated with your
organization. Whether purchased directly or through a distributor/reseller, you have access to the same services, for
example the ability to automatically fulfill licenses with YubiKeys through the YubiEnterprise Console or the API.

To find out what is in which inventory, check your purchase orders. The reseller name and ID can be viewed in the
Purchase order detail page.
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2.5 Purchasing Workflow

The subscription contract is a signed order form that covers Yubico terms. The contract is followed by a purchase order
(PO), required for invoicing and payment. The start date of the subscription determines when the annual replenishment
of the Replacement inventory takes place. The PO must include an email address for the customer, and distributor or
reseller where applicable. As soon as a PO is accepted, it is entered into the YubiEnterprise Delivery system.

With a Subscription, you have access to the YubiEnterprise Console user interface where you can view your purchase
orders, and create shipment requests for delivery of YubiKeys to your end users. Your product purchases become
available as inventories (“buckets”), from which you can conveniently create shipment requests to deliver the YubiKeys
to your end users.

Using the YubiEnterprise API , you can also integrate the Delivery Service with your organization’s systems, to initiate
shipment of YubiKeys from for example your identity provider.
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CHAPTER

THREE

ONBOARDING

This section describes how to onboard YubiEnterprise Services and getting access to the YubiEnterprise Console to
start creating shipment requests.

When your Yubico sales person or a channel partner has issued a purchase order for the desired products, subscrip-
tions, and services for your organization, the onboarding procedure starts. This includes setting up accounts for your
organization and providing access to the Console.

3.1 Procedure Overview

When Yubico has received the initial purchase order for your organization, an account is created for your organization
and the purchased products and services are added to the account.

When the account is created, an activation email is automatically sent to the email address of the first user added to the
organization’s account. This user is assigned the Console Owner role, and is added as a demo user with permissions
restricted as follows:

• Cannot ship more than 10 YubiKeys

• Cannot add new Console users

• Cannot generate API tokens

User permissions remain restricted until the demo user registers a security key as part of the onboarding. When a
security key has been registered for the account in the Console, the user acquires full Console Owner permissions.

The first Console Owner performs the following actions during their onboarding:

1. Activates account and performs initial login to the Console.

2. Verifies the content of the first purchase order.

3. Creates an initial shipment request of maximum 10 YubiKeys (optional).

4. Registers at least one security key for their user account to get full feature access.

5. Adds Console users as needed for the organization, at least one more Console Owner is recommended.

The onboarding procedure is described in more detail in the following.
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3.2 Prerequisites

The following is needed for the onboarding:

• A browser such as Chrome, Firefox, or Edge, with the popup-blocking function disabled.

• Email with account activation link provided by Yubico. Note that the link expires after 7 days.

• To get full Console feature access, you need to register a YubiKey.

Note: To use the YubiEnterprise API you also need access to the Console to be able to set up an API caller user
account with an associated API token. For more information, see API Onboarding Playbook.

3.3 Onboarding Procedures

The first user account registered with an organization will also automatically be the first Console Owner (account
owner) for the organization. Onboarding a first Console Owner and registering a YubiKey for this account is required
to be able to add more Console users for the organization and create shipment requests for YubiKeys.

Note: It is recommended to have at least two users with the Console Owner role as this is the only role that can perform
password and account resets. If your organization only has one Console Owner and that person locks themselves out
or leaves your organization, you must contact Yubico to set up a new Console Owner. To add users and assign roles,
see Adding or Deleting Users.

The YubiEnterprise Console uses Passwordless Authentication through YubiKeys. Only passkeys stored on security
keys (device-bound passkey) are allowed when logging in. When accessing the Console, you will only use a password
during onboarding of your organization as the first user (Console Owner) logging in for the first time.

3.3.1 Activating First User

To activate your account and onboard as the first Console user, do the following:

1. Click the Activate your YubiEnterprise account link in the activation email you received from Yubico.

2. Create a strong password following the recommendations in the activation dialog and click Activate Account.
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3. In the YubiEnterprise Console login page that opens, click Login.

4. In the Welcome to the YubiEnterprise Console dialog, click Sign in with Password.

Note: The “Sign in with Passkey” option displayed in the dialog will be used once you have registered a YubiKey.

5. Enter your email address and the previously created password, and click Sign in with Password.
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6. In the YubiEnterprise Console Acceptance Use Policy dialog, click I agree to continue.

7. When successfully logged in you will be taken to the Dashboard page for your organization where you can see
your initial purchases and YubiKey license inventories. Since you have not yet registered a YubiKey, you will be
notified that you are in “demo mode” with limited feature access.

8. Register at least one YubiKey to get full Console feature access, if you have a YubiKey available at this point. If
you do not have a YubiKey, you can still order up to 10 keys as a demo user, and register a key when you have
one. Continue to step 13 to create an initial shipment request for YubiKeys if you do not have any.

If you have a YubiKey, click the link in the demo mode message at the top to register a passkey on your YubiKey.
In the dialog that opens, click Create Passkey.
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9. When prompted, tap your YubiKey and provide the PIN associated with the YubiKey.

10. A passkey is created on the YubiKey, and a passkey confirmation dialog is displayed. A notification with details
about the registered YubiKey is sent to the email address associated with your Console account.

It is recommended that you register an additional YubiKey as a backup to avoid losing access to the Console.
This can be done at any time. Click Yes, create another to register a spare YubiKey and follow the instructions.
Click No, I’m done for now to continue without registering a spare key.
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11. When you have registered a YubiKey, you will be prompted to log out and in again using the YubiKey. In the
Welcome to YubiEnterprise Console dialog, click Sign in with Passkey, tap your YubiKey, enter the PIN, and
tap your YubiKey again to log in.

12. When you have registered at least one YubiKey you will get full feature access.

13. Create a first shipment request. For more information on how to create a shipment request, see Requesting
Shipments. If you did not yet register a YubiKey, you have the option as demo user to request a shipment of up to
10 keys for yourself and other users in your organization. When you have a YubiKey available, follow the steps
in the Console login dialog to log in with passkey and gain full feature access, see steps 8-11.

14. Add an additional Console Owner for your organization, if not already done (you must first have registered a
YubiKey to be able to do this). It is recommended to have at least two users with the Console Owner role. Click
Add Console Owner in the notification message at the bottom right of the page.

16 Chapter 3. Onboarding



YubiEnterprise Services

15. Add more Console users as needed for your organization, for example IT administrators that will be managing
shipment requests, or API integration user accounts. For more information, see Roles and Permissions. The
system will send activation emails to each new user so they can log in and activate their account as described in
Activating User Accounts. New users will need to register a YubiKey to be able to log in to the Console.

3.3.2 Activating User Accounts

Note: If your organization has Single sign-on (SSO) enabled, new users do not have to activate their account. Users
are immediately added to the organization in the Active state and can use the SSO service-provider-initiated login link
to log in to the Console. For more information, see Authenticating with SSO.

When a Console Owner has added you to the YubiEnterprise Console as a member of your organization you will receive
an account activation email from Yubico. You will need a YubiKey to be able to log in to the Console as a new user.

To activate your account and log in to the Console for the first time, do the following:

1. Have your YubiKey ready and click the Activate your YubiEnterprise account link in the activation email from
Yubico.

2. In the setup dialog, click Activate Account.

3. When prompted, tap your YubiKey and provide the PIN associated with the YubiKey.

4. A passkey is created on the YubiKey, and a passkey confirmation dialog is displayed. A notification with details
about the registered YubiKey is sent to the email address associated with your Console account.

You will be prompted to register an additional YubiKey as a backup to avoid losing access to the Console if the
original key is lost. This can be done at any time. Click Yes, create another to register a spare YubiKey and
follow the instructions. Click No, I’m done for now to continue without registering a spare key.
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5. To activate your account, you will be prompted to log out and in again using the newly registered YubiKey.
Follow the instructions to log in.

6. In the YubiEnterprise Console Acceptance Use Policy dialog, click I agree to continue.

7. You will be taken to your organization’s Dashboard page which provides an overview of available inventory,
and recent shipments and purchase orders.

8. You are now ready to start working in the YubiEnterprise Console! To begin, see the Getting started section.

3.3.3 Distributors and Resellers

Yubico channel partners can use the Distributor and Reseller views in the YubiEnterprise Console to see what was sold
to associated end customers, monitor their inventories, and provide access to purchase order information.

To onboard as an account owner for a channel partner organization, follow the procedure for Activating First User.
When adding Console users for your organization, you can assign the Distributor and Reseller roles to those specific
users. These roles provide access to the Distributor and Reseller views. To add users and assign roles, see Adding or
Deleting Users.

For more information about channel partner roles, see Roles and Permissions. For more information about channel
partner views, see Dashboard.

18 Chapter 3. Onboarding



CHAPTER

FOUR

GETTING STARTED

Welcome to YubiEnterprise Services! This section provides guidance to supporting content for common tasks per-
formed by different user categories working with the YubiEnterprise Console and the YubiEnterprise API.

4.1 Logging in

To access the YubiEnterprise Console, your organization must first be set up, and your account must be activated
through a first-time log in with a registered YubiKey as described in Activating User Accounts.

Important: For enhanced security, the Console is being upgraded to use passwordless authentication. If you have not
yet upgraded your Console account to passwordless authentication, you will be given the option to move to passwordless
when logging in. For a limited time, you can still log in with your password. See Upgrading to Passwordless.

To log in to the Console, do the following:

1. Have your YubiKey ready and go to https://console.yubico.com/login.

2. Click Sign in with Passkey.

3. Ensure to select the security key passkey option if your browser suggests other (synced) passkey options. For
example in the Chrome scenario below, click Use a different passkey to locate and select the passkey associated
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with the YubiKey registered with your Console account.

4. When prompted, tap your YubiKey and provide the PIN associated with the YubiKey.

5. You will be logged in and taken to the Dashboard from where you can start working with your Console tasks.

Note: To ensure that the YubiKey (device-bound passkey) is always used when logging in, it is recommended to
remove any existing synced passkeys. See Best Practices - Synced Passkeys.

4.2 Viewing Notifications

Notifications provide an overview of activities in the system, as well as important information regarding for example
failed shipments requiring your interaction. Notifications are a good starting point when you first log in to the Console.

The Notifications (bell) icon in the top menu indicates the number of unread notifications if any.
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You can do the following when working with notifications:

• Click the Notifications icon to check the list of notifications to see if there are any activities that require user
interaction, for example shipments with failed address validation.

• Click the unread notifications to read them and take action if needed. Notifications remain in the list after being
read until they expire after 30 days.

• To filter notifications, click the Filter icon at the top right and select the desired option. You can for example
filter notifications to only view unread ones.

• To keep desired notifications, click Archive for a notification to move it to the archive where it will be stored
until deleted. Click Archived to view all archived notifications.

• Click Mark all as read to clear all unread indications. Notifications that have been read remain visible and you
can see their record and take action at any time.

Note: Notification interactions are personalized. When you mark a notification as read, it will only be marked as read
for you. Other Console users in your organization will still see the notification as unread until they mark the notification
as read.

4.3 Working in the Console and API

Note: What you can do in the Console depends on your role and permissions. The descriptions below are specific to
each user category. For more information, see Roles and Permissions.
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4.3.1 Customers

Organization account owner with CONSOLE OWNER role
You are an account owner working with purchasing plans for your organization. You want to set up your organi-
zation’s account, order a first set of YubiKeys, add more Console users for your organization, and manage their
permissions. As Console Owner, you can also reset accounts if needed.

Understanding purchasing and delivery

• Purchasing models

• Shipping costs and taxes

• Destinations, delivery types, and quantities

Onboarding and accessing the Console

• Onboarding steps

• Viewing initial purchase

• Requesting initial shipping of YubiKeys

Managing Console users in your organization

• Adding users and permissions

• Resetting accounts

Organization IT administrator with CONSOLE ADMIN role
You manage deployment of YubiKeys for your organization. You want to see the inventory, understand how many
keys are available, and ship keys to various parts of your organization. You want to check the status of shipments,
and update shipment request details if needed.

Monitoring your inventory

• Checking available inventory

• Viewing purchase orders

• Managing customizations

Creating shipment requests

• Choosing products from the appropriate inventory

• Requesting shipment to a single address

• Requesting shipment to multiple addresses

• Requesting pre-registered YubiKeys

Managing shipments

• Viewing shipments

• Correcting shipment addresses

• Editing and deleting shipments

• Viewing refunds for failed shipments

Organization auditor with CONSOLE AUDITOR role
You are an auditor for an organization and want to review data like purchase orders, shipments and permission
settings. You also want to download information for reporting purposes.

Viewing data for an organization
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• Purchase orders

• Shipment requests

• Processed refunds

• Users and their permissions

Downloading information

• Shipment requests

• Processed refunds

4.3.2 Distributors

User with DISTRIBUTOR VIEW access
Distributors are organizations that sell Yubico products to associated resellers that in turn sell the products to
end customers. As a distributor you want to see what was sold by your resellers, monitor customer inventories,
and provide your resellers with access to view purchase orders.

Getting an overview

• Reseller and customer overview

• Viewing inventory for a reseller’s customer

Viewing purchase orders

• Checking what was sold per reseller and customer

• Viewing purchase order details

• Checking if a customer can use automated delivery (YE Delivery)

Managing view permissions

• Allowing resellers to view purchase orders

4.3.3 Resellers

User with RESELLER VIEW access
Resellers are organizations that sell Yubico products to end customers. As a reseller you want to see what was
sold to your customers, monitor their inventories, and provide access for customers to view purchase orders.

Getting an overview

• Customer overview

• Viewing inventory for a customer

Viewing purchase orders

• Checking what was sold for a customer

• Viewing purchase order details

• Checking if a customer can use automated delivery (YE Delivery)

Managing view permissions

• Allowing customers to view purchase orders

4.3. Working in the Console and API 23



YubiEnterprise Services

4.3.4 Integrators

Developer with CONSOLE ADMIN role
You are a developer integrating the YubiEnterprise API into a system on behalf of a customer organization. You
want to understand how to get started with the YubiEnterprise API, and how to use it for example to create
shipment requests.

Getting started with the YubiEnterprise API

• API Onboarding Playbook

• Setting up an API caller with access token

• Building a self-service delivery portal

Working with the YubiEnterprise API

• Requesting shipments

• Listing, tracking, and searching shipments

• Requesting pre-registered YubiKeys through Okta

• Requesting pre-registered YubiKeys through Microsoft Entra

• Managing API tokens

Integration examples

• Integrating with ServiceNow
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FIVE

USER MANAGEMENT

The following section describes the authentication concept for the YubiEnterprise Console, and how to manage Console
user accounts and permissions.

The initial Console Owner (organization account owner) for an organization using YubiEnterprise Services is set up
by Yubico during onboarding. The Console owner then sets up additional Console users for the organization.

Each user in an organization has a single account, the username for which is their email address. New users receive
an email with an activation link through which they complete the setup of their account by registering a YubiKey. For
more details, see Activating User Accounts.

In the case of an international organization shipping YubiKeys to multiple countries, separate organization accounts
can be set up. The same individual can be the Console Owner for multiple organizations.

Important: Ensure your organization has at least two Console Owners. That is the only role that can perform password
and account resets for users who have been locked out. If your organization only has one Console Owner and that person
locks themselves out or leaves the organization, you must contact Yubico to set up a new Console Owner which might
delay your shipments.

5.1 Viewing Users

In the Console, click Settings > Users to open the Users page. What you see here depends on your role. You can only
access user information through the Customer view with either the Console Owner, Console Admin, or Console
Auditor role. Only Console Owners can edit or delete users, Admins and Auditors can only view the user information.

For distributor and reseller types of organizations, there are also Distributor and Reseller roles that control permissions
for these users. For more information, see Roles and Permissions.

Customer/Console Owner view of Users

The following information is displayed:
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• Email - Email address used to log in to the Console.

• Roles - The role that the user has in the system, see Roles and Permissions.

• Last login - Date and time when the user was last logged in.

• State - The state of the user’s account, for example “Pending” or “Active”, see User Account States.

• MFA - Indicates whether the user has enabled multi-factor authentication (tick) or not (x).

• Password - Indicates whether the user has set a password (tick) or not (x).

• Passwordless - Indicates whether the user account has been upgraded to passwordless authentication (tick) or
not (x). If ticked, the user has at least one registered passkey, and any previous passwords have been removed.
See Passwordless Authentication.

• Actions - Icons for editing or deleting users, only available for Console Owners.

5.2 Adding or Deleting Users

Note: Adding or deleting users can only be done from the Customer view by a Console Owner.

Do the following to add a user:

1. On the Settings > Users page, click Add new member. The Add new member dialog appears.

2. Enter the new user’s email address and select a role - YubiEnterprise Console Owner, Admin,
or Auditor. If your organization is a distributor or reseller you will also have options to assign
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Distributor or Reseller roles to your users. For more information, see Distributor Role and Reseller
Role.

3. Click Save. For each new user, the system generates an activation email inviting the user to activate
their account.

Do the following to delete a user:

1. On the Settings > Users page, click the trashcan icon on the line for the user you want to delete.

2. Click Remove user in the confirmation dialog that appears.

5.3 Managing Your Account

With passwordless authentication you log in to the Console using a secure proof of identity through a passkey on a
registered device such as a YubiKey. For more information, see Passwordless Authentication.

To manage your account settings, click on your user icon in the upper right corner and select Manage credentials to
open the Account page. From here you can manage the passkeys associated with your account, as described in the
following.

5.3.1 Managing Login Credentials

From the Passkeys section in the Account page you can manage passkeys as follows:

• To register a passkey, click Add and follow the instructions in the dialog that appears. Registered passkeys will
appear in the list of passkeys.

• To change the name of a passkey in the list, click Edit, make your changes, and click Save. The YubiKey model
is automatically provided as passkey name. This can be changed to a name of your choice.

• To remove a passkey from your account, click Remove.

• To check which passkey you are currently logged in with, click Identify and follow the instructions. The current
passkey will be highlighted in the list.

Note: For enhanced security, authentication to the Console through password is being deprecated, and organizations
are encouraged to move their user accounts to passwordless login, see Upgrading to Passwordless. If you are still using
a password to log in to the Console, the password management option in the Account page will be displayed.
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5.3.2 Switching Organizations

If your Console account is a member of more than one organization, you can switch between the organizations from
the more options menu in the top left corner. Click the organization name to open the menu, then select the name of
the desired organization to open the dashboard for that organization.

5.3.3 Managing API Tokens

An API token is used by an API caller account for authentication with the YubiEnterprise API, for applications that
integrate for example with the YubiEnterprise Delivery service. The API caller account is associated with an organi-
zation, and is set up as a Console user account with the Console Admin role. For more information, see API Caller
Account Setup.

5.4 Passwordless Authentication

Passwordless authentication is more secure and convenient than using passwords when logging in to websites and
applications. With passwordless authentication you log in using for example a username or email address together
with a secure proof of identity through a passkey on a registered device such as a YubiKey. The passkey is a digital
credential tied to your user account and the website or application you are logging in to.

The passkey can be stored on separate external hardware like a YubiKey (device-bound passkey). A passkey can also
be stored on multiple devices like a computer or mobile phone where it can be copied and synchronized between the
devices (cloud-based synced passkeys).

Synced passkeys can be synchronized between for example browsers (Chrome, Edge, Safari), password managers
(1Password etc.), and platform ecosystems (Apple Keychain, Google Account sync etc.). These passkeys are stored in
software and can be accessed from multiple devices once synchronized.

A passkey stored on a YubiKey can be used on multiple instances to log in to websites and applications. However, the
YubiKey must be registered on each instance before it can be used.

Using a device-bound passkey is the most phishing-resistant option as this requires physical possession of the YubiKey
for authentication. Device-bound passkeys cannot be synchronized across devices, and provide enhanced security
through hardware-backed cryptography.
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For enhanced security, the YubiEnterprise Console is being upgraded to use passwordless authentication through Yu-
biKeys (device-bound passkey), see Upgrading to Passwordless.

5.4.1 Upgrading to Passwordless

Important: To be able to register a passkey on a YubiKey for passwordless authentication in the Enterprise Console,
the YubiKey firmware version must be 5.2.4 or higher (released September 2019). To check the firmware version on
the YubiKey you are using, see Verify your YubiKey.

With passwordless authentication, you will only use a password during onboarding of your organization as the first
user (Console Owner) logging in for the first time. As soon as you have created a passkey by registering a YubiKey,
the password-based credentials are removed. Additional Console users that you add for your organization will activate
their account using passwordless login by registering a YubiKey. For more information, see Onboarding.

During the migration of Console users to passwordless authentication, the login process is slightly different for existing
and new Console users. The following applies:

• Existing Console users that have not yet upgraded to passwordless authentication will be given the option to
move to passwordless when logging in. For a limited time, these users can still log in with their password until
a passkey is registered.

• New Console users will log in through passwordless authentication by registering a YubiKey.

• SSO-authenticated users that manage SSO (Single Sign-On) configurations for their organizations will be asked
to log out and in again using the username and password (not SSO) that was registered for that specific Console
account. Once logged in, the passwordless migration process will begin. SSO-authenticated users that do not
manage SSO configurations will not need to migrate to passwordless authentication at this point.

Note: Before upgrading to passwordless authentication, it is recommended to remove any existing synced passkeys
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associated with your Console account. See Best Practices - Synced Passkeys.

To upgrade to passwordless, do the following:

1. Open the Console login page, have your YubiKey ready, click Create Passkey, and follow the instructions. You
might be asked to set a PIN for your YubiKey if not already done.

2. When the passkey has been registered on your YubiKey, you will be logged out and requested to log in again
using your newly registered YubiKey. It is recommended to register an additional YubiKey in case the first one
is lost, you can however do this at any time.
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3. When you have registered a YubiKey, your password-based credentials are removed, and going forward you will
use your YubiKey when logging in to the Console.

For more information about passwordless migration, see also Passwordless Migration FAQs.

5.4.2 Removing Synced Passkeys

Before you upgrade to passwordless authentication when logging in to the Console, it is recommended to remove any
existing synced passkeys associated with the YubiEnterprise Console login. For more information, see Best Practices
- Synced Passkeys.

5.5 Lost or Reset YubiKey

If you lose or reset your YubiKey, you can no longer log in to the Console. If this happens, you must contact a Console
Owner for your organization to have your account reset as described in Account Resets and Role Changes. You will
receive a recovery email with an activation link which you can use to register a new YubiKey and log in to the Console.

Important: It is strongly recommended to register at least two YubiKeys with your Console user account, and keep
the spare YubiKey in a safe place. For information on how to register YubiKeys, see Managing Login Credentials.
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5.6 Account Resets and Role Changes

Note: Only Console Owners can reset user accounts and change user roles. If a user needs to reset their account, they
must reach out to a Console Owner in their organization. Yubico cannot reset user accounts if the organization has
other Console Owners.

To manage account resets and role changes, do the following:

1. Click Settings > Users in the left menu.

2. Click the Edit icon on the line for the desired user to open the Edit member page.

3. Select options as follows:

a. To reset the account for a user, click Reset user.

b. To reset the password for a user, click Reset password.

Note: The Reset password option is only visible for users that have not yet upgraded to Passwordless Authenti-
cation. When a user has been upgraded, the Reset password option is no longer displayed.

c. To change the role for a user, select the desired role in the Change role section. If the user is part of a
reseller or a distributor organization, the roles that provide access to the distributor/reseller views can also
be changed here.

4. Click Save.
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5.7 Authenticating with SSO

Single sign-on (SSO) is an authentication method that enables users to use the same set of credentials to securely access
multiple applications and services. YubiEnterprise Services supports SSO. For an organization with SSO enabled, users
do not have to register.

Although they are added the same way as non-SSO-enabled users, instead of remaining in the Pending state until they
follow the emailed instruction to register a security key, they are immediately added to the organization in the Active
state. They can therefore use the service-provider-initiated login link to log in to the Console. For more information,
see Single Sign-On (SSO).

Note: If your organization is using SSO, the options for managing credentials for logging in to the Console will not
be available. Instead, credential management and Console login authentication is done through the SSO provider.

5.8 Roles and Permissions

In addition to the Console Owner, Console Admin and Console Auditor roles for Customer (account) organization
members, there are also Reseller and Distributor roles. These provide access to specific views for distributors and
resellers to view their customers’ purchase orders and inventories.

A Console user can have one or none of the organization member roles, and may have one or both of the Distributor
and Reseller roles. All organizations must always have at least one Console Owner, and can have one or more users
with the Console Admin or Console Auditor roles.

An organization can for example be both a Customer ordering keys for its own employees, and a Reseller selling keys
to end customers. This scenario requires at least one user with the Console Owner role for the organization, and the
Reseller role for one or more users in the organization.

The following section describes the different roles and their permissions in more detail.
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5.8.1 Customer Roles

The table below describes the permissions for the Console Owner, Console Admin and Console Auditor roles for a
Customer (account) organization.

Permission Owner Admin Auditor
Add/delete organization members yes no no
Change member roles yes no no
Reset member login credentials yes no no
Create/edit shipment requests yes yes no
Correct shipping addresses yes yes no
View shipments/purchase orders/org settings yes yes yes
Manage personal login credentials yes yes yes
View other roles’ details yes yes yes
Generate API token yes yes no
Override address validation yes yes no
Download CSV files yes no no

Console Owners, Admins, and Auditors can all view the names, email addresses and assigned roles of organization
members displayed on the Settings > Users page.

Note: Only the end customer can view the Personally Identifiable Information (PII) entered for creating shipment
requests. Neither the distributor nor the reseller can view the PII entered by their end customers for creating shipment
requests.

In order to view Personally Identifiable Information (PII), new and existing users must accept the applicable terms and
conditions when they log in for the first time after the release of YubiEnterprise Services 2.4.0.

5.8.2 Distributor Role

The Distributor role is used by organizations that sell Yubico products to resellers. As a user with the Distributor role,
you have access to the Distributor view where you can monitor end customers’ product inventory and activities in your
reseller network.

Note: The Distributor role does not provide permission to view or manage user information.

The Distributor view lets you access the Settings > Resellers page where you can provide access for your resellers to
view purchase order information.
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To allow your resellers to access purchase order information for end customers, set the View purchase orders toggle
to “on” for the desired reseller. This setting also enables resellers to allow their end customers to access purchase order
information. To revoke access to purchase order information, set the toggle to “off”.

Important: If you disable this access for a reseller, then neither that reseller nor their end customers can see any
inventory purchased through this reseller.

As a Console Owner for a distributor organization, you can assign the Distributor role to users from your organization.
When adding a user as described in Adding or Deleting Users, you will see the option for assigning the Distributor role
in the Add new member dialog.
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5.8.3 Reseller Role

The Reseller role is used by organizations that sell Yubico products to end customers. As a user with the Reseller role,
you have access to the Reseller view where you can monitor end customers’ product inventory and purchase orders.

Note: The Reseller role does not provide permission to view or manage user information.

The Reseller view lets you access the Settings > Customers page where you can provide access for customers to view
purchase order information.
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To let a customer access purchase order information, set the View purchase orders toggle to “on” for the desired
customer. To revoke access to purchase order information, set the toggle to “off”.

Important: If you disable this access for a customer, this customer will not be able to see any inventory purchased
from you. If a distributor is involved, the distributor must also first enable this setting for you as a reseller, in order for
your end customer to see the purchase order information.

As a Console Owner for a reseller organization, you can assign the Reseller role to users from your organization. When
adding a user as described in Adding or Deleting Users, you will see the option for assigning the Reseller role in the
Add new member dialog.
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5.9 User Account States

All Console users have one of the following account states. To view a user’s account state, click Settings > Users,
locate the desired user, and view the State column.

Active (demo mode)
This user is the first user added to an organization. The user has activated their account, but they have not yet
registered a passkey. Console activity is restricted to the activities described in Procedure Overview.

Active
The user has activated their account by logging in to the Console, either through password or by registering a
passkey.

Account Reset
A Console Owner can do this if a user’s account has been compromised. The user state remains as “Account
Reset” until the user follows the instructions in the Account Reset email sent by the system.

Deactivated
The user has been removed from all organizations, and they can no longer log in to the Console. All associated
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access tokens have been revoked. Console Owners can add the user to the organization again at a later date.

Pending
The user has been emailed an invitation with an activation link for their Console account, but they have not yet
activated their account. This is the initial state for new users.

Suspended
If a user becomes a security concern, disable system access for that user by contacting Yubico Support to have
the user suspended. Any API token the user has is deleted, and their login credentials are temporarily invalidated.

• If a suspended user tries to log in, they get the “userID/password invalid” message.

• Only Yubico can suspend a user and only Yubico can lift such a suspension.

• Although all access tokens are revoked, the user remains associated with their organization, so that if the
suspension is lifted, Console Owners are not required to recreate the affected user.

• All owners of the suspended user’s organization receive an email notifying them that this user is suspended
and they must contact Yubico Support to have the suspension lifted.
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CHAPTER

SIX

PURCHASE ORDERS

The following describes how to view purchase orders (POs) that have been submitted for an organization. Through
different views you can view POs both as a customer for your own organization, as well as a distributor and reseller for
the organizations to which you are selling.

Note: POs are generated by contacting your Yubico sales representative or your channel partner, not from the Yubi-
Enterprise Delivery Console.

6.1 Viewing Purchase Orders

To view purchase orders for your organization, click Purchase orders in the left menu to open the Purchase orders
page. To locate a specific purchase order, use the search bar at the top or click Filters to filter the list of purchase orders
by one or more fields. You can also sort on all the column headings using different criteria.

The Purchase orders page provides the following information:

• Order date - Date on which the PO was received by Yubico.

• Purchase order number - The unique number of the PO.

• Reseller - Name of the reseller, if reseller was involved in the purchase.

• Contact - Name of the contact for the PO, if available.

• Status - The status of the PO, for example “Available for Shipment”.

• YE Delivery - Indicates whether inventory can be shipped using YubiEnterprise Delivery.
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View the subscription tiers and number of licenses for products you currently have in inventory by clicking on the PO
number to display the PO detail view (see Viewing PO Details). For more information about subscription tiers, see
Purchasing Models.

6.1.1 Modifying the Table View

You can modify the appearance of the table and the data displayed using the controls at the top of the page.

• Columns - Determine which columns will be shown in the table. Click Columns and select or deselect the
desired columns. Click Reset to return to a previous selection. You can also drag and drop the columns to place
them in a desired order on the page.

• Filters - Filter data to be displayed. Click Filters, select an Operator and a Value, and click Apply. Available
filter fields depend on the data in the table of the Console page you are working with. Click Clear all to remove
the selected filters.

• Density - Determine the space between rows in the table, for example “Compact”.

6.1.2 Searching Purchase Orders

The Search field at the top of the Purchase orders page lets you locate any element in a purchase order, even partial
words or numbers. Entering search parameters instantly filters the list of purchase orders based on those parameters.
Change or remove the search parameters in the Search field to reset the search.

To locate a specific purchase order, you can perform advanced searches by combining search with Filters to drill down
further into the list of purchase orders.

Example: To locate a purchase order from a reseller named “Resell Inc.” where the contact is “Jane”, first enter “Jane”
in the Search field to filter out purchase orders with this name. Then apply a filter where Reseller name contains
“Resell” and click Apply.

To return to viewing the list of search results after clicking a list item, click Back. The list remains available even after
refreshing the browser window while on a page of search results. To remove all filters, click Clear all.
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6.2 Viewing PO Details

To view the details for a PO, click the desired Purchase order number in the Purchase orders page to open the
Purchase order detail page.

The following information is displayed:

• Purchase order # and contact details for the PO.

• Order date - When the order was received by Yubico.

• Reseller - Name of reseller for PO (also for direct purchase from Yubico).

• Reseller ID - ID of the reseller (1 for Yubico).

• Product inventory - For subscriptions this is expressed as the name of a tier. Bolded number indicates number
of keys available out of the number of purchased keys within the subscription (number not bolded).

• Cost per item - If the purchase was direct (not through a channel partner), the unit price per item is shown.

• Customization ID/Customization label - Unique ID and its friendly name representing a specific type of key
customization and its status. The columns are only visible if a PO contains items from a customized inven-
tory. Customization IDs and Customization labels on POs are visible also to distributors and resellers if their
associated customers are using custom keys. For more information, see Customizations.

• Status - The status of the Customization ID (if applicable), for example “Active” if the customization is in use.

Note: If you as a customer have purchased inventory directly from Yubico as well as from a reseller, you will be able
to see both those “buckets” of inventory.
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6.3 Purchase Order Views

Depending on your role and the selected view - Customer, Distributor or Reseller - you will see different information
when looking at the Purchase orders page. Click the view selector in the upper part of the left menu to switch between
views.

The Customer view shows purchase orders (POs) submitted on behalf of an organization. The Distributor and Re-
seller views are intended for distributor and reseller types of organizations, and show purchase orders associated with
a distributor or reseller respectively. Console Owners for an organization always have access to the Customer view to
be able to manage organization users.

You can have multiple roles within an organization. For example, as a Console Owner for a distributor type of organi-
zation you will have access to both the Customer and the Distributor views. You will then see the following information
on the Purchase orders page:

• The Customer view shows information about purchase orders submitted for your own organization, for example
keys you purchased for your employees.

• The Distributor view shows information about purchase orders submitted on behalf of your associated resellers
and their end customers.

Note: Distributors must first allow their resellers to view PO information associated with them. Resellers must then
allow their associated end customers to view their PO information. For more information, see Roles and Permissions.

6.3.1 Customer View

Note: Selecting the Customer view as an end customer you can only see POs from indirect sales if the reseller has
granted you access to view purchase order information. You will always be able to see POs from direct sales (through
Yubico).

The Customer view provides the following purchase order information:

• Order date - When the order was received by Yubico.

• Purchase order number (PO number) - Links to a Viewing PO Details showing what was purchased and existing
inventory related to that specific purchase order. If you purchased from a reseller, unit prices are not shown.

• Reseller - Name of reseller. This field is empty if you purchased directly from Yubico.

• Contact - Name on the PO provided to Yubico.

• Status - Whether available for shipping or not. As shipping requests are processed, inventory and shipping
credits will be depleted.

– Available for Shipment - Indicates whether there are products available for shipment.

– Order Consumed - All products purchased have been shipped.

– Order Expired, contact sales - The PO expired before the keys were shipped, so you should contact your
Yubico sales person.

• YE Delivery - Indicates whether the inventory can be shipped using YubiEnterprise Delivery.
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6.3.2 Distributor View

Distributors are organizations that sell Yubico products to resellers that in turn sell the products to end customers. For
more information about Distributor view options, see Distributor View.

Purchase order information in the Distributor view includes the following:

• Purchase order number (PO number) - links to a Viewing PO Details showing what was purchased and existing
inventory related to that specific purchase order.

• Order date - When the order was received by Yubico.

• Reseller - Name of the reseller for the PO.

• Customer - Name of the end customer for which the purchased products are intended.

• Contact - Name on the PO provided to Yubico.

• YE Delivery - Indicates whether the inventory can be shipped using YubiEnterprise Delivery.

6.3.3 Reseller View

Resellers are organizations that sell Yubico products to end customers. For more information about Reseller view
options, see Reseller View.

Purchase order information in the Reseller view includes the following:

• Purchase order number (PO number) - links to a Viewing PO Details showing what was purchased and existing
inventory related to that specific purchase order.

• Order date - When the order was received by Yubico.

• Customer - Name of the end customer for which the purchased products are intended.

• Distributor - Name of the distributor through whom the reseller purchased the products. If no distributor is
involved in the purchase, this field is empty.

• Contact - Name on the PO provided to Yubico.

• YE Delivery - Indicates whether the inventory can be shipped using YubiEnterprise Delivery.
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SEVEN

DASHBOARD

The Dashboard in the YubiEnterprise Console provides an overview of available inventory, and recent shipments and
purchase orders. The menu to the left provides access to different functions. What you see depends on your user role
when logged in to the Console.

There are three categories of Console users: Customers, Distributors, and Resellers. Each of these have their own view
providing access to functions that are specific for the type of user role. Depending on your user roles, you can have
multiple view options and you can switch between them using the view selector in the upper part of the left menu of
the Console.

Dashboard views available to a user with all roles

The following sections describes the functionality available through the different views.

7.1 Customer View

All users with either the Console Owner, Console Admin, or Console Auditor role can access the Customer view of
the Dashboard. For more information, see Roles and Permissions.

The Dashboard provides an overview of your aggregated inventory, recent shipments and purchase orders (POs). If you
are a distributor or a reseller, the information you see on the Dashboard using the Customer view applies to purchases
for your own organization.

From the Dashboard you can do the following:

• Get an overview of your product inventory, aggregated from different resellers if applicable.

• View available customizations that can be applied to an inventory where applicable.

• Request shipments from the different inventories.

• View recent shipments and POs.
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The image below shows an example of a customer’s view of the Dashboard.

The Dashboard displays sections for each of the different subscription plans/tiers within the primary, backup and re-
placement categories. Each section shows the licenses available and the total licenses including the amount of products
consumed and remaining. In addition, the supported form factors for each plan/tier/category are displayed. If your
organization uses customized products, the available Customization IDs are also displayed.

7.1.1 Notifications

Notifications provide an overview of activities in the system, as well as important information regarding for example
failed shipments requiring user interaction. The Notifications (bell) icon in the top menu indicates the number of unread
notifications if any. For more information, see Viewing Notifications.

7.1.2 Shippable Inventory

In some cases, shippable quantities for a product might be allocated for example due to limited availability. If there is
an inventory allocation set for a specific product you will see the availability in the Create shipment request form when
requesting shipments. For more information, see Shippable Inventory.

7.1.3 Customizations

The Dashboard displays available customizations that can be applied to an inventory. YubiKeys can be customized,
for example pre-registered or pre-programmed to meet specific needs for an organization. For more information, see
Customizations.
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7.1.4 Recent Shipments

Only recent shipments are displayed on the Dashboard. To view all shipments and their details, click Shipments > All
shipments in the left menu. For more information, see Viewing Shipments.

7.1.5 Recent Purchase Orders (POs)

Only recent POs are shown on the Dashboard. To view all POs and their details, click View all purchase orders in the
left menu. For more information, see Viewing Purchase Orders.

7.2 Distributor View

Distributors are organizations that sell Yubico products to resellers that in turn sell the products to end customers. The
Distributor role provides access to the Distributor view in the Console.

The Distributor view lets you see what was sold to end customers, monitor their inventories, and provide access to
purchase order information for your resellers.

7.2.1 Viewing Inventories

The Resellers page provides an overview of your associated resellers. To view the inventory for a specific reseller
customer, select Resellers in the left menu and click on a Customer link in the list.
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This displays the end customer Dashboard showing the inventory that was sold by the distributor and the associated
reseller to that end customer. The dashboard view is an aggregation of how much of each product was purchased, and
how much inventory is available for shipping. Inventory sold to this end customer by other distributors or resellers is
not shown.

The end customer dashboard view displays the following information:

• Subscription/non-subscription inventory

• Perpetual/physical product inventory

• The number of each product purchased

• The number of each product remaining to be redeemed/shipped

• For Advanced/Compliance tiers, the models that the end customer can order

• The most recent purchase orders
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7.2.2 Viewing Purchase Orders

The Purchase orders page provides a list of purchase orders and associated resellers and their end customers. To see
purchase order details for a specific customer, click the desired Purchase order link in the list of resellers.

For more information on purchase order details, see Viewing PO Details.

Note: If a customer is shipping custom keys, for example pre-programmed or pre-registered keys, the Customization
ID and Customization label (user-friendly name) are displayed on the PO. The columns are only visible if a PO contains
items from a customized inventory. For more information, see Customizations.

7.2.3 Managing Views

From the Settings page you can manage view settings for your resellers, for example allowing them to view purchase
orders. For more information, see Distributor Role.

7.3 Reseller View

Resellers are organizations that sell Yubico products to end customers. The Reseller role provides access to the Reseller
view in the Console.
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The Reseller view lets you see what was sold to your customers, monitor their inventories, and provide access to
purchase order information for your end customers.

7.3.1 Viewing Inventories

The Customers page provides an overview of your customers. To view the inventory for a specific customer, select
Customers in the left menu and click on a Customer link in the list.

This displays the end customer Dashboard showing the inventory that was sold by you to that end customer. The
dashboard view is an aggregation of how much of each product was purchased, and how much inventory is available
for shipping. Inventory sold to this end customer by other distributors or resellers is not shown.

The end customer dashboard view displays the following information:

• Subscription/non-subscription inventory

• Perpetual/physical product inventory

• The number of each product purchased

• The number of each product remaining to be redeemed/shipped

• For Advanced/Compliance tiers, the models that the end customer can order

• The most recent purchase orders

7.3.2 Viewing Purchase Orders

The Purchase orders page shows a list of purchase orders and associated customers, and distributors if any. To see
purchase order details for a specific customer, click the desired Purchase order link in the list.

For more information on purchase order details, see Viewing PO Details.

Note: If a customer is shipping custom keys, for example pre-programmed or pre-registered keys, the Customization
ID and Customization label (user-friendly name) are displayed on the PO. The columns are only visible if a PO contains
items from a customized inventory. For more information, see Customizations.
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7.3.3 Managing Views

From the Settings page you can manage view settings for your customers, for example allowing them to view purchase
orders. For more information, see Reseller Role.
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EIGHT

COSTS OF SHIPPING AND TAXES

The following provides an overview of shipping costs and taxes applied to deliveries of Yubico products. For up-to-date
shipment pricing to supported destinations, see YubiEnterprise Delivery pricing table. This document lists destination
countries and key shipment limits for each country. For bulk shipments to single-key countries, contact Yubico Support.

Important: As part of Yubico’s commitment to support our customers’ global growth, service coverage has been
expanded to include additional countries. We will make every effort to ensure smooth and timely deliveries. However,
occasional delays may occur due to potential changes in local import regulations, customs clearance complexities, or
unforeseen disruptions. Yubico may temporarily suspend or permanently remove shipping services to any destination
if Yubico, in its sole discretion, determines that there are reasonable circumstances for such suspension or removal,
including but not limited to changes to international trade policies or other changes that may significantly impact
delivery performance or compliance. We appreciate your understanding in these matters.

8.1 Invoicing

Delivery service customers will be invoiced for Delivery Services Credits to cover shipping and taxes after the fact.
Delivery Shipping/Services Credits are shipping fees, a Shipping Credits SKU that is invoiced after shipment.

For each shipment request, the Delivery service system will automatically deduct the appropriate shipping fees, cal-
culate product taxes based on destination address, and calculate shipping taxes based on the location from where the
products are shipped. Yubico then invoices the customer at the end of every month in which shipment requests are
made.

The apportioning of the taxes/VAT across shipping and product can be viewed:

• On the invoice sent at the end of the month in which shipping was requested.

• In the YubiEnterprise Console, when viewing shipment details. Each shipment request made is assigned an ID.

Note: Customers with credits remaining after having paid in advance for them will continue to be able to draw them
down until those credits are exhausted.
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8.2 Product Tax/VAT

Yubico calculates product sales taxes based on shipment destination. When the Delivery Services Credits are purchased
and invoiced in advance, the rate charged is 10% for US and Canadian destinations.

Products are taxed at the actual tax rates of the shipping destination, and the customer is charged by aggregating
individual shipments at the end of each month in a consolidated invoice. At the end of each month in which shipments
are dispatched, Yubico’s invoice shows the reconciliation of the Delivery Services Credits purchased with the amounts
actually charged.

Note: Sales tax/VAT on product is not calculated until the shipment has been shipped.

8.2.1 Calculating VAT

• For customers based in the Netherlands, Yubico charges VAT on the initial invoice.

• For customers based in the EU, but not in the Netherlands, with a valid non-Netherlands EU VAT number, no
VAT is charged on the initial invoice.

• For customers based in the EU but not in the Netherlands, without a valid non-Netherlands EU VAT number,
VAT is charged based on shipment source, which is the Netherlands.

8.3 Shipping Fees

Shipping costs are determined at the time of shipping of product items, and are based on:

• The weight/size of the package. Depends how the YubiKeys are packaged, for example in trays or in blister packs
. It is cheaper to ship large volumes of keys in trays than in blister packs as these packages are heavier and more
voluminous.

• Shipping destination for the package, see YubiEnterprise Delivery pricing table.

• Type of shipment, normal or expedited.

8.3.1 Shipping Accessories

Accessories include for example lanyards, keyports and key covers that can be shipped with YubiKeys. If a shipment
of YubiKeys also contains accessories, only the shipping fees for the YubiKeys will be charged. Shipping rates are
charged in accordance with YubiEnterprise Delivery pricing table. If the shipment only contains accessories, shipping
fees for the corresponding quantity of YubiKeys will be applied.
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8.4 Shipping Tax/VAT

The VAT or sales tax charged for shipping is distinct from the VAT or sales tax charged for the product itself. Sales tax
or VAT is charged on shipping costs at the rate imposed by the location where the shipment originates, see Delivery
Policies.

8.5 Tax Exemptions

• Sales Tax: To claim exemption from sales tax, the customer must present to Yubico the sales tax exemption
certificate for the destination to which the product is being shipped.

• VAT: To claim VAT exemption, the customer must present the VAT number, handling varies depending on
country. Yubico does VAT reconciliation at the end of the month, and will then credit the customer with the
amount of tax charged on both product and shipping.
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CHAPTER

NINE

DELIVERY POLICIES

This section explains the Yubico delivery policies including shippable product quantities, shipping destinations, and
delivery types.

Important: As part of Yubico’s commitment to support our customers’ global growth, service coverage has been
expanded to include additional countries. We will make every effort to ensure smooth and timely deliveries. However,
occasional delays may occur due to potential changes in local import regulations, customs clearance complexities, or
unforeseen disruptions. Yubico may temporarily suspend or permanently remove shipping services to any destination
if Yubico, in its sole discretion, determines that there are reasonable circumstances for such suspension or removal,
including but not limited to changes to international trade policies or other changes that may significantly impact
delivery performance or compliance. We appreciate your understanding in these matters.

9.1 Shipment Fulfillment Centers

When the Delivery service is used, Yubico deliveries are generally shipped from the following fulfillment centers:

• Shipments to EU countries, the UK and Asia: Yubico’s facility in Stockholm, Sweden.

• Shipments to US, Canada and the Americas: Yubico’s facility in Santa Clara, California.

• Shipments to APAC, Yubico’s facility in Singapore.

9.2 Destinations and Quantities

Using the YubiEnterprise Delivery service you can ship YubiKeys to many destinations around the world. Each desti-
nation country has a maximum number of YubiKeys per shipment request.

For some countries (US and the EU) you can include up to 500 keys per shipment request. For other countries you can
only include one (1) YubiKey per shipment request due to country-specific custom duty regulations. Yubico additionally
offers a “White Glove” delivery service to ship multiple keys to countries with custom duty regulations that require
import. For more information, contact Yubico Support.

Available quantity options for different countries are listed below. Shipments are delivered using either Normal or
Expedited delivery depending on destination. For more information about shipping and pricing, see YubiEnterprise
Delivery pricing table.

Note: New countries that have recently been added to the enabled-by-default list of available countries might not
appear for your organization when creating a shipment request. Contact Yubico Support if you are missing a desired
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shipping destination, or if you want to disable an existing shipping destination for your organization.

9.2.1 Multi-Key Destinations

The following list reflects countries to which you can ship up to 500 YubiKeys. The countries are enabled by default
in the YubiEnterprise Console when an organization is added, and are automatically available when creating shipment
requests.

Multi-key destinations enabled by default, up to 500 keys per shipment request

• Austria

• Belgium

• Bulgaria

• Canada

• Croatia

• Cyprus

• Czechia

• Denmark

• Estonia

• Finland

• France

• Germany

• Greece

• Hungary

• Iceland

• Ireland

• Italy

• Latvia

• Liechtenstein

• Lithuania

• Luxembourg

• Malta

• Netherlands

• Norway

• Poland

• Portugal

• Romania

• Slovakia

• Slovenia
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• Spain

• Sweden

• Switzerland

• United Kingdom of Great Britain and Northern Ireland

• United States of America & U.S. Territories

Note: U.S. territories include: American Samoa (AS), Guam (GU), Northern Mariana Islands (MP), Marshall Islands
(MH), Micronesia (FM), Palau (PW), Puerto Rico (PR), U.S. Virgin Islands (VI).

9.2.2 Single-Key Destinations

The following list reflects countries to which you can ship one (1) YubiKey. Some countries in the list are enabled by
default for all organizations, and are automatically available when creating shipment requests. Other countries can be
enabled upon request by contacting Yubico Support.

Single-key destinations - enabled by default or upon request, one key per shipment request

• Albania

• Algeria (enabled on request)

• Andorra (enabled on request)

• Angola (enabled on request)

• Anguilla (enabled on request)

• Antigua and Barbuda (enabled on request)

• Argentina

• Armenia (enabled on request)

• Aruba (enabled on request)

• Australia

• Azerbaijan (enabled on request)

• Bahamas (enabled on request)

• Bahrain (enabled on request)

• Bangladesh (enabled on request)

• Barbados (enabled on request)

• Belize (enabled on request)

• Benin (enabled on request)

• Bermuda (enabled on request)

• Bhutan (enabled on request)

• Bolivia (enabled on request)

• Bonaire, Sint Eustatius and Saba (enabled on request)

• Bosnia and Herzegovina

• Botswana (enabled on request)
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• Brazil

• Brunei Darussalam (enabled on request)

• Burkina Faso (enabled on request)

• Burundi (enabled on request)

• Cabo Verde (enabled on request)

• Cambodia (enabled on request)

• Cameroon (enabled on request)

• Cayman Islands (enabled on request)

• Chad (enabled on request)

• Chile

• Columbia

• Congo (the Democratic Republic of the) (enabled on request)

• Congo (enabled on request)

• Cook Island (enabled on request)

• Costa Rica

• Cote d’Ivoire (enabled on request)

• Curacao (enabled on request)

• Djibouti (enabled on request)

• Dominica (enabled on request)

• Dominican Republic

• Ecuador (enabled on request)

• Egypt

• El Salvador (enabled on request)

• Eritrea (enabled on request)

• Eswatini (enabled on request)

• Ethiopia (enabled on request)

• Faroe Islands (enabled on request)

• Fiji (enabled on request)

• French Guiana (enabled on request)

• French Polynesia (enabled on request)

• Gabon (enabled on request)

• Gambia (enabled on request)

• Georgia (enabled on request)

• Ghana (enabled on request)

• Gibraltar (enabled on request)

• Greenland (enabled on request)
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• Grenada (enabled on request)

• Guadeloupe (enabled on request)

• Guatemala

• Guernsey

• Guinea (enabled on request)

• Guyana (enabled on request)

• Haiti (enabled on request)

• Holy See (enabled on request)

• Honduras (enabled on request)

• Hong Kong

• India

• Indonesia

• Iraq (enabled on request)

• Isle of Man

• Israel

• Jamaica

• Japan

• Jersey

• Jordan (enabled on request)

• Kazakhstan (enabled on request)

• Kenya (enabled on request)

• Korea (the Republic of)

• Kuwait (enabled on request)

• Kyrgyztan (enabled on request)

• Lao People’s Democratic Republic (enabled on request)

• Lebanon (enabled on request)

• Lesotho (enabled on request)

• Liberia (enabled on request)

• Macao (enabled on request)

• Madagascar (enabled on request)

• Malawi (enabled on request)

• Malaysia

• Maldives (enabled on request)

• Mali (enabled on request)

• Martinique (enabled on request)

• Mauritania (enabled on request)

9.2. Destinations and Quantities 63



YubiEnterprise Services

• Mauritius (enabled on request)

• Mexico

• Moldova (enabled on request)

• Monaco (enabled on request)

• Mongolia (enabled on request)

• Montenegro

• Montserrat (enabled on request)

• Morocco (enabled on request)

• Mozambique (enabled on request)

• Namibia (enabled on request)

• Nepal (enabled on request)

• New Caledonia (enabled on request)

• New Zealand

• Nicaragua (enabled on request)

• Niger (enabled on request)

• Nigeria (enabled on request)

• Oman (enabled on request)

• Pakistan

• Palestine, State of (enabled on request)

• Panama

• Papua New Guinea (enabled on request)

• Paraguay (enabled on request)

• Peru

• Philippines

• Qatar (enabled on request)

• Republic of Kosovo (enabled on request)

• Republic of North Macedonia (enabled on request)

• Reunion (enabled on request)

• Rwanda (enabled on request)

• Saint Kitts and Nevis (enabled on request)

• Saint Lucia (enabled on request)

• Saint Martin (enabled on request)

• Samoa (enabled on request)

• San Marino (enabled on request)

• Saudi Arabia

• Senegal (enabled on request)
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• Serbia

• Seychelles (enabled on request)

• Singapore

• Sint Maarten (enabled on request)

• South Africa

• Sri Lanka (enabled on request)

• Suriname (enabled on request)

• Taiwan

• Tanzania, United Republic of (enabled on request)

• Thailand

• Timor-Leste (enabled on request)

• Togo (enabled on request)

• Tonga (enabled on request)

• Trinidad and Tobago (enabled on request)

• Tunisia (enabled on request)

• Turkey

• Turks and Caicos Islands (enabled on request)

• Uganda (enabled on request)

• United Arab Emirates (UAE)

• Uruguay (enabled on request)

• Uzbekistan (enabled on request)

• Vanuatu (enabled on request)

• Vietnam (enabled on request)

• Virgin Islands (British) (enabled on request)

• Zambia (enabled on request)

• Zimbabwe (enabled on request)
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CHAPTER

TEN

DELIVERY CONCEPTS

This section describes the concepts of shipment requests and processing in YubiEnterprise Delivery services. For
instructions on how to work with shipment requests, see Requesting Shipments.

You can manage shipments from your inventory of purchased products on the All shipments page. Even if not all your
products are being shipped through YubiEnterprise Delivery, you can track shipment requests regardless of how those
shipments are processed by Yubico.

Shipments processed through YubiEnterprise Delivery (Console or API) are considered “Automatic”, whereas the
shipments created by Yubico or a channel partner at your request are considered “Manual”. The Type column on the
All shipments page in the Console displays the type of shipment. The Status column shows the Shipment Request
Status.

In the Console, you can create shipment requests from the All shipments page, or from subscription cards on the
Dashboard. You can create shipment requests to ship to a single address or to multiple addresses.

Developers can create shipment requests to ship to a single address using the YubiEnterprise API . If your organization
is using pre-registered keys, you can request shipments through your identity provider.
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10.1 Shipment Processing

To maintain the window during which shipment requests can be updated or cancelled, shipments are held and processed
in batch. Therefore there might be less inventory available by the time an order is processed than what was shown in
purchase order details when the request was created. Processing of shipments happens once a day, and the inventory
counts on the Console Dashboard are only updated after this step.

If an inventory for a product is empty (0), you cannot create shipment requests for that product inventory in the Console.
However, because processing only happens once a day, this means that inventory can be over-requested before the
processing occurs.

Say for example you have 100 remaining inventory for YubiKey 5C NFC keys. If you create a shipment request con-
taining 75 YubiKey 5C NFC keys, you will not see a deduction in inventory until the shipment processing step occurs.
This is not real-time, and if you place the order in the morning, you will still see a remaining inventory of 100 for the
rest of the day. In that time, someone else in your organization could place another shipment for 50 YubiKey 5C NFC
keys.

When the system eventually processes these shipments, the first one will succeed. The second one will fail due to
insufficient inventory with the Console message “Error: Processing Error, contact Support”. To resolve this you can
contact Yubico to request more inventory, and either update the product selection for the shipment request, or cancel it
and create a new one when there is inventory available.

If you are using an API integration to create shipment requests, a shipment request can be accepted even if there is
no inventory for a product. This is to account for the case of products being added later when you purchased more
inventory. These shipment requests will fail but can be deleted or resubmitted for processing once more inventory
is obtained from Yubico. When using the API it is recommended to verify inventory availability before creating a
shipment request to avoid insufficient inventory errors.

10.1.1 Time Frames

The following describes important shipment processing and delivery-related time frames:

• Shipment requests: Shipment requests can be edited or deleted until 2am PST (10am GMT), the day after
they were entered. For more information, see Editing or Deleting Shipments.

• Address validation: Because the system validates addresses every 15 minutes, it can take up to 15 minutes to
see if a shipment request has been queued for fulfillment. For more information, see Shipment Statuses.

• Delivery:

– Normal (standard) shipping: Typically, shipments will take 5-7 days for delivery in North America and
Europe. Delivery to other parts of the world will take longer.

Note: Shipments to India might take 6-8 weeks to deliver. When processed, the system moves the
status to “Processing: Sent for Fulfillment”. The shipment might remain in this status for several days
while India shipments are processed and packaged by Yubico. Once the order has shipped to India,
the status changes to “In Transit”. The tracking section in the Console will update to “Coming Soon”,
and a tracking number appears when available from the carrier.

– Expedited (rush) shipping: Typically, shipments within North America can be delivered in 1 business
day. It might take longer to deliver shipments to other parts of the world, but Yubico will leverage the
fastest delivery service reasonably available.
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10.2 Shippable Inventory

On certain occasions, shippable quantities for a product might be allocated, for example due to limited availability.
Inventory allocation is also used for shipment of customized keys to indicate the number of pre-programmed keys
available for shipment.

If there is an inventory allocation set for a specific product you will see the availability in the Create shipment re-
quest form when requesting shipments. The allocation is removed or updated as soon as the affected products become
available.

Note: It is possible to request more keys than you have inventory for. The system will initially accept all orders since
inventory availability is first checked at the 2am PST processing time. Shipment requests processed while there is still
inventory will be sent for fulfillment, whereas the rest will receive a processing error. The exception is if there is an
inventory allocation in place, in which case the system will prevent shipment requests from being accepted.

By default, the Console Dashboard only displays inventory that can be shipped through automated shipments using
YubiEnterprise delivery services. To display the actual total remaining available allocated inventory number that can
be shipped using manual and automated shipment requests, switch the Only show shippable inventory toggle at the
top right of the Dashboard to “off”.

10.3 Address Validation

Incomplete or incorrect address information might cause validation errors. When Yubico’s address validation service
catches a discrepancy between an address in a shipment request and post office standards, the system flags the affected
shipment request. Requests with such discrepancies are shown with status “Address Validation Failed” in the All
shipments page in the Console. These incomplete shipments must be reviewed and the proposed change accepted or
rejected before the request can be processed. For more information, see Reviewing Incompletes.

Even if an address exists in an address directory it does not mean that the address is deliverable. “Deliverable address”
is a United States Postal Service (USPS) classification for addresses to which the USPS has historically been able
to deliver. YubiEnterprise Delivery’s ability to deliver is based on address information being entered in the format
acceptable to the relevant address validation service. The USPS-acceptable formats are described in the USPS’s Postal
Addressing Standards.

YubiEnterprise Delivery uses a third-party address validation service that performs a deliverability assessment for US
domestic shipments. This assessment can deem an inaccurate address as “deliverable,” leading to successful delivery
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despite the inaccuracy. For compliance reasons, the inaccurate address will not be updated in the Console or API. The
deliverability assessment only applies to addresses in the US.

For parts of the world with less standardized address formats, the fact that YubiEnterprise Delivery can accept an
address does not mean that it is deliverable. An address is often classified as “partially deliverable”. This means that
delivery relies on local couriers familiar with their urban systems and routes to deliver to intended recipients, especially
in destinations where there are no numbers in the postal addresses.

Note: The YubEnterprise address validation service validates that the “Region” field has the required standardized
two-letter USPS region code for shipments going to the US and Canada. If the region code is missing in these cases,
the shipment request will fail the address validation. For more information, see USPS Region/State Codes.

10.3.1 Recipient Information

When creating shipment requests, either a recipient first name and last name, or a company name are required. If
needed you can provide both when creating a shipment request to a commercial address. However, because the system
address validation recognizes commercial addresses, you should not provide a company name if shipping to a residential
address as this might cause delivery issues.

Only latin characters are permitted. Characters from non-latin alphabets, for example Chinese and Arabic, are not
supported. A check is applied for every field that is printed on an address label to avoid issues where carriers are not
able to print address labels with non-latin characters. The following is supported:

• Letters (A-Z, a-z)

• Numbers (0-9)

• Most Western European accented characters (à, á, ä, é, ñ, ü, ó, ç etc.)

• Symbols: # ‘ , . - / ( ) &

Long street names in recipient addresses can be problematic because the shipment request might fail if the contents
of the recipient address fields in the shipment request exceed the maximum number of characters permitted. In cases
where the shipment address is longer than what is accepted by the associated carriers, the shipment will fail validation
with the status “Address Not Accepted by Carrier”.

When creating a shipment request using the shipment request form in the Console, the Address line 1 (required) and
Address line 2 (optional) fields are available for entering the recipient address.

The following limitations apply:

• The maximum number of characters allowed in each of the two address fields is 60.

• When shipping to India, the total maximum allowed characters combined between Address line 1 and Address
line 2 is 120.

• For every other destination country, the maximum number of allowed characters combined between the two
address fields is 105.

• In case of a long address, the system will try to split the address to fit within the character limits. Even if an
address contains less than 120 characters, the shipment request might fail if the system cannot find a place in the
address to split the lines between the fields.

If a shipment request fails with the status “Address Not Accepted by Carrier” an email is sent notifying the requester
about the failure. The requester is asked to edit the shipment request to shorten or split the address, and resubmit the
shipment request. For more information about character limits, see Shipment Request Form Fields. Address validation
override cannot be applied for validation failures of type “Address Not Accepted by Carrier”.
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10.3.2 US Military Bases

YubiEnterprise Delivery services support shipments to US military installations around the world. When creating
shipment requests to these instances you select “United States of America” as country. You will then have the option to
select “Armed Forces Central and South America”, “Armed Forces Europe” (includes Canada, Middle East, Africa),
or “Armed Forces Pacific” as Region/State. Addresses with “Army/Air Post Office (APO)”, “Fleet Post Office (FPO)”,
and “Diplomatic Post Office (DPO) are supported.

The following shows an example of how to format the address information when creating a shipment request to a US
military base in Europe:

• Country: United States of America

• Address line 1: Unit 1234

• Address line 1 or 2: Box 5678

• City: APO

• Region/State: Armed Forces Europe

• Postal code: 09021

10.3.3 Post Office Boxes

The YubiEnterprise Delivery Service supports delivery to addresses with Post Office (PO) Boxes within the United
States. Delivery to PO Boxes outside the United States are not supported.

10.3.4 Address Validation Override

The Yubico address validation service sometimes gives an error even if an address is valid. You have the option to
override the Yubico validation warnings if you are confident that an address is valid. This feature is also useful if for
example you are using a different address validation service than the Yubico one.

Important: Please be aware that if you override the Yubico address validation service and a shipment is returned
or otherwise undeliverable, Yubico will not refund the product, shipping fees, applicable taxes and/or VAT associated
with that shipment.

When the address validation is overridden for a shipment, its status changes from “Address validation failed” to “Ac-
cepted for Fulfillment”. Shipments for which address validation have been applied are indicated in the Address vali-
dation override column in the All shipments page. Address validation can be skipped for failed shipments, or when
creating shipments. For more information, see Overriding Address Validation.

10.4 Customer Reference Field

The Customer Reference field lets you optionally add internal reference data, for example cost center information or
an internal reference ID, to shipments of YubiKeys. The field supports up to 50 latin characters, and is available in the
shipment creation form, both for single and multiple addresses, as well as API-based shipment requests.

The information in the Customer Reference field is visible for all shipments in the Customer Reference column on the
Shipments page, and in the Shipment details page, and can be filtered on using the Filter function. The information in
the Customer Reference field can be updated, and is included in the shipments CSV download file.
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10.5 Shipment Notifications

The YubiEnterprise Delivery system automatically sends notification messages related to the various shipment statuses,
for example shipments that failed and require user interaction. Notification messages are displayed in the Console
notification center, as well as sent by email to relevant recipients.

The following applies to notification messages:

• Notification emails are sent for shipments created both from the Console and the API, for example integrations
such as FIDO Pre-reg (shipments of pre-registered YubiKeys).

• For shipments with statuses “Address Validation Failed” and “Address Not Accepted by Carrier”, the email is
sent to the shipment requestor, both for single-address shipment requests and shipment requests created through
a CSV upload (multi-address shipment request).

• Tracking details, delivery, and delivery exception emails are only sent to the recipient of the shipment. If no
recipient email is provided in the shipment request, then no email is sent.

• To consolidate the information in case of multiple failures, email notifications are aggregated into hourly or daily
emails depending on the criticality of the notification.

• For emails that go to the shipment requestor, if they mark them as read in the Notification Center in the Console
before the scheduled time that the email digest is sent, the notification message will not be included in the digest
email.

• If a replacement shipment was created by Yubico, by default the email notifications are sent to the original
shipment requestor. However, this can be changed by Yubico when creating the replacement shipment. Once the
replacement shipment is created, the email address cannot be changed.

10.6 Country Codes

When creating shipment requests to multiple addresses (bulk shipments) or through the API, this requires entering a
two-letter country code as part of the shipment address. The country codes used in the system follows the international
two-letter country code standard.

To ensure you are using the correct country code, you can download a CSV file containing country codes for all the
countries available for shipments for that specific organization. For more information, see Creating the Address File.

10.7 USPS Region/State Codes

Shipments going to the US, Canada, and US international military bases, require a standardized two-letter USPS region
code listed below.

Table 1: USPS Codes for US and Canada

State (US) / Province or Territory (Canada) Code
Alabama AL
Alaska AK
Alberta AB
American Samoa AS
Arizona AZ
Arkansas AR
British Columbia/Colombie-Britannique BC

continues on next page
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Table 1 – continued from previous page
State (US) / Province or Territory (Canada) Code
California CA
Colorado CO
Connecticut CT
Delaware DE
District of Columbia DC
Florida FL
Georgia GA
Guam GU
Hawaii HI
Idaho ID
Illinois IL
Indiana IN
Iowa IA
Kansas KS
Kentucky KY
Louisiana LA
Maine ME
Manitoba MB
Marshall Islands MH
Maryland MD
Massachusetts MA
Michigan MI
Micronesia FM
Minnesota MN
Mississippi MS
Missouri MO
Montana MT
Nebraska NE
Nevada NV
New Brunswick/Nouveau-Brunswick NB
New Hampshire NH
New Jersey NJ
New Mexico NM
New York NY
Newfoundland/Terre-Neuve NF
North Carolina NC
North Dakota ND
Northern Mariana Islands MP
Northwest Territories/Territoires du Nord-Ouest NT
Nova Scotia/Nouvelle-Écosse NS
Nunavut NU
Ohio OH
Oklahoma OK
Ontario ON
Oregon OR
Palau PW
Pennsylvania PA
Prince Edward Island/Île-du-Prince-Édouard PE
Puerto Rico PR
Quebec/Québec QC

continues on next page
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Table 1 – continued from previous page
State (US) / Province or Territory (Canada) Code
Rhode Island RI
Saskatchewan SK
South Carolina SC
South Dakota SD
Tennessee TN
Texas TX
U.S. Virgin Islands VI
Utah UT
Vermont VT
Virginia VA
Washington WA
West Virginia WV
Wisconsin WI
Wyoming WY
Yukon Territory YK
U.S. Armed Forces Central and South America AA
U.S. Armed Forces Europe AE
U.S. Armed Forces Pacific AP

10.8 Status and Error Messages

During processing a shipment request goes through different statuses. You can view the status for a shipment in the
Status column of the All shipments page. For information about various shipment statuses and how to solve shipment
request validation issues, see Resolving Shipment Issues.

For explanations of shipment error messages in the API, see Shipment Error Messages.

10.9 Subscription Inventories

All YubiKeys are part of one or more product tiers. A subscription with YubiKey licenses combines at least one
product tier (Base - Advanced - Compliance) and a subscription plan (Plus or Standard). All subscription plans include
replacement and backup YubiKey licenses.

To get the most value out of your subscription, it is important to select the appropriate product inventory to draw from
when creating shipment requests. Available inventories depend on the purchasing model that your organization has
chosen. For more information, see Selecting Product Inventory.

The following provides an overview of combinations of tier options and subscription plans.

• Base - Standard

– Primary

– Primary - Replacement

– Backup

– Backup - Replacement

• Base - Plus

– Primary
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– Primary - Replacement

– Backup

– Backup - Replacement

• Advanced - Standard

– Primary

– Primary - Replacement

– Backup

– Backup - Replacement

• Advanced - Plus

– Primary

– Primary - Replacement

– Backup

– Backup - Replacement

• Compliance - Standard

– Primary

– Primary - Replacement

– Backup

– Backup - Replacement

• Compliance - Plus

– Primary

– Primary - Replacement

– Backup

– Backup - Replacement

Note: If you have inventory from a Subscription 1.0 purchase (legacy), you might also see inventory of type Initial
and Buffer.

If you are using the YubiEnterprise API to integrate with the YubiEnterprise Delivery service, see also Product Inven-
tory Type Mapping.
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CHAPTER

ELEVEN

REQUESTING SHIPMENTS

This section provides an overview of how to work with shipment requests. For an introduction to the concept of
shipment requests, see Delivery Concepts.

You can use any of the following methods to create shipment requests:

• From the Console to ship keys to a single address, see Shipping to a Single Address.

• From the Console to ship keys to multiple addresses, see Shipping to Multiple Addresses.

• Using the YubiEnterprise API to ship keys to a single address, see Shipments.

In some cases shipment requests are also manually created by Yubico. After creation, shipment requests are displayed
in the All shipments page. Here you can follow shipments, see their status and update information if needed.

11.1 Selecting Product Inventory

To get the most value out of your subscription, it is important to select the appropriate product inventory to draw from
when creating shipment requests. Available inventories of YubiKey models and licenses depend on the product tiers
and subscription plans purchased by your organization as described in Purchasing Models.

These are the product license types and their intended usage:

• Primary: The main license for primary active users at the purchasing occasion for the initial deployment of
YubiKeys in an organization, during the subscription term period.

• Replacement: Licenses for new non-primary users that join the organization during the subscription term period.

For example, a new hire replacing an employee who left the organization. The employee that left is allowed to
keep their YubiKey for personal use. The new employee takes over the Primary license and is granted their own
key via the Replacement license. The replacement inventory is also designed to cover lost, damaged, or stolen
keys for primary users. The Enterprise Plus Plan includes up to 25% Replacement licenses at no extra cost for
the subscription term period.

• Backup: Licenses to provide new keys to primary users, to replace lost or unavailable keys during the subscrip-
tion term period.

A Backup license is only available to use with a Primary license purchase, and is granted to a primary user needing
2 or more YubiKeys. It is a separate license because Yubico provides a 25% discount per Backup license when
2 or more keys are supplied to the same user. A Backup license also applies to replacement YubiKeys when an
employee (primary user) leaves and takes their 2 keys with them, and the new employee requires a backup key.

• Backup - Replacement: Replacement of backup YubiKeys for non-primary users.

If a primary user has been granted two keys (Primary and Backup licenses), and that user leaves and a new (non-
primary) user is hired to replace the employee that left, the new user will receive both a Primary license (Primary
replacement) and a Backup license (Backup replacement).

77



YubiEnterprise Services

The following image shows an example of a purchase order for YubiKey licenses. When Yubico has added the purchase
order to your organization account, the product inventory appears on your Console Dashboard.

In this example, an organization has purchased a Base Plus tier subscription with the following YubiKey licenses:

• Primary Subscription

• 100 Primary licenses - for primary users at the purchasing occasion, to cover the initial deployment of YubiKeys
in the organization, during the subscription term period.

• 50 Primary Replacement licenses - for new non-primary users that join the organization during the subscription
term period, replacing primary users that left.

• Backup Subscription

• 25 Primary Backup licenses - to provide new keys to primary users, replacing their lost or unavailable keys during
the subscription term period.

• 10 Backup Replacement licenses - to provide backup keys to new non-primary users, replacing backup license
for employees that left.

The following image shows what these product inventories look like in the Console Dashboard. The YubiKey form
factors are those included in the Base Tier, and are available for selection with all license types in the subscription.

78 Chapter 11. Requesting Shipments



YubiEnterprise Services

When creating shipment requests from the Console Dashboard, you will select products from the available Pri-
mary/Replacement/Backup inventories. The following scenario, based on available product inventories in the example,
provide guidelines for determining which product inventory to draw from.

• Initial rollout to primary (active) users in the organization - select keys from the Base-Plus-Primary inventory.

• Primary user lost their key (existing Primary license) - select key from the Base-Plus-Replacement inventory.

• Primary user needs a second key as backup (existing Primary license) - select key from the Base-Plus-Backup
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inventory.

• Primary user needs a different key model (existing Primary license) - select key from the Base-Plus-Backup
inventory.

• New employee (replacement) (non-primary user taking over Primary license) - select keys from the Base-Plus-
Primary-Replacement inventory.

• New employee (replacement) needs a backup key (existing Primary-Backup license) - select key from the
Base-Plus-Backup-Replacement inventory.

Note: If you run out of Primary or Replacement subscription inventory during the subscription term period, for
example by having more new hires than anticipated, you cannot use Backup or Backup-Replacement licenses to provide
YubiKeys to these (non-primary) users. Backup and Backup-Replacement licenses can only be used with Primary
licenses. To replenish the Primary product inventory, reach out to Yubico to place a purchase order for more Primary
licenses.

The following are common reasons why a shipment is not possible:

• The Purchase order is out of inventory. Contact Yubico for replenishment.

• The Purchase order does not have YubiEnterprise Delivery service enabled. Contact Yubico for enablement.

• There is an inventory allocation for your organization, see Shippable Inventory.

• The selected inventory is for pre-registered YubiKeys. These cannot be ordered from the Console, only through
an API integration, see Shipping Pre-registered Keys.

Note: Shipments related to Replacement type of product inventories might have “0” value for product and shipping
costs associated with them. This is because a certain amount of replacement licenses are included at no extra cost with
the Enterprise Plus subscription plan. For more information, see Purchasing Options.

If you are using the YubiEnterprise API to integrate with the YubiEnterprise Delivery service, see also Product Inven-
tory Type Mapping.

11.2 Viewing Shipments

You can monitor the status of your shipment requests in the Console. Select Shipments > All shipments in the left
menu. To view details for a specific shipment, click the shipment ID in the ID column. To locate a specific shipment,
use the search bar at the top or click Filters to filter the list of shipments by one or more fields. You can also sort on
all the column headings using different criteria.
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The All shipments page provides the following information:

• ID - The ID of the shipment request. Click the ID number to view the shipment details, see Viewing Shipment
Details.

• Date - Date on which the shipment request was made.

• Shipment address - The address to which the shipment was or will be sent.

• Recipient email - Email address to which information about the shipment is automatically sent.

• Delivery - Type of delivery - “Normal” or “Expedited” (rush).

• Type - How the shipping request was created: “MANUAL” (by Yubico), “AUTOMATED” (from Console), or
“AUTO FIDO PRE-REG” (FIDO Pre-reg, see Shipping Pre-registered Keys).

• Status - The status of the shipment request, see Shipment Statuses.

• Address validation override - Indicates whether address validation override has been applied to the shipment
(YES/NO).

• Tracking - The tracking number with the carrier. Clicking the tracking number takes you to the site of the carrier.

• Ship date - Date on which the shipment was dispatched.

• Delivery date - Date on which the shipment arrived at its destination.

• Reseller - Name of the reseller, if reseller was involved in the purchase.

• Customer reference - Optional note for customer’s internal reference, see Customer Reference Field.

11.2.1 Modifying the Table View

You can modify the appearance of the table and the data displayed using the controls at the top of the page.

• Columns - Determine which columns will be shown in the table. Click Columns and select or deselect the
desired columns. Click Reset to return to a previous selection. You can also drag and drop the columns to place
them in a desired order on the page.

• Filters - Filter data to be displayed. Click Filters, select an Operator and a Value, and click Apply. Available
filter fields depend on the data in the table of the Console page you are working with. Click Clear all to remove
the selected filters.

• Density - Determine the space between rows in the table, for example “Compact”.
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11.2.2 Searching Shipments

The Search field at the top of the All shipments page lets you locate any element in a shipping request, even partial
words or numbers. Entering search parameters instantly filters the list of shipments based on those parameters. Change
or remove the search parameters in the Search field to reset the search.

To locate a specific shipment, you can perform advanced searches by combining search with Filters to drill down
further into the list of shipments.

Example: You want to locate the tracking number for a shipment with status “Address Validation Failed” to your London
office and a recipient with a name containing “John”. In the Search field, enter “London”. Then apply a filter where
First name contains “John” and where Status is “Address Validation Failed”, and click Apply. The tracking number
is displayed in the Tracking column.

You can also use advanced search to find shipping information for customized YubiKeys where you know the serial
number and/or the firmware version.

Example: To find out the delivery status for a shipment of a customized YubiKey with the serial number “123456789”,
apply a filter where Serial number equals “123456789”, and click Apply.

To return to viewing the list of search results after clicking a list item, click Go back. The list remains available even
after refreshing the browser window while on a page of search results. To remove all filters, click Clear all.

11.2.3 Viewing Shipment Details

To open the Shipment details page, click the shipment ID either from the ID column on the Shipments page, or in the
Recent Shipments section of the Dashboard.
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The Shipment details page displays the following information:

• SHIPMENT ID section - The shipment ID and type of shipment request (manual/automated).

– REQUEST DATE and REQUESTOR - The date when the shipment request was created, and the email
of the user who created the shipment request.

– RESELLER NAME and ID - Name and ID of the reseller.

– CUSTOMER REFERENCE - option (max 60 characters) to add a reference, for example for financial
record-keeping.

• SHIPMENT STATUS section - Status and related status messages for the shipment request.
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• Address section - Contact information for the shipping recipient.

• Shipping section - Details about type of delivery, shipping provider and tracking number, if available.

• Costs section:

– Product cost - The total cost of purchased products included in the shipping.

– Product tax/VAT - The product tax/VAT based on the total product cost.

– Shipping Fee - The shipping cost based on included products and shipping destinations.

– Shipping tax/VAT - The shipping tax/VAT based on the shipping cost.

– Total - Total cost including shipping and taxes. See shipping costs.

• Item details section:

– Inventory product type - Type of inventory, for example “Compliance - Plus- Primary”, see Tier Options.

– Product name - Type of product, key model.

– Customization ID/Customization label - Unique ID and its friendly name representing a specific type of
key customization, see Customizations. The columns are only visible if a shipment contains items from a
customized inventory.

– PO reference - The purchase order associated with the shipment request.

– Quantity - The number of keys included in the selected shipment.

– Cost per item - The cost for each product of a certain type included in the shipment.

– Cost - The total cost for the shipment.

– Action - Lets you view information associated with a specific shipment of customized keys, see Viewing
FIDO Pre-reg Shipment Information. The column is only visible if a shipment contains items from a
customized inventory.

If the shipment request has not yet been locked for processing and fulfillment, you can edit the recipient information
and product selection. For more information, see Editing or Deleting Shipments.

11.2.4 Shipment Request Status

The shipment request Status shows the progress of the shipment request, for example “Awaiting Validation”, “Deliv-
ered”, or “Incomplete”. For more information, see Shipment Statuses.

In case of shipment request errors, click the shipment ID to open the Shipment details view to investigate the shipment
information. To edit a shipment request and correct errors, see Editing or Deleting Shipments.

11.3 Editing or Deleting Shipments

You can update an address or delete a shipment request until it is locked for processing and fulfillment, see Time Frames.
This applies for both Automated and Manual type of requests. However, to edit or delete a Manual shipment request,
you must contact Yubico to update the shipment request.

Note: You can edit shipments of type Auto FIDO Pre-reg (pre-registered keys) in the same states as for other automated
shipments. You can update the recipient and address information, and change the delivery type. However, you cannot
change the products included in the shipment.
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To edit or delete a shipment request, do the following:

1. Click Shipments > All shipments in the left menu to open the All shipments page.

2. Click the Edit icon for the desired item in the table to open the Shipment details page.

3. To update the information, scroll down to the Edit Shipment section. You can for example edit the recipient and
shipping information, or update the delivery type if needed.

Important: To avoid delivery issues to addresses with long street names, for all shipments to India the maximum
combined character limit is 120 characters between Address line 1 and 2. For shipments to other destinations
the combined address line character limit is 105. For more information, see Recipient Information.

To make changes in the product selection, go to the Product Selection section. Note that Shippable Inventory
limits might apply.

If you are confident that the provided address is valid for a shipment where the address validation failed, you
can select Opt out of address validation to override the system address validation. For more information, see
Overriding Address Validation.

Important: If you chose to override the Yubico validation service and a shipment is returned or otherwise
undeliverable, Yubico will not refund the product, shipping fees, applicable taxes and/or VAT associated with
that shipment.

4. Make the required changes, click Update, then click Confirm to confirm your changes. The update function
validates the fields, with a warning on any fields requiring input. To delete the shipment, click Delete shipment
and confirm the deletion. To delete multiple shipments at the same time, see Deleting Multiple Shipments.

11.3.1 Reviewing Incompletes

The address validation service flags addresses that are problematic or incorrect and displays this information in the
Status column on the All shipments page. To ensure your shipping request is accepted and processed, always verify
that it has not been flagged as incomplete or with failed address validation. For explanation of different statuses, see
Shipment Statuses.

To review and manage incomplete and failed shipment requests, do the following:

1. In the All shipments page, click Filters and for the Status filter, select the applicable status in the list, for example
Address Validation Failed or Incomplete Shipping Request. Then click Apply to filter out the shipments.

2. Open the Shipment details page for each shipment and view the information under MESSAGES In the SHIP-
MENT STATUS section to understand what is incorrect in the shipment information. For example, parts of the
address might be missing or is entered incorrectly. Or, shipping of the requested product set is not allowed for
the destination country.

3. Update the information as described in Editing or Deleting Shipments.
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11.3.2 Deleting Multiple Shipments

To delete multiple shipment requests at the same time, do the following:

1. Click Shipments > All shipments in the left menu.

2. In the All shipments page, select the checkbox to the left on the row for each shipment you want to delete. Only
shipments with the appropriate status can be selected. For example, a shipment with status “Shipped: In transit”
cannot be selected for deletion.

You can use filters to filter out shipments with a status making them available for deletion. Click Filters and
Can be deleted, then click Apply.

To select all rows in the table, select the checkbox in the header. To clear a selection of rows, select the checkbox
in the header again.
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3. When satisfied with your selection, click Delete in the bar at the bottom and click Confirm in the Confirm
deletion dialog.

11.3.3 Overriding Address Validation

The Yubico address validation service sometimes gives an error even if an address is valid. As a Console Owner or
Console Admin you can override the Yubico validation warnings if you are confident that a provided address is valid.
You can override the address validation for existing shipment requests with status “Address Validation Failed”. You
can also choose to override the address validation when creating shipment requests.

Important: If you chose to override the Yubico validation service and a shipment is returned or otherwise undeliver-
able, Yubico will not refund the product, shipping fees, applicable taxes and/or VAT associated with that shipment.

To override address validation for a single existing shipments, do the following:

1. Locate the desired shipment, either in the All shipments page or the Review incompletes page.

2. Click the ID for the shipment to open the Shipment details page. Alternatively, click the Edit icon for the
shipment in the Status column.

3. In the SHIPMENT STATUS section of the Shipment details page, click Override address validation.
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4. Click Confirm in the Confirm address validation override dialog.

To override address validation for multiple existing shipments, do the following:

1. Click Shipments > All shipments in the left menu.

2. In the All shipments page, select the checkbox for each shipment with status “Address Validation Failed” for
which you want to apply address validation override.

Only shipments with the appropriate status can be selected. To filter out shipments with appropriate status, click
the Can override address validation option under Filters. To select all rows in the table, select the checkbox
in the header. To clear a selection of rows, select the checkbox in the header again.

3. Click Override address validation in the bar at the bottom and click Confirm.

To override the address validation when creating new shipment requests, select the Override address validation option
when creating the shipment request. For more information on how to create shipment requests, see Shipping to a Single
Address and Shipping to Multiple Addresses.

Note: If address validation override is applied to a shipment, you can still update the address for that shipment. In this
case, the address validation override will also be applied to the updated address. If you do not want address validation
override to apply to the updated address, deselect the Override address validation option when editing the address.
For more information, see Editing or Deleting Shipments.

11.4 Downloading List of Shipments

Console Owners, Admins, and Auditors can download a list of shipment requests that have been made. This can be
useful if you want to perform data analysis for example to identify address validation failures for specific shipping
destinations. You can then filter out shipments with status “Address Validation Failed” and download a file with those
specific shipments.

To download a CSV file with general shipment data, go to the Shipments > All shipments page and click Download
CSV in the top row.

When downloading the CSV file, only enabled columns and filtered rows are included. Use the Search field or click
Filters to filter out desired shipments. Click Columns to include desired columns in the output. For more information,
see Modifying the Table View.
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Note: If no filtering is applied, data for ALL shipments in the table will be included in the CSV file. Ensure to filter
out desired shipments before downloading to only get the data you are interested in. If your selection contains a large
number of rows, generation of the download CSV file might take some time to complete.

11.4.1 Column Headings in Download File

The All shipments table downloaded as a CSV file combines shipment details information with what is shown on the
All shipments page, plus some additional information. The column headings are described below.

Note: Although all currency amounts displayed by the system are in US dollars, contracts, purchase orders, and
invoices, etc. use the currency applicable to the parties involved.

• shipment_id - Unique identifier assigned by YubiEnterprise Delivery to every shipment request.

• shipment_request_date - Month/day/year.

• shipment_update_date - Month/day/year.

• organization_name - Name of the customer organization on behalf of which the shipment request was made
(typically the same throughout the file).

• reseller_id - Identifier of the reseller (Yubico’s channel partner) - this is “1” if it was a direct sale by Yubico.

• user_email - The email address of the YubiEnterprise Delivery user who made the shipment request.

• country_code_2 - Two-letter country code. For more information, see Shipping to Multiple Addresses.

• inventory_type - Depends on items entered in the PO, for example “Standard Inventory Keys”.

• is_delivered - TRUE or FALSE.

• is_shipped - TRUE or FALSE.

• shipped date - Month/day/year - date of shipping.

• delivered_date - Month/day/year - date of delivery.

• tracking_number - Tracking number assigned by fulfillment agency.

• recipient_company - Name of recipient’s company.

• recipient_email - Recipient’s email address.

• recipient_firstname - First name of recipient.

• recipient_lastname - Last name of recipient.

• recipient_telephone - Recipient’s telephone number.

• street_line1 - First line of street address.

• street_line2 - Second line of street address.

• street_line3 - Third line of street address (deprecated).

• city - Name of village, town, or city.

• region - Name or region, state, or province.

• postal_code Postal code, post code, zip code.
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• bypassed_address_validation - Indicates whether the Yubico address validation service has been overrid-
den (TRUE or FALSE), see Overriding Address Validation.

• shipment_type - “Automated” (entered into the YubiEnterprise system by customer), “Manual” (entered into
the system by Yubico), or “Fido2PreRegistered” for FIDO Pre-reg shipments.

• delivery_type Normal or Expedited.

• shipment_state_code - see Shipment Status Codes.

• shipment_state_id - see Shipment Status Codes.

• shipment_state_message - see Shipment Status Codes.

• shipment_summary_description - Total number of keys plus number of each type, for example Total Keys:
2 yk5c:1, sky2:1 means two keys were shipped, one a YubiKey 5C and one a Security Key 2.

• shipment_product_cost - Cost of product alone, without tax, VAT, or shipping.

• shipment_product_taxes - Cell is populated if products are shipped to location where sales tax is applicable.
Amount of sales tax levied on product.

• shipment_product_vat - Cell is populated if products are shipped to location where VAT is applicable.
Amount of VAT levied on product.

• shipping_service_cost - Cost of shipping.

• shipping_service_taxes - Cell is populated if products are shipped to location where sales tax is applicable.
Amount of sales tax levied on shipping.

• shipping_service_vat - Cell is populated if products are shipped to location where VAT is applicable.
Amount of VAT levied on shipping.

• total_shipment_product_cost - Cost of product(s) with tax or VAT; does not include shipping costs or tax
or VAT on them.

• total_shipment_tax_cost - Cell is populated if products are shipped to location where sales tax is applicable.
Total sales taxes levied on product(s) plus shipping costs.

• total_shipping_service_cost - Total shipping costs including taxes or VAT levied on them

• total_keys_shipped - Total number of products shipped.

• purchaseorder_numbers - If multiple POs were drawn on for a single request, they are separated by a pipe,
for example PQR_123|PO-0721a.

• reseller_name - Name of the reseller from whom you purchased, Yubico’s channel partner, based on the
reseller_id column.

Note: For FIDO Pre-reg type of shipments, the CSV file will also include serial number and firmware version for
each custom key. The information is included after the shipment has been processed by Yubico Fulfillment Center, and
the shipment is moved to state “Shipped: in Transit”.
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11.5 Resolving Shipment Issues

The following section describes the different statuses a shipment can have and how to resolve issues that might occur.

Notifications regarding shipment issues are displayed in the Console as well as sent by email to relevant recipients. You
can view the status for a shipment in the Status column of the All shipments page. You can also filter out shipments
based on their status using the advanced search.

For explanations of shipment error messages in the API, see Shipment Error Messages.

11.5.1 Address Issues

When creating shipment requests, certain restrictions apply regarding for example recipient names, permitted characters
and alphabets used, and number of characters entered in the different fields, both in the Console and the API. For more
information, see Recipient Information.

11.5.2 Shipment Statuses

• Accepted for Fulfillment
Explanation: Shipment request address has been validated and is ready to be picked up for fulfillment
processing.

Action: Information only, no action needed.

• Address Not Accepted by Carrier
Explanation: The shipment request was not accepted due to the recipient address exceeding the maximum
character length set by the carrier.

Action: Update shipment request, if possible shorten the address information.

• Address Validation Failed
Explanation: The Yubico address validation service failed because the address provided is not sufficient
to guarantee delivery. The correct address must be provided before proceeding. No keys, tax, or shipping
credits have been deducted from inventory. For more information, see Reviewing Incompletes.

Action: Check address in shipment request.

• Awaiting Validation
Explanation: The shipment request has been received, no validation done yet.

Action: Information only, no action needed.

• Awaiting DPL Confirmation
Explanation: The shipment is being reviewed for DPL match, see “Error: DPL Match”.

Action: Check shipment status, if updated to “DPL Confirmation” the shipment will not be processed.

• Cancelled
Explanation: The shipment has been cancelled, for example because a fulfillment partner was not able to
ship the order.

Action: Contact Yubico Support for information.

• DPL Confirmed
Explanation: The shipment was automatically detected as a DPL match (see “Error: DPL Match”), and
has been reviewed by Yubico and found to be a confirmed match (not false positive). The shipment will
not be processed.

Action: Check shipment request, create alternative shipment request if applicable.
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• Delivered
Explanation: The shipment was delivered to the recipient.

Action: Information only, no action needed.

Note: The Console lists the status of some shipments as “Delivered” when the tracking service shows
“Delivered to Sender” (meaning the shipment was returned to sender).

• Delivery Exception
Explanation: The shipment request was processed and shipped successfully, but the delivery was unsuc-
cessful. The order is now the responsibility of the fulfillment partner.

A “Delivery Exception” is triggered when a carrier is citing an order delivery issue. Common reasons for
delivery exceptions are undeliverable address, missing door code or telephone number, company name on
a residential address, delivery delays, and items held at customs.

Action: Check shipment request tracking information, contact carrier.

• Error: DPL Match
Explanation: The shipment recipient has been found on the Bureau of Industry and Security’s denied
persons list (DPL). All individuals and entities on the DPL are prohibited from participating in export
transactions. The DPL match is awaiting review and confirmation by Yubico.

Action: Check shipment status, if updated to “DPL Confirmation” the shipment will not be processed. To
override a DPL status match, contact Yubico Support. If a shipment is flagged as a potential DPL match,
no inventory is drawn for the shipment. A shipment with a DPL match cannot be deleted.

• Error: Processing Error, contact Support
Explanation: The system encountered an issue processing inventory and financial debits. The error was
likely caused by insufficient key or credit inventory. The shipment request will either need to be edited to
reflect available inventory, or sufficient inventory must be added through a new PO. The shipment will not
be sent to the fulfillment partner again until it has been reprocessed.

Action: Check inventory, contact Yubico Support to add more if needed.

• Error: Shipping Error, contact Support
Explanation: The system encountered an issue when sending the shipment request to the fulfillment part-
ner. The shipment request must be reprocessed before sending it to the fulfillment partner again.

Action: Contact Yubico Support to resolve issue.

• Incomplete
Explanation: The address provided is incomplete. The correct address must be provided before proceed-
ing. No keys, tax, or shipping credits have been deducted from inventory. For more information, see
Reviewing Incompletes.

Action: Check address in shipment request.

• Incomplete Shipping Request
Explanation: The shipment request contained data that the system could not understand or parse. The
request must be corrected before proceeding. No keys, tax, or shipping credits have been deducted from
inventory. For more information, see Reviewing Incompletes.

Action: Check shipment request input data.

• Manual Processing
Explanation: Shipment is being fulfilled manually.

Action: Information only, no action needed.
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• Processing: Queued for Fulfillment
Explanation: Shipment is being fulfilled manually. No further action is required by the shipment requestor.

Action: Information only, no action needed.

• Processing: Ready for Fulfillment
Explanation: Shipment is being fulfilled manually. No further action is required by the shipment requestor.

Action: Information only, no action needed.

• Processing: Sent for Fulfillment
Explanation: Applies to automated shipments only. The shipment request was sent to the fulfillment
partner via the API for processing.

Action: Information only, no action needed.

• Requested
Explanation: Applies to manual shipments only. The inventory has been deducted from the associated
account, and the order is being prepared by the Yubico fulfillment team.

Action: Information only, no action needed.

• Returned to Sender
Explanation: The shipment has been returned to the sender by the carrier.

Action: Contact Yubico Support for information.

• Shipment Lost/Missing
Explanation: The shipment was lost in transit to the recipient.

Action: Contact Yubico Support for replacement (unless address validation override was applied).

• Shipped: In transit
Explanation: The shipment request was released to and shipped by the fulfillment partner and billed by
Yubico.

Action: Information only, no action needed.

11.6 Viewing Processed Refunds

When shipments fail to arrive at their destination, the price of product(s) plus shipping is refunded. The status of such
a shipment is recorded as “Lost/Missing”. Console Owners, Admins, and Auditors can access refund details.

Click Shipments > Processed refunds in the left menu to display the Processed refunds page.
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The Processed refunds table shows the following information:

• Shipment ID

• Inventory product type (shipping, subscription type, etc.)

• PO reference if applicable (link to PO from which the refunded inventory was drawn)

• Refund quantity (this value will be “0” for shipping)

• Product name

• Refund date

• Refunded amount

To see more details, click the Shipment ID of the desired shipment to view its details. For more information, see
Viewing Shipment Details. Fore more information about refunds, you can also download a file.

If your organization is shipping custom keys, the Customization ID and Customization label (user-friendly name)
associated with a refunded shipment are displayed in the Shipment details page. For more information, see Customiza-
tions.

11.7 Downloading List of Refunds

To download a CSV file listing all the data shown on the list of processed refunds, click Download refund CSV in the
upper right of the Processed refunds page.

The download file contains the following information for each refunded shipment request:

• shipment_id

• refund_date

• organization_name

• reseller_name

• reseller_id
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• inventory_product_type

• product_name

• refund_quantity

• product_cost

• refunded_product_tax

• refunded_product_vat

• refunded_shipping_fee

• refunded_shipping_tax

• refunded_shipping_vat

• purchaseorder_number

• country_code_2

• shipment_request_date

• shipped_date

• recipient_company

• recipient_email

• recipient_firstname

• recipient_lastname

• recipient_telephone

• street_line1

• street_line2

• street_line3

• city

• region

• postal_code

11.8 Customizing Automated Emails

The YubiEnterprise Delivery system automatically sends notifications related to various statuses for shipment requests,
for example shipments that failed and require user interaction. Notifications regarding shipments are displayed in the
Console as well as sent by email to relevant recipients.

The automated shipment notifications sent by email are based on pre-defined templates. You can customize these
templates as desired to adapt the message for your organization. You can change the look and feel of the email as
well as the text, for example to add a link to your own support organization, or contact information for your own IT
department.

The following email templates are available:

• Delivered - notify recipients that products are delivered.

• Delivery Exceptions - notify recipients that there is a problem with a delivery.

• Shipped - notify recipients that products have been sent to them.
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• Tracking Update - notify recipients that tracking information for a shipment has changed.

To see the content of an email template, click Settings > Email in the Console left menu, and select the desired template
in the Template dropdown.

The email templates accept any valid HTML, including scripts. Web and email links can be inserted as HTML link
elements. Put the link target in the href attribute, and put the display text for the link between the angle brackets. For
example:

Please visit <a href="https://yubico.com">Yubico's webpage</a> for more␣
→˓information, or
email <a href="mailto:someone@yourcompany.com">someone@yourcompany.com</a>.

To replace the Yubico logo image at the top of the email page, replace the existing image link with one of your choice,
for example your company logo. Ensure that the image you use is stored in a publicly available space.

<img alt="yubico" width="168" height="50" src="https://console.yubico.com/
→˓media/yubico_logo.png">

The following values in the template can be used anywhere in the email body and will be substituted when the email is
sent:

• {{.Name}} - the first and last name of the recipient.

• {{nl2br .Address}} - the destination address.

• {{.Carrier}} - the carrier used, for example UPS, FedEx or USPS.

• {{.TrackingNumber}} - tracking number of the shipment.

• {{.CopyrightYear}} - the current year.

• {{.Email}} - recipient email address.

The following code lists quantity and items in the shipment:

{{range $name, $qty := .LineItems}}
{{$name}}: {{$qty}}
{{end}}

To customize notification emails, do the following:

1. In the Console left menu, click Settings > Email, and in the Template dropdown, select the template you want
to customize.
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2. Insert the desired content into the template.

3. Your HTML code is validated as you type. If your code is correct, a green banner appears, and you can continue
editing or click Update. A red banner appears if the HTML is incorrect. Correct it and click Update, or click
Restore. Once you click Update, the Restore button is deactivated.

4. To view the customized email you created, click Send sample.

Note: If you make a mistake in the HTML code when customizing the template, you can click the Restore button to
return to the default. However, if your HTML is correct and you click Update, you can no longer click Restore. For
this reason, consider making a copy of the default template before you customize it.
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TWELVE

SHIPPING TO A SINGLE ADDRESS

The information in this section describes how to create shipment requests to a single recipient address from the Yubi-
Enterprise Console. To create shipments to multiple addresses, see Shipping to Multiple Addresses. For information
about shipment request concepts, see Delivery Concepts and Requesting Shipments.

12.1 Creating a Shipment Request

To request shipping of keys from your inventory to an individual address, click one of the following:

• CREATE SHIPMENT REQUEST in the card for the appropriate subscription on the Dashboard.

• The Create shipment request button in the All shipments page.

This opens the New shipping request form to create a single shipment request.
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Enter information in the form fields as described in the following. For detailed descriptions of form fields and their
values, see Shipment Request Form Fields.

1. If applicable, select a Reseller from the dropdown list. Your selection determines the inventories from which
you can draw products from. The Reseller ID field is automatically populated depending on the selected reseller.

2. Enter a Customer reference note (optional, max 50 characters) for internal reference, see Customer Reference
Field.

3. Enter the required Recipient information, either provide a company name or a recipient name, or both.

4. Enter the Shipping information. Ensure you enter a valid recipient address and phone number for a successful
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delivery. Only latin characters are permitted, including accented characters (à, á, ä etc.), see Recipient Informa-
tion. When shipping to countries without postal codes, enter “00000” in that field.

Important: To avoid delivery issues to addresses with long street names, for all shipments to India the maximum
combined character limit is 120 characters between Address line 1 and 2. For shipments to other destinations
the combined address line character limit is 105. For more information, see Recipient Information.

5. Select Opt out of address validation to override the Yubico address validation service if applicable, see Over-
riding Address Validation.

Important: If you chose to override the Yubico validation service and a shipment is returned or otherwise
undeliverable, Yubico will not refund the product, shipping fees, applicable taxes and/or VAT associated with
that shipment.

6. Select the Delivery Type, Normal or Expedited. Your selection determines the shipping fee, which is calculated
after you complete the shipping request.

7. In the Product selection section, select one or more inventories to draw products from, and select the desired
products and quantity from each inventory. If inventory allocations apply for a product, this is indicated in pink.
Customized products can also be selected if available for your organization (FIDO Pre-reg type of customizations
are excluded since these shipment requests are not created in the Console). Customization options are indicated
by the associated Customization label in blue.

Note: Accessories include for example lanyards, keyports and key covers that can be shipped together with
YubiKeys. Accessories are currently not supported with subscription tiers, only with perpetual purchases. To
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add accessories to a shipment request, select the desired accessories from the Physical products section.

8. When done with the product selection, click Continue.

9. Click Next: Confirm, review the information in the Shipment confirmation dialog, and if satisfied click Submit
shipment request. The new shipment request will appear in the All shipments page.

12.1.1 Shipment Request Form Fields

For a successful delivery of your order, always ensure that the recipient information you provide is valid. For example,
the Phone field in the shipment request form is the telephone number of the shipment recipient, and is used by the carrier
to complete the last stage of delivery. Ensure you submit a valid phone number to avoid the order being returned to the
sender.

The table below provides descriptions of fields in the New shipping request form. Fields not marked as Required are
optional. The Limit column displays the maximum number of alphanumeric characters permitted per field. You will
be notified in the Console if the number of characters you enter in a field exceeds the limit.

Important: To avoid delivery issues to addresses with long street names, for all shipments to India the maximum
combined character limit is 120 characters between Address line 1 and 2. For shipments to other destinations the
combined address line character limit is 105. For more information, see Recipient Information.
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Field Name Description Limit

Reseller
Reseller ID

Required. Even if the selling entity
was Yubico
(direct sale), the Reseller name
must be selected.
The Reseller ID is automatically
populated.

–

First name Name of recipient. Required if
company name is not
provided. Maps to the first line on
the shipping label.

15

Last name Recipient’s family name. Required
if first name is
provided. Maps to the first line on
the shipping label.

20

Company Required if name of recipient is not
provided. Maps to
the second line of the shipping label
if the address is
not residential. Do not provide a
company name if
shipping to a residential address.

20

Country Required. Select a country from the
list of destination
countries that your organization is
allowed to ship to.

–

Address 1

Required. First line of address. 60

Address 2 Required if address is undeliverable
without, for
example suite #. Field can be used
to split addresses
with long street names.

60

City Required. City, town, or township. 60

Region/State USPS codes are required for the
US, Canada, and
international US military bases, see
USPS Region/State Codes.
Region/state is required
for other countries if the address is
undeliverable
without it.

–

Postal code

Required. Zip code or postal code. 50

Phone Required. Telephone number of
shipment recipient. Any
format is acceptable with or without
spaces. Limit is
40 of the alphanumeric characters
“0-9+-( )” unless
the country code is IN, in which
case the limit is 255.

40

Email address Recipient’s email address.

80
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Note: When creating shipment requests and selecting destination countries, you will only see countries that are
enabled for your organization in the Country dropdown list. However, you can ship to all countries that are listed in
the YubiEnterprise Delivery pricing table. To ship to other countries, contact Yubico Support.

12.1.2 Verifying Shipment Status

You can view the status of shipment requests on the All shipments page in the Status column. To ensure your shipping
request is accepted for processing, always verify that it has not been flagged as Incomplete by the validation service.
For more information on how to correct incomplete shipment requests, see Reviewing Incompletes.

12.2 Editing and Deleting Shipment Requests

You can update an address or delete a shipment request until it is locked for processing and fulfillment. Editable
shipment requests are shown with an Edit icon in the Status column in the list on the All shipments page. For more
information, see Editing or Deleting Shipments.
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THIRTEEN

SHIPPING TO MULTIPLE ADDRESSES

You can create a request to ship a set of products to multiple addresses using the BULK SHIPMENT method. With
this method you download an address template CSV file from the Enterprise Console and fill it with recipient names
and addresses.

You then upload the file, select the products that all recipients will get, and submit the bulk shipment request for the
products to be shipped to multiple addresses. If different recipients require different product sets, create a separate CSV
file for each product set.

Note: Bulk shipment is not available to “demo users”. These are users with the Console Owner role that have not
yet enrolled by registering a security key, as part of the onboarding process. For more information, see Procedure
Overview.

13.1 Creating the Address File

Important: Ensure that you are using the latest version of the address template CSV file. The template changes
occasionally, and any request that does not use the latest template will fail.

To create the address file, do the following:

1. Click Shipments > All shipments in the left menu, then click Create shipment request in the top menu and
select BULK SHIPMENT.

105



YubiEnterprise Services

2. Click Download countries CSV to download the country list. This file contains the list of countries that your
organization is allowed to ship to and the correct country code for each country.

3. Click Download address template CSV to download the template for recipient information.

4. Fill out the address template. For details about the fields in the CSV file, see Recipient Information Fields.

5. Save the address file, it will be used when creating the shipment request.

13.1.1 Recipient Information Fields

When filling in the template, ensure you follow these guidelines for a successful validation later on in the process:

• The table header row from the template is included in your CSV file.

• The columns in your CSV file correspond exactly to those in the template.

• Either company name or first name and last name are required.

• If the destination country is either United States or Canada, state or region is required, see USPS Region/State
Codes.

• Only latin characters are permitted, including accented characters (à, á, ä etc.), see Recipient Information.

• When shipping to countries without postal codes, enter “00000” in that cell.

• Some table cells have limits on the number of alpha-numeric characters (including spaces). Ensure that content
in a cell does not exceed the limits listed in the table below.

• If you are using a specific tool to manage CSV files, ensure that leading zeros in postal codes, for example
“07030”, does not get removed by that tool. The “Postcode” column in the CSV file should be formatted as plain
text. When previewing the CSV file, ensure to use a different program than the spreadsheet tool, to ensure the
leading zeros are not removed again.
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Note: The size of the uploaded CSV file must not exceed 25 MB. If it does, split the file and create multiple shipment
requests.

In the table below, fields not marked as Required are optional. The Limit column displays the maximum number of
alphanumeric characters permitted per field/table cell.

Important: To avoid delivery issues to addresses with long street names, for all shipments to India the maximum
combined character limit is 120 characters between Address line 1 and 2. For shipments to other destinations the
combined address line character limit is 105. For more information, see Recipient Information.
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Column Heading Description Limit

Company Required if name of recipient is not
provided.
Maps to the second line of the
shipping label if the
address is not residential. Do not
provide a company
name if shipping to a residential
address.

20

First name Name of recipient. Required if
company name is not
provided. Maps to the first line on
the shipping label.

15

Last name Recipient’s family name. Required
if first name is
provided. Maps to the first line on
the shipping label.

20

Address 1

Required. First line of address. 60

Address 2 Required if address is undeliverable
without, for
example suite #.

60

City Required. City, town, or township. 60

Region/State USPS codes are required for the US
and Canada, see
USPS Region/State Codes.
Region/state is required
for other countries if the address is
undeliverable
without it.

50

Postcode

Required. Zip code or postal code. 50

Country Code 2 Required. Country code from
available_countries.csv

file, see Country Codes.

2

Recipient Email

Recipient’s email address. 80

Recipient Telephone Required. Telephone number of
shipment recipient. Any
format is acceptable with or without
spaces. Limit is
40 of the alphanumeric characters
“0-9+-( )” unless
the country code is IN, in which
case the limit is 255.

40
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Country Codes

The downloadable available_countries.csv file contains a list of destination countries and their country codes
that your organization is allowed to ship to. Use the two-letter country codes to populate the Country Code 2 field
in the address template.

Note: Although the system can deliver to Post Office (PO) Boxes within the United States, delivery to the equivalent
elsewhere in the world is unlikely to succeed. If possible, use a different address.

Region/State Codes for US and Canada

If the destination country is either United States or Canada, or a US international military base, state or region is
required and must confirm to the two-letter codes for states (US) or territories (CA). To populate the Region/State
field in the address template, use the codes provided in USPS Region/State Codes.

13.2 Creating the Bulk Shipment Request

Note: The steps described in the following require that you have created a CSV file with recipient information to be
used when submitting the shipment request.

To create the bulk shipment request, do the following:

1. In the Console in the All shipments page, click Create shipment request and select BULK SHIPMENT.

2. Drag and drop your address CSV file into the upload area, or click Select a file to add a file from a location of
your choice. The file size must not exceed 25 MB. If it does, split the shipment request.

3. Click Upload.

4. The file is validated line by line to ensure there are no errors. If errors were found, you will see a notification
indicating the type of errors and the lines in the file where they were found.
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5. Correct the errors in the file according to the instructions and save it.

6. Click Use a different file in the upload area, add a corrected version for a new validation, and click Upload.

7. When the file is accepted without errors you will see a success notification. The rest of the shipment request
form is displayed and you can continue to enter information.

8. If applicable, select Opt out of address validation to override the Yubico shipment processing address valida-
tion, see Overriding Address Validation.

Important: If you chose to override the Yubico validation service and a shipment is returned or otherwise
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undeliverable, Yubico will not refund the product, shipping fees, applicable taxes and/or VAT associated with
that shipment.

9. If applicable, select a Reseller from the dropdown list. Your selection determines the inventories from which
you can draw products from.

Note: If you have purchased directly from Yubico as well as from resellers, you will have multiple inventories
to draw products from. To request shipments from multiple inventories you need to make a shipment request for
each inventory separately by selecting the desired reseller in the Reseller dropdown when creating the shipment
request.

10. Enter a Customer reference note (optional, max 50 characters) for internal reference. This information is col-
lected and applied to all shipments created via the uploaded CSV file. See Customer Reference Field.

11. Select the Delivery Type, Normal or Expedited. Your selection determines the shipping fee, which is calculated
after you complete the shipping request.

12. In the Product selection section, select one or more inventories to draw products from, and select the desired
products and quantity from each inventory. For some countries you can only request one (1) key per address due
to customs duty regulations. To see which countries this limitation applies to, see Delivery Policies.

If inventory allocations apply for a product, this is indicated in pink. Customized products can also be selected if
available for your organization (FIDO Pre-reg type of customizations are excluded since these shipment requests
are not created in the Console). Inventories containing customized products are indicated by the associated
Customization label in blue.

Note: Accessories include for example lanyards, keyports and key covers that can be shipped together with
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YubiKeys. Accessories are currently not supported with subscription tiers, only with perpetual purchases.
To add accessories to a shipment request, select the desired accessories from the Physical products section.

13. When done with the product selection, click Continue.

14. Verify the address file and product selection to be used for the shipment request, and click Create shipment
request(s).

15. If you choose to override the address validation, click Confirm and Submit in the displayed address validation
override dialog.

The shipment requests will appear with one shipment per recipient in the address file in the list of shipments in the All
shipments page.

13.3 Editing and Deleting Shipment Requests

You can update an address or delete a shipment request until it is locked for processing and fulfillment. Editable
shipment requests are shown with en Edit icon in the Status column in the list on the All shipments page. For more
information, see Editing or Deleting Shipments.
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FOURTEEN

SHIPPING PRE-REGISTERED KEYS

This section describes how to work with shipments of pre-registered YubiKeys generated using the Yubico pre-
registration service Yubico FIDO Pre-reg available through identity provider (IdP or IDP) integration.

14.1 About Yubico FIDO Pre-reg

The Yubico FIDO Pre-reg service reduces the IT administrative burden and improves end-user experience by standard-
izing and streamlining YubiKey onboarding and account recovery, helping organizations become phishing-resistant.

With Yubico FIDO Pre-reg, the IT administrator (IT admin) for an organization can use the YubiEnterprise API together
with an identity provider’s WebAuthn API and automated workflows to order pre-registered YubiKeys for end users.
The YubiKeys are pre-registered and shipped directly to the specific end user who receives a randomly generated PIN
separately, and can immediately authenticate using their YubiKey.

14.1.1 FIDO Pre-reg Integrations

Yubico FIDO Pre-reg currently supports the following IdPs:

• Okta - see the Yubico FIDO Pre-reg with Okta Integration Guide.

• Microsoft Entra ID (Early Access) - see the Yubico FIDO Pre-reg with Microsoft Integration Guide.

Note: Currently you can only request one (1) YubiKey per shipment request using Yubico FIDO Pre-reg.

14.2 Managing Pre-reg Shipments

The following provides an overview of how to manage shipment requests for pre-registered YubiKeys.
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14.2.1 Viewing Pre-reg Shipments

Just as for other types of shipment requests, you can monitor the status of pre-registered shipments for your organization
in the All shipments page of the YubiEnterprise Console. Pre-registered shipments are indicated as AUTO FIDO
PRE-REG in the Type column on the page.

To locate a specific pre-registered shipment, do the following:

• Use the Filters function to filter out pre-registered shipments. Click Filters, select Auto FIDO Pre-reg as Type,
and click Apply.

• You can also use search in combination with filters to drill down further into the list of shipments. For more
information, see Searching Shipments.

14.2.2 Editing Pre-reg Shipments

Just as for other types of shipments, you can update a pre-registered shipment from the Console until it is locked for
processing and fulfillment. Shipments that can be edited are indicated with an Edit icon in the Status column of the
All shipments page.

You can update the recipient and address information, the delivery type, or you can delete the shipment request. Note
that products included in a pre-registered shipment request cannot be modified. For more information, see Editing or
Deleting Shipments.

14.2.3 Viewing Customization Information

A FIDO pre-registered YubiKey is considered a customization and therefore Yubico provides each customer with a
unique Customization ID. An organization’s Customization ID is required for integrations such as with Okta. To view
your organization’s Customization ID, see Customizations.
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CUSTOMIZATIONS

YubiKeys can be customized, for example pre-configured to meet specific needs for an organization, or pre-programmed
with end-user specific credentials using the FIDO Pre-reg service. Customizations also include laser etching and
custom packaging of YubiKeys. For information about customization services, contact Yubico Support.

When you order a YubiKey with custom configuration, a Customization ID is used to represent the applicable cus-
tomization included in the final product that you will receive. The Customization ID is unique for a configuration
but is not specific for a key model (form factor). You can associate a Customization ID with a more user-friendly
Customization label of your own choice.

A Customization ID can be associated with multiple organizations. An organization can for example have sub-entities
in different countries to which they want to ship keys with a specific configuration.

The Customization ID is needed for example when configuring the shipment request workflow for ordering shipment
of pre-registered YubiKeys.

15.1 Viewing Customizations

To view available customizations for your organization, click Customizations in the left menu. The Customizations
page appears providing an overview of customizations for your organization.

Note: The Customizations page is only visible if your organization has at least one associated Customization ID. If
your organization is not using custom keys, you will not see this page.

The Customizations page displays the following information:

• Customization ID - The unique ID for a specific customization. Click the link to view customization details.
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• Customization label - A user-friendly name associated with the Customization ID. See Adding Customization
Labels.

• Status - The state of the customization record. Can be one of the following:

– Approved - Custom configuration is ready to be added to sales orders.

– Active - Custom configuration is in use for order fulfillment.

– Decommissioned - Custom configuration is discontinued and is no longer fulfillable.

• Configurations - Shows if the customization includes FIDO Pre-reg (pre-registered keys).

• Actions - Options for adding and editing customization labels and viewing the change history.

Use Search and Filters to filter the list by one or more fields to locate a specific customization ID to view its details.

15.1.1 Modifying the Table View

You can modify the appearance of the table and the data displayed using the controls at the top of the page.

• Columns - Determine which columns will be shown in the table. Click Columns and select or deselect the
desired columns. Click Reset to return to a previous selection. You can also drag and drop the columns to place
them in a desired order on the page.

• Filters - Filter data to be displayed. Click Filters, select an Operator and a Value, and click Apply. Available
filter fields depend on the data in the table of the Console page you are working with. Click Clear all to remove
the selected filters.

• Density - Determine the space between rows in the table, for example “Compact”.

15.1.2 Viewing Customization Details

The Customization details page provides an overview of the details for a specific customization.

To open the Customization details page, in the Customization ID column on the Customizations page, click the ID
link of the desired customization.

The Customization details page displays the following information:

• ID and label for the customization.
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• CONFIGURATIONS - The configurations included in the customization, for example FIDO Pre-reg (pre-
registered keys).

• CUSTOMIZATION HISTORY - Overview of updates to the customization, for example when a customization
label was added or changed, and by whom.

15.2 Adding Customization Labels

The Customization ID consists of a string of numbers and letters. To make it easier for users to identify a specific
customization, Console Owners can add user-friendly Customization labels to Customization IDs associated with their
organization.

Customization labels can be shared between organizations, for example if your company has sub-entities in different
countries to which you want to ship custom YubiKeys. Customization labels can be viewed by all organization members,
but only organization Console Owners can add and update labels. Yubico can view but not update Customization labels.

To add or edit a Customization label for a Customization ID, do the following:

1. Click Customizations in the left menu to open the Customizations page.

2. Click the Edit icon in the Actions column for the desire Customization ID.

3. Add the desired customization label, for example “YubiKey 5 NFC sales offices”.

4. Click Save.

Note: If a Console Owner for an organization updates a customization label, the change will be reflected in all
organizations associated with that specific Customization ID.

Customization labels will also be displayed on purchase orders , shipment details, and refunded shipments. If no
Customization label has been added, the Customization label column is empty.

15.2.1 Viewing Change History

To view the change history for a customization label for example for auditing purposes, click the clock icon for the
desired Customization label in the Customizations page. The history information includes the date when a change
was made, the updated customization label, and the email of the user that made the change.

15.3 Finding a Customized Shipment

To locate a shipment containing specific customizations, you can filter shipments on serial number and firmware version,
if you know this information. This is useful for example to view the status of a specific shipment request.

On the All shipments page, click Filters and enter values in the Serial No. and/or Firmware fields.
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15.4 Viewing FIDO Pre-reg Shipment Information

For FIDO Pre-reg (pre-registered keys) type of shipments, you can view customization details associated with each
key in a specific shipment. The information includes serial number and firmware version, and is displayed after the
shipment has been processed by Yubico Fulfillment Center and the shipment is moved to state “Shipped: in Transit”.

To view customization details for custom keys in a shipment, do the following:

1. Click All shipments in the left menu.

2. Click the ID for a shipment of type “AUTO FIDO PRE-REG” for which you want to see customization details.
Ensure that the selected shipment is in state “Shipped: in Transit” or later.

3. In the Shipment details page, scroll down to the Item details section and click Details in the Action column
for the applicable key model to expand the view.
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The following information is displayed:

• Serial No. - A unique number identifying a pre-registered key.

• Firmware - The version number for the firmware used on the pre-registered key.

Each customization has its own Customization ID identifying the type of customization applied to the keys. In the
example above, the shipment request contains a total of 16 keys of models “YubiKey 5 NFC” (one key) and “YubiKey
5C NFC” (15 keys).

15.5 Viewing Customizations in Refunds

Just as for other types of shipments, you can view refunds for customized shipments. If the refunded shipment includes
custom keys, the Customization IDs are listed in the Refunds section of the Shipment details page.

For more information, see Viewing Processed Refunds.
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CHAPTER

SIXTEEN

SINGLE SIGN-ON (SSO)

Single-Sign-On (SSO) lets users log in once with a single ID to multiple related software systems. The Security
Assertion Markup Language (SAML) open standard is designed to deliver a seamless user experience through SSO
flows.

A service provider (SP) provides services to end users and rely on an identity provider (IdP or IDP) to verify a user’s
identity. SSO through SAML can be initiated by an IdP (IdP-initiated SSO) or an SP (SP-initiated SSO).

16.1 Supported SSO Initiation Forms

With the release of YubiEnterprise Services 2.4.0, both IdP- and SP-initiated SSO are supported. Console Owners can
enable IdP-initiated SSO from the YubiEnterprise Console. For more information, see SSO Enablement.

16.1.1 IdP-initiated SSO

The IdP authenticates users when they present their credentials so that those users can then access other websites and
applications (relying applications). The SAML flow for an IdP-initiated SSO is as follows:

1. When the IdP and SP established SSO trust, they shared a private key.

2. The user’s identity is sent by the IdP to the SP in the form of a SAML assertion signed with the private key.

3. To retrieve the SAML Assertion securely, the IdP uses the user’s browser or a reference that the SP can use.

16.1.2 SP-initiated SSO

Service providers rely on an IdP to store the user’s information (including attributes for the particular service requested),
and make authentication decisions based on that information.

SP-initiated SSO comes into play when a user tries to access an application at the SP end without having first authen-
ticated with an IdP. In this case, the SAML flow is as follows:

1. In the absence of an active browser session, the SP redirects the user to the IdP to request authentication.

2. The user’s identity is sent by the IdP to the SP in the form of a SAML assertion signed with the private key.

3. If the SP supports SSO from multiple IdPs, it can determine which IdP to use by:

• Requesting the user to enter additional information.

• Showing the user the list of supported IdPs so the user can select the right one.

• Using a resource URL specific to a specific IdP.

• Restoring an IdP cookie in the user’s browser session from initial IdP login.
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4. Upon receipt of the SAML assertion, the SP validates the signature using the public key and presents the user
with its landing page as if the user had logged in with the usual credentials instead of SSO.

16.2 Logging in Using SSO Only

SSO enablement introduces a new category of user: those who are able to log in only via SSO. Users added after SSO
is enabled fall into this new category, while users enrolled prior to SSO enablement will still be able to log in with
username and password.

Important: Users that were enrolled before enabling SSO can still log in with their credentials but only to perform SSO
management actions. For other Console actions they need to authenticate via SSO. This permission setup prevents users
from locking themselves out for example if they have forgotten their password, then log in with SSO and accidentally
misconfigure or disable SSO, in which case they would be locked out.

If SSO is disabled, none of the users added after SSO is enabled will be able to log in. For more information, see
Disabling SSO. API tokens are not affected by SSO enablement or disablement.

Only a single organization at a time can be logged into with SSO. A user who is a member of multiple organizations
cannot use SSO-logged-in sessions to switch between organizations. If a user needs to switch from one SSO-enabled
organization to another, they must log out of the first organization and use the login link supplied by the SP for the
second organization. See also Authenticating with SSO.

Note: Even though authenticated through SSO when logging in, a user will again be prompted by the IdP for authen-
tication with their credentials when initiating a Service Provider flow. This is due to the ForceAuthn configuration
setting in SAML being set to “true” by default, following Yubico security recommendations.
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16.3 Permissions and SSO

Table 1: Console permissions with and without SSO

Capability Logging in with SSO Logging in with credentials

Status

Users invited to join the Console
go into the Active state and
can log in immediately via the
SP’s SSO login link.

Users invited to join the
Console without SSO
go into the Pending state
until they enroll their credentials.

Login Redirect None: not applicable

If SSO has been enabled, users
who log in using credentials will
be redirected to log in via SSO.

Console Operations

All are permitted (for example
shipment
request creation, listing POs,
inviting
users etc.) except configuring SSO
and
updating credentials.

No operations other than
configuring SSO
(by Console Owner) and
updating credentials are
permitted.

Credential Update

Not permitted; credential
management page is inaccessible.

All roles can update their
credentials: change password,
edit, delete, and add new
YubiKeys.

SSO Configuration Not permitted for any role.

Console Owners may
configure SSO.
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16.4 SSO Enablement

The sections below describe how to configure and enable SSO for different identity providers. Console Owners can
enable IdP-initiated SSO by logging in to the Console with credentials, going to Settings > SSO, and selecting Allow
IDP initiated single sign-on.

16.4.1 Requirements

To enable SSO integration you need to:

• Use SAML 2.0 with Azure AD or Okta or Google Workspace as your IdP. Other IdPs are likely to be compatible,
but are not supported. For more information, see Enabling SSO for Other IdPs.

• Have owner, admin, or super-admin access to the SSO app in your IdP account for permissions to manage the
SAML configuration and users.

• Know how to enable, edit and disable your IdP’s SSO offering.

• Be able to share the SSO link with the Console users in your organization out-of-band after SSO is enabled, this
is not something that the system does automatically.

• Be a Console Owner in the Console.

• Be able to log in to the Console with username/password and a registered YubiKey (via credentials, not SSO).
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16.4.2 Known Limitations

• Since Console users invited after SSO enablement are not required to have username and password, they will
not be able to log in if SSO access is disabled. These users must be reset to be able to log in using credentials.
Resetting a user triggers the system to send the user an email directing them to reset their username/password
and register a YubiKey. See Disabling SSO.

• Google Workspace cannot support both the SP-initiated and the IdP-initiated ACS URL at the same time. It is
also not possible to set up two different SAML Apps in the same Google Workspace, because Google Workspace
enforces SP EntityID uniqueness across all SAML Apps in the workspace.

When IdP-initiated SSO is enabled with the Google Workspace SAML application, the IdP-initiated SSO ACS
URL (/realms/y4o-azad/broker/sso/endpoint/clients/idp-initiated) must be configured as the
ACS URL in order for the Google Dashboard link to work. When the Google Workspace SAML application is
configured with this URL, the IdP will not work with the SP-Initiated flow since the Reply URL (ACS) endpoint
does not match what is configured above.

16.5 Enabling SSO with Azure AD

This section describes how to enable SSO between Azure AD (Microsoft Entra ID) and the YubiEnterprise Console.
These instructions assume that your company’s SAML application has already been created in Azure AD.

Note: The Azure AD SAML Enterprise Application can be made to work with both the SP-initiated and IdP-initiated
flows. Configure both the IdP-initiated ACS URL and the SP-initiated ACS URL as valid reply URLs. Make sure to
mark the IdP-initiated URL as default.

16.5.1 Copy Entity ID from Console to Azure AD

Step 1
Log in to the Console as Console Owner using credentials (password and MFA), and go to Settings
> SSO. The Configure SAML Single Sign-On page appears. Click the copy icon at the end of the
EntityID/Identifier field in section 1.
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Step 2
Log in to your Azure tenant https://portal.azure.com/signin/index/.

Step 3
Set up the new application in Azure AD (note that this does not mean “create the new application”)
by going to Manage Azure Active Directory and clicking View.

Your company’s Overview page for Azure AD appears.

Step 4
From the menu on the left-hand side, select Enterprise Applications. Your company’s Overview
page for all applications appears.

Step 5
From the list in the center pane, select the appropriate SAML application. The Overview page for
that application appears.
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Step 6
Click Get started in the second box Set up single sign on. The [Name of your organization’s
enterprise application] SAML | SAML-based Sign-on page appears.

Step 7
Click the Edit icon for 1 Basic SAML Configuration. The Basic SAML Configuration window
appears.

16.5. Enabling SSO with Azure AD 127



YubiEnterprise Services

Step 8
Under Identifier (Entity ID), click Add identifier. A new field appears.

Step 9
Paste what you copied from the Console (in step 1) into the Identifier (Entity ID) field in Azure. If
you select Default, this will be the primary identifier sent for IdP-initiated SAML responses.

Step 10
Save your settings by clicking Save in the top left corner of the Basic SAML Configuration Edit
window.
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16.5.2 Copy Reply URL from Console to Azure AD

Step 1
Log in to the Console as Console Owner using credentials (password and MFA), and go to Set-
tings > SSO. The Configure SAML Single Sign-On page appears. Click the copy icon at the end
of the Reply URL (ACS) field in section 1.

Step 2
Unless you are already logged into Azure and on the Basic SAML Configuration Edit window, log
into your Azure tenant https://portal.azure.com/signin/index/ and perform steps 2-7 in Copy Entity
ID from Console to Azure AD above.

Step 3
Under Reply URL (Assertion Consumer Service URL), click Add reply URL. A new field ap-
pears.
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Step 4
Paste what you copied from the Console’s Reply URL (ACS) field (in “Step 1”) into the Reply URL
(Assertion Consumer Service URL) field in Azure. If you select Default, this will be primary and
IdP-initiated SAML responses will be sent to this reply URL.

Step 5
In Azure, save your settings by clicking Save in the top left corner of the Basic SAML Configuration
Edit window.

16.5.3 Copy Login URL & Azure AD Identifier from Azure to Console

Step 1
Unless you are already logged into Azure and on the Basic SAML Configuration Edit window, log
into your Azure tenant https://portal.azure.com/signin/index/ and perform steps 2-7 in Copy Entity
ID from Console to Azure AD above.

Step 2
In Azure, in section 4 Set up [your company’s] SAML, click the copy icon at the end of the Login
URL field.

Step 3
Log in to the Console as Console Owner using credentials (password and MFA), and go to Settings >
SSO. The Configure SAML Single Sign-On page appears. Paste the content from the Login URL
field in Azure into the IDP login URL field in section 2.
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Step 4
Go back to Azure, and in section 4 Set up [your company’s] SAML, click the copy icon at the end
of the Azure AD Identifier field.

Step 5
In the Console, in Settings > SSO, on the Configure SAML Single Sign-On page in section 2, paste
the content from the Azure AD Identifier field in Azure into the EntityID/Issuer field.
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16.5.4 Copy X509 Certificate from Azure AD to Console

Step 1
Unless you are already logged into Azure and on the Basic SAML Configuration Edit window, log
into your Azure tenant https://portal.azure.com/signin/index/ and perform steps 2-7 in Copy Entity
ID from Console to Azure AD above.

Step 2
In section 3, SAML Certificates, download the Certificate (Base64) by clicking Download.

Step 3
Open the file in a text editor and copy it. You do not need to to remove the header and footer lines:
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Step 4
In the Console, in Settings > SSO, on the Configure SAML Single Sign-On page in section 2, paste
the certificate content into the X.509 cert (Base64) field. (The header and footer in the file will be
automatically stripped out when you save.)

Step 5
Click the Save settings button at the bottom of the Console page.

16.5.5 Set Attributes & Claims in Azure AD

There is always a required claim. Ensure that the name identifier format is Email address.

Step 1
Unless you are already logged into Azure and on the Basic SAML Configuration Edit window, log
into your Azure tenant https://portal.azure.com/signin/index/ and perform steps 2-7 in Copy Entity
ID from Console to Azure AD above.

Step 2
In section 2, Attributes & Claims, click the Edit icon.
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Step 3
In the Attributes & Claims window, click the Unique User Identifier (Name ID) in the Required
claim section.

Step 4
In the Manage claim window, if the Name identifier format is not Email address, select it from
the dropdown list.
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Step 5
Click Save in the top left corner of the Manage claim window. The Attributes & Claims window
reappears.

Step 6
In the Attributes & Claims window, directly underneath the title, click + Add new claim. The
Manage claim window appears.
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Step 7
In the Manage claim window, in the Name field, enter emailAddress, and for Source leave the
default Attribute setting. From the Source attribute dropdown, select user.mail. Click Save.
The Attributes & Claims window reappears with your new claim listed.

16.5.6 Verify and Save SSO Settings in Console

Step 1
In the Console, look at Settings > SSO Configure SAML Single Sign-On to make sure that the
content you pasted in is correct.

Step 2
In section 3, copy the SP Initiated Login URL by clicking the copy icon at the end of it. Save the
URL so that you can send it to your Console users.
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Step 3
Before enabling SSO, make sure to send all users who will be enabled for it this SP Initiated Login
URL. The same link will also be shown in the login dialog after you have enabled SSO.

16.5.7 Add Users and Enable User Login via SSO

Add users first to Azure, then to the Console. Before you can add them to your company’s SAML application in
Azure, the users must be added to your company’s Azure AD instance at the top level. If needed, ensure you have the
permissions in Azure to have groups available for assignment.

Step 1
On your company’s Overview page in Azure, from the menu on the left under Manage, select Users.
On the Users page, the entire list of your company’s users appears.

Step 2
To add entirely new users to Azure as opposed to adding them to the SAML organization, click New
user at the top of the page and follow the directions provided in the subsequent pages. Otherwise
select the users for whom you are enabling SSO by clicking on the checkbox next to the respective
Display name.

Step 3
From [your company’s] SAML Overview page, click Assign users and groups. The Users and
groups window appears.
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Step 4
Click Add user/group at the top of the window. The Add Assignment screen appears. Under Users,
click None Selected to display a list of your total users in Azure.

138 Chapter 16. Single Sign-On (SSO)



YubiEnterprise Services

Step 5
Select the checkboxes for the requisite users, then click the Select button.

Step 6
Users must have an account in the Console in order for the SSO-authentication to work. To add users,
log in to the Console with the Console Owner role, go to Settings > Users, and add users as needed.

Important: Users that are not explicitly provisioned in the Console, will fail the SSO authentication. Furthermore,
the Console does not support SCIM (System for Cross-domain Identity Management) or JIT (Just-in-time) login for
users in Azure.

16.6 Enabling SSO with Okta

This section describes how to enable SSO between Okta and the YubiEnterprise Console. These instructions assume
that your company’s SAML application has already been created in Okta.

16.6.1 Create App Integration

Step 1
Log in to the Console as Console Owner with user name and password, and go to Settings > SSO.
The Configure SAML Single Sign-On page appears. This is the location from which you will be
copying information.

Step 2
Log in to your company’s Okta tenant https://developer.okta.com/login/ as Admin, and navigate to
Applications > Applications. The Applications page appears on the right.
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Step 3
Click Create App Integration. The Create a new app integration window appears.

Step 4
Select SAML 2.0 and click Next. The Create SAML Integration window appears.
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Step 5
On the 1. General Settings tab, enter the appropriate name in the App name field, make any other
necessary settings and click Next. The Configure SAML tab of the Create SAML Integration
window appears.

16.6.2 Copy Entity ID from Console to Okta

1. In the Console Settings > SSO page from Step 1 in Enabling SSO with Okta, click the copy icon to copy the
EntityID/Identifier from the Console.

2. Paste it into the Audience URI (SP Entity ID) field in Okta’s Configure SAML tab.
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16.6.3 Copy Reply URL from Console to Okta

1. In the Console Settings > SSO page from Step 1 in Enabling SSO with Okta, click the copy icon to copy the
Reply URL (ACS) from the Console.

2. Paste it into the Single sign-on URL field in Okta’s Create SAML Integration window on the Configure
SAML tab. Enable the checkbox for Use this for Recipient URL and Destination URL.
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16.6.4 Set Name ID Format, Application Username, and Attribute Statement

Step 1
In Okta, still in the General section on the A SAML Settings tab, from the Name ID format drop-
down, select EmailAddress.

Step 2
From the Application username dropdown, select Email.

Step 3
Scroll down to the Attribute Statements (optional) section, and

• Under Name, enter emailAddress

• Leave the Name format unspecified

• Under Value enter user.email.
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Step 4
Scroll down to the bottom of the tab and click Next. The Feedback tab appears.

Step 5
On the Feedback tab under Create SAML Integration, select either:

• I’m an Okta customer adding an internal app or

• I’m a software vendor. I’d like to integrate my app with Okta,

Provide feedback (optional) and click Finish. The Sign On tab for your application appears.
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16.6.5 Copy IdP SSO URL & X509 Certificate from Okta to Console

Step 1
On the bottom right of Okta’s Sign On tab, click the View SAML setup instructions tab.

The How to Configure SAML 2.0 for [name of your] Application window appears.
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Step 2
Still in Okta, copy the content of the Identity Provider Single Sign-On URL: to the IDP login URL
field in the Console.
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Step 3
From the Okta The following is needed to configure [application name] window, copy the Identity
Provider Issuer to the Console’s EntityID/Issuer.

Step 4
In Okta, click Download certificate under X.509 Certificate, then paste the content to the Console’s
X.509 cert (Base64) field.

Step 5
In the Console, click Save settings.

Step 6
From the Console, copy the SP Initiated Login URL and send it to your users.

16.6.6 Add Console Users to Okta’s SAML App Integration

Users for whom you intend to enable SSO must first be in Okta to be available for adding to the application integration.
For information on how to add users, see the Okta documentation.

1. In Okta, navigate to Applications > Applications and click Assign Users to App. The [name of app] page for
your app appears.
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2. Assign Console organization members as a group or as individuals.

3. In the Console, enable SSO.

16.6.7 Enable IdP- and SP-initiated SAML Flows

This configuration enables both the IdP- and SP- initiated SAML flows for Okta. This subsection assumes that you are
familiar with the instructions for IdP-initiated SAML flow with Okta.

Step 1
In the Console > Settings > SSO, select Allow IDP initiated single sign-on to enable, and copy the
IDP initiated login URL (ACS).
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Step 2
In Okta, go to App General > SAML Settings > Edit > Edit SAML Integration: General Settings
> Configure SAML.

Step 3
Still in Okta, paste the IDP-initiated Login URL from the Console into the Single sign-on URL
field, click Use this for Recipient URL and Destination URL, then click Next and finally Finish.

Step 4
Test: in Okta, on App General > App Embed Link, copy the IdP-initiated login link from the
Embed link field into your browser to verify that the link redirects you to the Console after Okta
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login.

16.6.8 Start App Integration

To start IdP-initiated login, go to the Okta End User Apps Dashboard (https://<account>.okta.com/app/UserHome)
and click on the app for the Console SSO integration.
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16.7 Enabling SSO with Google Workspace

This section describes how to enable SSO between Google Workspace and the YubiEnterprise Console.

16.7.1 Prerequisites

• Ensure that you are a Console Owner in the Console.

• System role: Your Google Workspace Administrator Seed Role must be Super Admin.

• Ensure you have access to the email account associated with that Google account.

16.7.2 Procedure

Add a Custom SAML App

Step 1
Log into the Google Admin Workspace by going to admin.google.com/ and selecting the appropriate
account.

Step 2
Enter username and password for the selected account. If your company has set up Google Groups
to require a YubiKey, you will be prompted to plug one in and touch it. After login, the Admin page
appears.
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Step 3
Go to Apps > Web and mobile apps.
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Step 4
Create a new SAML app by clicking on the Add app dropdown and selecting Add custom SAML
app (you need be Super Admin to see this option.)

Under the Add custom SAML app banner, the 1 App details tab is displayed:
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Step 5
In the 1 App details tab:

• (Required) Enter a name in the App name field.

• (Optional) Add a description in the Description field.

• (Optional) Attach an icon for the app by clicking on the big blue button.

Click CONTINUE. Under the Add custom SAML app, the 2 Google Identity Provider
detail page appears.
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Configure the Custom SAML App

Copy and paste information between the Google Add custom SAML app and the Console Configure SAML Single
Sign-On pages, have them open side-by-side in two browser windows.

Step 1
Log in to the Console as Console Owner with username, password, and YubiKey. Go to Settings >
SSO to open the the SSO configuration page.
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Step 2
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Enter the following values from Google’s 2 Google Identity Provider detail page into the Console’s
SSO configuration form, transferring them from the fields listed in the table:

Google YubiEnterprise Console
SSO URL IdP login URL (section 2)
Entity ID EntityID/Issuer (section 2)
Certificate X.509 cert (Base64)(section 2)

On the Console’s Configure SAML Single Sign-On page, click Save settings.

Step 3
In Google, in the Add custom SAML app screen, click CONTINUE. The 3 Service provider
details window appears.

Step 4
In Google, in the 3 Service provider details window, enter the following values from the Console
into Google’s form, transferring them from the fields listed in the table:

Google YubiEnterprise Console
ACS URL Reply URL (ACS) (step 1)
Entity ID EntityID/Identifier (step 1)
Start URL - leave blank
Name ID format - set EMAIL
Name ID - leave Basic Information > Primary email

Step 5
In Google, in the 3 Service provider details screen, click CONTINUE. The 4 Attribute Map-

16.7. Enabling SSO with Google Workspace 157



YubiEnterprise Services

ping page appears (with Attributes and Group membership (optional). Skip these steps by clicking
FINISH. The page for your new SAML app appears.

Step 6
In Google, ensure that User Access is ON for everyone by clicking on the caret in the upper right
corner of the User access section.

The Service Status window opens. Toggle the service status radio control to ON for everyone and
click SAVE.

Step 7
In the Console, click Save settings and Enable SSO (unless already enabled).
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Troubleshooting

• Issue: Changing the ACS URL in an existing Google IdP configuration does not appear to be successful even
after waiting a significant amount of time.

– Workaround: Start over. Delete your Web and mobile app and start again.

• Issue: Sometimes the Google site displays the 500 error after SSO configuration.

– Workaround: Update the Entity ID with a trailing forward slash “/”. If you already have such a slash,
remove it.

• Issue: Sometimes Google presents the message “Service is not configured for this user”.

– Workaround: Update the Entity ID with a trailing forward slash “/”. If you already have such a slash,
remove it.

16.8 Enabling SSO with Duo

This section describes how to enable SSO between Duo and the YubiEnterprise Console. Note that unlike the other
SAML integrations described above, Duo is not the IdP for the users. The following instructions assume that Duo is
configured with Azure as the IdP, so those steps are not included.

16.8.1 Prerequisites

• Ensure that Duo’s IdP is configured (Azure for this environment).

• Ensure that you are a Console Owner in the Console.

• As Console Owner, add the SSO users to your organization in the Console, see Adding or Deleting Users. Each
user’s email address must match the email address used for that user in Duo and in Azure.

16.8.2 Procedure

To copy and paste information between the Duo and the Console configuration pages, have them open side-by-side in
two browser windows.

Step 1
As administrator, log in to the Duo Tenant Admin portal: https://admin.duosecurity.com.
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Step 2
Add the Console (YubiEnterprise Delivery) application in Duo.

Go to Applications > Protect an Application > YubiEnterprise Delivery > Protect.

Step 3
Log in to the Console with the Console Owner role.

Step 4
Configure Console SSO to IdP (Duo).

In the Console, go to Settings > SSO to open the SAML Single Sign-On page. Copy the En-
tityID/Identifier field from section 1 in the Console to the EntityID/Identifier field in the Duo
Service Provider section.
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Console configuration section

Duo configuration section

Step 5
Configure IdP (Duo) to SP (Console).

• Copy the EntityID/Identifier field from the Duo application configuration Metadata section to
the EntityID/Issuer field in section 2 in the Console configuration page.

• Copy the IDP login URL from Duo to the IDP login URL field in the Console.

• In Duo, download the Certificate, open the file with a text editor, copy the content and paste it
into the X.509 cert (Base64) field in the Console.

Duo configuration section
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Console configuration section

Step 6
Save settings and enable SSO in the Console.

Ensure to click Save settings and Enable SSO before closing your browser.

Step 7
Configure Duo application attribute mapping.

To configure a Duo attribute other than Email Address as the email address attribute sent to the
Console in the SAML response, return to the Duo application configuration screen Service Provider
section, check the box for Custom attributes, and then select the attribute to send as the email
address attribute.
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Step 8
Configure Duo application policy.

Duo policies control how users authenticate to specific applications. Steps 8 and 9 ensure that MFA
is enforced, and YubiKeys are enabled as Webauthn authentication method. These policies can be
configured globally, or per application. If other applications are already being protected with Duo,
ensure that the following settings can apply to all applications, or consider creating a unique Appli-
cation policy for the Console. See the Duo documentation.

a. To configure global policies, click Edit Global Policy in the Duo application configuration page.

b. In the New User Policy section, ensure the Require enrollment option is selected. (Optional)
if the IdP is forcing 2FA, click Bypass 2FA in the Authentication Policy section. To force 2FA
in Duo (not relying on the IdP), click Enforce 2FA.
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Step 9
Ensure hardware tokens are selected.

In Duo, scroll down to the Authentication methods section, and ensure the Hardware tokens option
is selected.
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Step 10
Save the global policy.

In Duo, click Save Policy at the bottom of the Global Policy configuration page.

Step 11
Save the application configuration.

In Duo, click Save at the bottom of the application configuration page.

16.9 Enabling SSO for Other IdPs

To try out SSO for identity providers that Yubico does not explicitly claim to support, go to Settings > SSO > Configure
SAML Single Sign-On, and fill in the configuration fields.
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Note: Be aware that the field labels vary depending on the IdP. For examples of these variances, look at the instructions
for supported IdPs Microsoft Azure, Okta, and Google Workspace.
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16.10 Disabling SSO

To disable SSO, in the Console, go to Settings > SSO. In the Configure SAML Single Sign-On page click the Disable
SSO button.

Users added after SSO was enabled will not be able to login once SSO is disabled. Therefore you need to determine
which users need to be enabled to log in with credentials again. To see which users have credentials, log in to the
Console as Console Owner with credentials and go to Settings > Users. The MFA column on the page indicates which
users have credentials.

To enable users added after SSO enablement to enroll credentials and log in again, reset them as described in Account
Resets and Role Changes.
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SEVENTEEN

SERVICENOW INTEGRATIONS

ServiceNow IntegrationHub is a centralized location to build and manage integrations. It is made up of a series of
“spokes,” self-contained, scoped applications that contain all of the artifacts that make up an integration, primarily
“Actions”.

The YubiEnterprise Delivery for ServiceNow Tutorial walks you through the configuration of custom spokes. The
examples include how to add a YubiKey to your service catalog, how to configure a form to send a request to the YED
API to create a shipment, and how to send shipment tracking information to the end user.

The aim of this example is not to create a production-ready prototype, but instead to familiarize you with ServiceNow
and the method of integrating it with YubiEnterprise Delivery. Below are a few of the considerations to keep in mind
to ensure the success of your integration.

• Policies to prevent abuse: This demo will allow a user to request shipment of as many keys as they desire.
Additional logic will need to be built in to limit the number of shipment requests based on your requirements.

• Selectable security Key: This demo is configured to order the YubiKey 5 NFC, and can be extended a variety
of ways to allow different keys.

• Error handling: There is one section in this guide that describes handling methods if an error is sent during the
initial order. For a production deployment, there are a variety of different error cases that should be considered
such as low inventory, shipment failure, undeliverable address, etc.

• Auto-filling address: Currently this guide assumes that the user will be shipping their key to the address listed
in ServiceNow. The catalog item may need to be extended to allow the user to input their personal address
(for example, if they are not located at one of your main offices). You may want to consider leveraging the
YubiEnterprise Delivery Verify Address API to allow your users to correct any address errors prior to submitting
a shipment request.
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EIGHTEEN

API ONBOARDING PLAYBOOK

While the YubiEnterprise Delivery service can be run entirely through the Enterprise Console, it also comes with
an API that provides the ability to extend the functionality to custom applications. The YubiEnterprise API is avail-
able for developers associated with customer organizations to integrate custom solutions that meet specific business
requirements. The API calls are free of charge.

The following sections describe the steps to get up and running and start working with the YubiEnterprise API to
integrate with various platforms and solutions to deliver YubiKeys to end users.

18.1 API Caller Account Setup

Here you will set up a sub-account for the application that will be calling the YubiEnterprise API, and generate an API
token for authentication. Creating the account and the API token is done in the YubiEnterprise Console. For access to
the Console for your organization, see Onboarding.

18.1.1 Prerequisites

• An email account for the application that will be calling the API. Ensure you have access to this email account
since the Console login instructions will automatically be sent to this email address.

• Access to the YubiEnterprise Console for your organization.

• Console account with Console Owner permission to be able to add user accounts for your organization.

Note: If your organization has Single sign-on (SSO) enabled, new users do not have to register. Users are immediately
added to the organization in the Active state and can use the SSO service-provider-initiated login link to log in to the
Console. For more information, see Authenticating with SSO.

18.1.2 Creating an Account

To create a user account with an API token for the API caller, do the following:

1. In the Console, create an account only to be used by the API caller, for example “my-app@example.com”. For
instructions, see Adding or Deleting Users.

2. Assign the Console Admin role to the API caller’s account.

3. Activate the new API caller account by clicking the login link in the email sent by the system, and follow the
instructions to log in.
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Note: If your organization is using the single sign-on (SSO) method, you cannot change your password or
your authentication method when you log in via SSO. You must use your credentials (username, password and
YubiKey) to log in. Only then can you manage your credentials.

4. Associate a YubiKey for the API caller user account with the YubiEnterprise login credentials:

a. On the upper right of any Console page, click the user icon of the API caller and select Manage credentials
to open the Account page.

b. Register at least one YubiKey (WebAuthn credential), for instructions see Managing Login Credentials. It
is strongly recommended to register a second YubiKey in case the first one is lost.

5. Generate an API token for the API caller account as described in Generating API Tokens. Make a copy of the
API token and store it in a secure location for future usage.

18.2 Generating API Tokens

The following section describes how to generate and manage API tokens used by API callers for authentication.

To generate an API token for an account, do the following:

1. In the Console, click the organization name on the top of the left menu and select Generate API token. The
Manage API token dialog appears showing the generated API token.

3. Make a copy of the token and store it in a secure location. The token is shown only at this time, if you navigate
away from the dialog you will no longer be able to view it.

4. Click I have saved my token to close the dialog.

Note: The API token is tied to an account AND an organization. If a token does not exist for an account/organization,
the menu option under the organization name will be Generate API token. If a token exists for an account/organization,
the option will be Manage API token.
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18.2.1 Notification of API Token Expiry

API tokens expire one year after generation. Since a user (API caller) can have only one API token at a time, you must
have a plan to roll-over to a new API token before the old one expires.

The system automatically emails notification that the API token will expire:

• 7 days beforehand

• 1 day beforehand

• On the day of expiry

The notification is emailed to:

• The user (holder) of the API token

• The Console Owner (account owner, in cc)

For more information about user roles, see Roles and Permissions.

Note: API tokens are only valid for one year at the time. Generating a new API token can be done at any time, and
the generation of a new token will invalidate the old one. Tokens are bound to a user within an organization. If an
application is using an API token generated by user A, then user B generating a new API token will not revoke the
token generated by user A.

18.2.2 Revoking and Deleting API Tokens

An account can have 0 or 1 API access (machine) tokens. Once you have a token, it must be revoked and deleted before
you can get a new one - even if the old one has expired.

• From the API: You can add logic to renew the token by calling the API to get a new token before the existing
one expires. The GET /auth/machine-token request revokes any existing tokens and creates a new machine
token. Note that this could cause outages since GET in this instance is not a safe idempotent operation.

• From the Console: While logged in to the Console as the user with the relevant API token, click the organization
name and select Manage API token. Click Revoke and delete active API token. Once you revoke and delete
the old token, the button to generate a new token appears.

18.2.3 Organizations and API Tokens

API tokens are scoped to organizations. In the case of a multinational organization shipping YubiKeys to both Europe
and United States/Canada, two separate organizations will be set up. In this case, two API tokens are required, one for
the European organization, and one for the US/CAN organization.

An individual user can have one role in one organization and the same or a different role in another organization. Even
if the same individual is the Console Owner for both, there is a separate account for each. For example a user could be
a Console Owner in a company’s US/CAN organization and a Console Admin in the same company’s EU organization.
However, because these are separate organizations, if the user is logged in to the US/CAN YubiEnterprise, the same
user cannot use that login to perform operations in the company’s EU YubiEnterprise.

The following is important regarding API tokens:

• Protect access to the API token, because whoever is in possession of the token is authorized to perform API
operations for your organization.

• Accounts that use API tokens should have the Admin role, not the Owner role. This reduces the risk if the token
is compromised, since the token has only the permissions associated with its role.
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• If a user is removed from an organization and has a token in that organization, the token is revoked. If a user is
suspended, all tokens are revoked. The tokens are left untouched if the user is reset or the password is reset.

18.3 Authenticating with HTTP

The YubiEnterprise API supports the HTTP Bearer Authentication scheme. In order to authenticate with HTTP, you
must provide the API token in the header of the request. For instructions on how to generate an API token, see Gener-
ating API Tokens.

To use the API token, copy the token from its secure location and paste it into for example a curl command in a bash
script as shown below.

curl "https://api.console.yubico.com/v1/inventory" \
--header "Authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9..."

18.4 Dates and Times

All dates and times in requests from the API are UTC in the RFC-3339 format.

18.5 Working with the API

Consider the points in the following before you begin working with the API.

Shipment flow
Make sure you understand the shipment request “happy path” flow and how to handle any error cases. For more
information, see Delivery Concepts and Best Practices and Troubleshooting.

Customizations
YubiEnterprise Services include the possibility to custom program and pre-register YubiKeys. To learn more,
see Customizations and Shipping Pre-registered Keys.

Data model
The API exposes the YubiEnterprise Services data model. It is crucial to understand the difference between
product and inventory identifiers. For more information, see Product and Inventory Identifiers.

Low inventory
Prepare for initial stock running out by setting up pulling from the buffer or replacement stocks. Set up notification
to admins of low inventory and automatically roll shipment requests to buffer and replacement stocks.

Testing
Use an isolated sandbox environment to reduce testing time.

API updates
The YubiEnterprise APIs occasionally have breaking changes. Therefore, monitor releases and spin up a project
to prepare for migration before the change goes live. To get notified about API changes, see Release Notes and
sign up for the Yubico Developer Program mailing list.

The following section provides a starting point and an introduction to the YubiEnterprise API. For full API details, see
the YubiEnterprise API Reference.
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18.5.1 Shipments

• Shipping to a single address: Use the /shipments_exact API to ship products to a single address. This API
can be used to handle shipment requests both directly from Yubico, or through resellers (channel partners).

For more information about the API, see Create a new shipment.

Note: Shipping to multiple addresses can only be done from the Console. For more information, see Shipping
to Multiple Addresses.

• Listing shipment requests: GET /shipments_exact retrieves a list of all shipments.

In cases where there are more than 100 shipments, iterate through the shipments based on the number of ship-
ments provided by the total_count parameter. Use the optional parameters to obtain more records. For exam-
ple:

// get the first 100
/shipments_exact?limit=100&offset=0

// get the second 100
/shipments_exact?limit=100&offset=100

// get the third 100
/shipments_exact?limit=100&offset=200

For more information about the API, see List all shipments.

• Searching shipments: The /shipments_exact/search-description route provides a description of the
searchable fields on searchable resources. Returns a metadata object that describes which fields on GET /
shipments_exact are searchable/sortable.

For more information about the API, see List searchable fields.

• Tracking shipments: A successful response from the shipments_exact resource includes a shipment_id
which can be used with GET /shipments_exact/{shipmentId} to get the tracking information for a specific
shipment request. The response includes a tracking_number and a tracking_link for the shipment.

For more information about the API, see Get a shipments by its ID.

18.5.2 Products

• Identifying products: The product_id parameter used with shipments_exact provides the unique identifier
for a product in a shipment request. For example “4” represents a YubiKey 5C Nano. For input values, see Product
and Inventory Identifiers.

For more information about the API, see List products.
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18.5.3 Inventory

• Identifying inventories: inventory_product_id specifies which inventory you are drawing from in a ship-
ment request, for example “Base” or “Advanced” tier, relating to the different types of purchasing options. For
input values, see Product and Inventory Identifiers.

inventory_type relates to the type of purchase such as “subscription” or “”non-subscription”, see Subscription
Inventories. For input values, see Product Inventory Type Mapping.

For more information about the API, see inventory.

• Verifying inventory: Before creating a shipment request, you can verify that all the products you intend to ship
are currently available in your inventory to avoid shipping errors caused by lack of inventory. To get a complete
list of products and inventories available to your organization, make a call to GET /inventory.

For more information about the API, see inventory.

• Viewing inventory allocations: On certain occasions, shippable quantities for a product might be allocated
by Yubico, for example due to limited availability, see Shippable Inventory. To view inventory allocations,
make a call to GET /inventory-allocations. The response includes an entry for each product with the
remaining_allocated_inventory value representing the amount of keys left which can be shipped.

For more information about the API, see inventory allocations.

For more API information, see the YubiEnterprise API Reference.

18.6 Integrations

For an organization that has fully integrated YubiEnterprise Delivery into its own internal systems via the APIs, the
fulfillment experience is streamlined. The end user receives an email notifying them that they are eligible for a YubiKey
and/or that they are required to use the key for specific system access.

The email directs the end user to the corporate fulfillment system, for example ServiceNow. The YubiKey can be
pre-registered and shipped directly to a specific end user who received a randomly generated PIN code separately.

For shipping delivery integration examples, see ServiceNow Integrations and Shipping Pre-registered Keys.

18.7 Delivery Self-Service Web Portal

The YubiEnterprise Delivery Self-Service Portal lets you create a web portal driven by the YubiEnterprise API that
allows your customers to order from your organization’s inventory. The example in this GitHub repository demonstrates
an end-to-end solution with the ability to integrate the YubiEnterprise API into a web application that users in your
enterprise (or beyond) could use to create YubiKey shipment requests drawing on your organization’s inventory.

In this project you will:

1. Stand up an environment in Amazon Web Services (AWS) to handle the server-side operations for the YubiEn-
terprise API and for handling user authentication/authorization

2. Use the YubiEnterprise API to create, delete, edit, and retrieve shipment requests as well as verify a shipment
address

3. Create a front-end application for your end users to request shipment of a YubiKey that has been defaulted by
your organization.
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Note: The project demonstrates a reference architecture showing how you can deploy your own YubiKey ordering por-
tal using the YubiEnterprise API. The application should not be considered “production ready”, and does not implement
the FIDO2 Pre-Registration Shipments API .

Below are a few considerations to ensure the success of your integration.

• Policies to prevent abuse: This demo will allow a user to request shipment of as many keys as they desire.
Additional logic will need to be built in to limit the number of shipment requests based on your requirements.

• Selectable security Key: This demo is configured to order the YubiKey 5 NFC, and can be extended a variety
of ways to allow different keys.

• Error handling: There is one section in this guide that describes handling methods if an error is sent during the
initial order. For a production deployment, there are a variety of different error cases that should be considered
such as low inventory, shipment failure, undeliverable address, etc.

• Auto-filling address: Currently this guide assumes that the user will be shipping their key to the address listed
in ServiceNow. The catalog item may need to be extended to allow the user to input their personal address
(for example, if they are not located at one of your main offices). You may want to consider leveraging the
YubiEnterprise Delivery Verify Address API to allow your users to correct any address errors prior to submitting
a shipment request.

• Configuration based on your security requirements: This includes swapping the system out to use your iden-
tity provider, secrets management in AWS Lambda, and other controls used by your organization.

• People and process impacts to customer service: If your application is intended for external end users then your
internal CX team needs to be prepared to handle inquiries relating to YubiEnterprise Delivery/YubiKey. Either
an internal team should be established and trained to handle these items OR you can engage Yubico Professional
Services.

• Multi-region PO support: The current demo is configured for a purchase order covering a single region. You
need to use the proper API token for the user’s region. For example, North America / Canada is one region, EMEA
is a different region and each have their own associated API token. For more information, see the repository.
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NINETEEN

API REFERENCE INFORMATION

The following sections provide input values for various parameters used when working in the Enterprise Console as
well as using the YubiEnterprise API.

19.1 Country Codes

Creating shipment requests to multiple addresses (bulk shipments) or through the API requires entering a two-letter
country code as part of the shipment address. You can download a CSV file containing country codes for all countries
available for shipments for an organization. You can also use the API GET /countries/csv to get the correct country
codes.

19.2 USPS Region/State Codes

Shipments going to the US, Canada, and US international military bases require a standardized two-letter USPS region
code. For more information, see USPS Region/State Codes.

19.3 Product and Inventory Identifiers

The following table lists the product_id and inventory_product_id parameters that are used when creating ship-
ment requests with the shipments_exact API.

Important: Not all product IDs are included in the table. To ensure you use the correct product ID when creating
shipment requests, you should always obtain the product ID from the GET /products API call.

Table 1: Stock/Inventory: product_id and inventory_product_id
mapped to Product Name

product_id and/or
inventory_product_id

product_name

1 YubiKey 5 NFC
2 YubiKey 5 Nano
3 YubiKey 5C

continues on next page
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Table 1 – continued from previous page

product_id and/or
inventory_product_id

product_name

4 YubiKey 5C Nano
5 YubiKey 5Ci
7 Security Key NFC by Yubico
8 YubiKey FIPS
9 YubiKey Nano FIPS
10 YubiKey C FIPS
11 YubiKey C Nano FIPS
12 Primary Subscr - Base Tier: Initial
13 Primary Subscr - Base Tier: Buffer
14 Primary Subscr - Base Tier: Replacement
15 Primary Subscr - Adv. Tier: Initial
16 Primary Subscr - Adv. Tier: Buffer
17 Primary Subscr - Adv. Tier: Replacement
18 Primary Subscr - Prem. Tier: Initial
19 Primary Subscr - Prem. Tier: Buffer
20 Primary Subscr - Prem. Tier: Replacement
21 Primary Subscr - FIPS Tier: Initial
22 Primary Subscr - FIPS Tier: Buffer
23 Primary Subscr - FIPS Tier: Replacement
24 Non-subscription - Base Tier
25 Non-subscription - Advanced Tier
26 Non-subscription - Premium Tier
27 Non-subscription - FIPS Tier
28 YubiKey Lanyard
29 YubiKey 5C NFC
38 Backup Subscr - Base Tier: Initial
39 Backup Subscr - Base Tier: Buffer
40 Backup Subscr - Base Tier: Replacement
41 Backup Subscr - Adv. Tier: Initial
42 Backup Subscr - Adv. Tier: Buffer
43 Backup Subscr - Adv. Tier: Replacement
44 Backup Subscr - Prem. Tier: Initial
45 Backup Subscr - Prem. Tier: Buffer
46 Backup Subscr - Prem. Tier: Replacement
47 Backup Subscr - FIPS Tier: Initial
48 Backup Subscr - FIPS Tier: Buffer
49 Backup Subscr - FIPS Tier: Replacement
54 YubiKey 5 NFC FIPS
55 YubiKey 5C NFC FIPS
56 YubiKey 5Ci FIPS
57 YubiKey 5 Nano FIPS
58 YubiKey 5C FIPS
59 YubiKey 5C Nano FIPS
68 YubiKey C Bio - FIDO Edition
69 YubiKey Bio - FIDO Edition
82 Security Key NFC by Yubico (Black)
83 Security Key C NFC by Yubico (Black)

continues on next page
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Table 1 – continued from previous page

product_id and/or
inventory_product_id

product_name

84 Security Key NFC by Yubico - Enterprise Edition
85 Security Key C NFC by Yubico - Enterprise Edition
86 Base - Standard - Primary
87 Base - Standard - Backup
88 Base - Standard - Primary - Replacement
89 Base - Standard - Backup - Replacement
90 Base - Plus - Primary
91 Base - Plus - Backup
92 Base - Plus - Primary - Replacement
93 Base - Plus - Backup - Replacement
94 Base/Bio - Standard - Primary
95 Base/Bio - Standard - Backup
96 Base/Bio - Standard - Primary - Replacement
97 Base/Bio - Standard - Backup - Replacement
98 Base/Bio - Plus - Primary
99 Base/Bio - Plus - Backup
100 Base/Bio - Plus - Primary - Replacement
101 Base/Bio - Plus - Backup - Replacement
102 Advanced - Standard - Primary
103 Advanced - Standard - Backup
104 Advanced - Standard - Primary - Replacement
105 Advanced - Standard - Backup - Replacement
106 Advanced - Plus - Primary
107 Advanced - Plus - Backup
108 Advanced - Plus - Primary - Replacement
109 Advanced - Plus - Backup - Replacement
110 Advanced/Bio - Standard - Primary
111 Advanced/Bio - Standard - Backup
112 Advanced/Bio - Standard - Primary - Replacement
113 Advanced/Bio - Standard - Backup - Replacement
114 Advanced/Bio - Plus - Primary
115 Advanced/Bio - Plus - Backup
116 Advanced/Bio - Plus - Primary - Replacement
117 Advanced/Bio - Plus - Backup - Replacement
118 Compliance - Standard - Primary
119 Compliance - Standard - Backup
120 Compliance - Standard - Primary - Replacement
121 Compliance - Standard - Backup - Replacement
122 Compliance - Plus - Primary
123 Compliance - Plus - Backup
124 Compliance - Plus - Primary - Replacement
125 Compliance - Plus - Backup - Replacement
152 YubiKey Bio - Multi-protocol Edition
153 YubiKey C Bio - Multi-protocol Edition
202 YubiKey 5 NFC - Enhanced PIN
203 YubiKey 5C NFC - Enhanced PIN
216 YubiKey as a Service - Base - Primary

continues on next page
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Table 1 – continued from previous page

product_id and/or
inventory_product_id

product_name

217 YubiKey as a Service - Base - Backup
218 YubiKey as a Service - Base - Primary - Replacement
219 YubiKey as a Service - Base - Backup - Replacement
220 YubiKey as a Service - Advanced - Primary
221 YubiKey as a Service - Advanced - Backup
222 YubiKey as a Service - Advanced - Primary - Replace-

ment
223 YubiKey as a Service - Advanced - Backup - Replace-

ment
224 YubiKey as a Service - Compliance - Primary
225 YubiKey as a Service - Compliance - Backup
226 YubiKey as a Service - Compliance - Primary - Replace-

ment
227 YubiKey as a Service - Compliance - Backup - Replace-

ment

19.4 Product Inventory Type Mapping

Input values for the inventory_type parameter used with the /inventory API. Depending on the purchasing model
used by your organization, select the applicable inventory type value from the table in the following.

Table 2: Product <> inventory type mapping

Product or Inventory Name shown on Purchase Order Value to use for inventory_type
YubiKey Lanyard 1
Security Key C NFC by Yubico (Black) 1
Security Key C NFC by Yubico - Enterprise Edition 1
Security Key NFC by Yubico (Black) 1
Security Key NFC by Yubico - Enterprise Edition 1
YubiKey 5 Nano 1
YubiKey 5 Nano FIPS 1
YubiKey 5 NFC 1
YubiKey 5 NFC FIPS 1
YubiKey 5 NFC - Enhanced PIN 1
YubiKey 5C 1
YubiKey 5C FIPS 1
YubiKey 5C Nano 1
YubiKey 5C Nano FIPS 1
YubiKey 5C NFC 1
YubiKey 5C NFC FIPS 1
YubiKey 5C NFC - Enhanced PIN 1
YubiKey 5Ci 1
YubiKey 5Ci FIPS 1
YubiKey Bio - FIDO Edition 1
YubiKey C Bio - FIDO Edition 1

continues on next page
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Table 2 – continued from previous page
Product or Inventory Name shown on Purchase Order Value to use for inventory_type
Advanced - Plus - Backup 3
Advanced - Plus - Backup - Replacement 5
Advanced - Plus - Primary 3
Advanced - Plus - Primary - Replacement 5
Advanced - Standard - Backup 3
Advanced - Standard - Backup - Replacement 5
Advanced - Standard - Primary 3
Advanced - Standard - Primary - Replacement 5
Advanced/Bio - Plus - Backup 3
Advanced/Bio - Plus - Backup - Replacement 5
Advanced/Bio - Plus - Primary 3
Advanced/Bio - Plus - Primary - Replacement 5
Advanced/Bio - Standard - Backup 3
Advanced/Bio - Standard - Backup - Replacement 5
Advanced/Bio - Standard - Primary 3
Advanced/Bio - Standard - Primary - Replacement 5
Backup Subscr - Adv. Tier: Buffer 4
Backup Subscr - Adv. Tier: Initial 3
Backup Subscr - Adv. Tier: Replacement 5
Backup Subscr - Base Tier: Buffer 4
Backup Subscr - Base Tier: Initial 3
Backup Subscr - Base Tier: Replacement 5
Backup Subscr - FIPS Tier: Buffer 4
Backup Subscr - FIPS Tier: Initial 3
Backup Subscr - FIPS Tier: Replacement 5
Backup Subscr - Prem. Tier: Buffer 4
Backup Subscr - Prem. Tier: Initial 3
Backup Subscr - Prem. Tier: Replacement 5
Base - Plus - Backup 3
Base - Plus - Backup - Replacement 5
Base - Plus - Primary 3
Base - Plus - Primary - Replacement 5
Base - Standard - Backup 3
Base - Standard - Backup - Replacement 5
Base - Standard - Primary 3
Base - Standard - Primary - Replacement 5
Base/Bio - Plus - Backup 3
Base/Bio - Plus - Backup - Replacement 5
Base/Bio - Plus - Primary 3
Base/Bio - Plus - Primary - Replacement 5
Base/Bio - Standard - Backup 3
Base/Bio - Standard - Backup - Replacement 5
Base/Bio - Standard - Primary 3
Base/Bio - Standard - Primary - Replacement 5
Compliance - Plus - Backup 3
Compliance - Plus - Backup - Replacement 5
Compliance - Plus - Primary 3
Compliance - Plus - Primary - Replacement 5
Compliance - Standard - Backup 3
Compliance - Standard - Backup - Replacement 5

continues on next page
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Table 2 – continued from previous page
Product or Inventory Name shown on Purchase Order Value to use for inventory_type
Compliance - Standard - Primary 3
Compliance - Standard - Primary - Replacement 5
Non-subscription - Advanced Tier 2
Non-subscription - Base Tier 2
Non-subscription - FIPS Tier 2
Non-subscription - Premium Tier 2
Primary Subscr - Adv. Tier: Buffer 4
Primary Subscr - Adv. Tier: Initial 3
Primary Subscr - Adv. Tier: Replacement 5
Primary Subscr - Base Tier: Buffer 4
Primary Subscr - Base Tier: Initial 3
Primary Subscr - Base Tier: Replacement 5
Primary Subscr - FIPS Tier: Buffer 4
Primary Subscr - FIPS Tier: Initial 3
Primary Subscr - FIPS Tier: Replacement 5
Primary Subscr - Prem. Tier: Buffer 4
Primary Subscr - Prem. Tier: Initial 3
Primary Subscr - Prem. Tier: Replacement 5
YubiKey as a Service - Base - Primary 3
YubiKey as a Service - Base - Backup 3
YubiKey as a Service - Base - Primary - Replacement 5
YubiKey as a Service - Base - Backup - Replacement 5
YubiKey as a Service - Advanced - Primary 3
YubiKey as a Service - Advanced - Backup 3
YubiKey as a Service - Advanced - Primary - Replacement 5
YubiKey as a Service - Advanced - Backup - Replacement 5
YubiKey as a Service - Compliance - Primary 3
YubiKey as a Service - Compliance - Backup 3
YubiKey as a Service - Compliance - Primary - Replacement 5
YubiKey as a Service - Compliance - Backup - Replacement 5

19.5 Shipment Status Codes

Shipment state codes and associated status messages. For information on how to resolve issues with shipment requests,
see Resolving Shipment Issues.
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Table 3: Shipment state codes

shipment_state_code
shipment_state_id

Status description
(shipment_state_description)

Status message in Console
(shipment_state_message)

ShipmentStateIncomplete
1

Shipment request received
by YubiEnterprise Delivery
system but contained some
data that could not be
processed. (2), (3)

Incomplete Shipping
Request

ShipmentStateDraft
2

Shipment request is being
edited and is not ready for
processing.

Draft

ShipmentStateAwaitingValidation
3

Shipment request received,
no validation done yet.

Awaiting Validation

ShipmentStateProcessingAddress
4

Shipment request locked as
it undergoes country check,
address validation, sales
tax rate lookup (US), DPL
check.

Processing

ShipmentStateAddressValid
5

Shipment request address has
been validated, ready to be
picked up by fulfillment
processor.

Accepted for Fulfillment

ShipmentStateAddressInvalid
6

Shipment request address is
invalid but an alternative
address has been found and
suggested. (2), (3)

Incomplete

ShipmentStateAddressFail
7

Shipment request address
could not be validated and
no alternative could be
found for suggesting.
(2), (3)

Address Validation Failed

(Previously: Address
is undeliverable
or could not be
understood)

ShipmentStateError
8

Shipment request has failed
processing due to
insufficient credits
or insufficient inventory.

Error: Processing Error,
contact Support

ShipmentStateDPLMatch
9

Shipment request recipient
found on DPL, therefore it
is illegal to fulfill this
shipment request. (4)

Error: DPL Match

ShipmentStateRequested
12

Used for manual shipments
that are requested but have
not yet been shipped.

Requested

ShipmentStateUnableToFormatAddress
14

The shipment request was not
accepted due to the recipient
address exceeding the maximum
character length set by
the carrier.

Address Not Accepted
by Carrier

ShipmentStateShipmentError
99

Shipment request rejected
from ShipmentState-
ProcessingFulfillment
with “%s” error message;
could not be fulfilled by
processor.

Error: Shipping error,
contact Support

ShipmentStateProcessingShipment
100

Shipment request was locked
at 1000hrs UTC to calculate
and deduct tax, inventory,
and credits. (1)

Processing: Inventory &
Tax Deductions

ShipmentStateFulfillmentReady
101

Shipment request ready to be
queued for fulfillment.

Processing: Ready for
Fulfillment

ShipmentStateProcessingFulfillment
102

Shipment sent for fulfill-
ment at 10:00am (or cutoff
time. (1)

Processing: Sent for
Fulfillment

ShipmentStateShipped
103

Shipment sent out by
fulfillment processor and is
in transit.

Shipped: In transit

ShipmentStateShipped
104

Shipment delivered.

Delivered

ShipmentStateLost
105

Shipment lost and delivery
is no longer expected.

Shipment Lost/Missing

ShipmentStateDeliveryException
106

Customs hold or undelivered
or returned shipment to
sender or any other shipping
exceptions.

Delivery Exception

ShipmentStateDPLConfirmed
107

A shipment that was
automatically detected as a
DPL match has been reviewed
by Yubico and found to be a
confirmed match (not false
positive). The shipment will
not be processed.

DPL Confirmed

ShipmentStateCancelled
108

The shipment has been
cancelled, for example
because a logistics partner
is not able to ship the
order. Cancelling is a manual
action done by Yubico.

Cancelled

ShipmentStateReturnedToSender
110

Shipment has bounced and
been returned to sender
(Yubico or one of Yubico’s
logistics partners).

Returned to Sender

ShipmentStateShippingQueue
1025

Shipment queued for
fulfillment.

Processing:
Queued for Fulfillment

ShipmentStateManualFulfillment
2000

Shipment is being fulfilled
manually. No further action
by shipment requestor is
required.

Manual Processing
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(1) Refer to Time Frames for cutoff times.

(2) Incomplete Address: Secondary line information such as apartment (apt), suite, unit is missing. Therefore it is not
possible to guarantee delivery to the correct recipient.

(3)Address Validation Failed (previously “Address is undeliverable or could not be understood”): The address is either
not physically deliverable or it could not be resolved to a real location by the address validation service.

(4) Any shipping request with a recipient name and/or address found on the US government’s DPL (Denied Par-
ties/Persons List) cannot be fulfilled.

19.6 Shipment Error Messages

Error messages accessible via the API. The Explanation column provides the message source: YubiEnterprise Deliv-
ery system for internal messages, US Validation for the US Postal Service, and International Validation. Messages
originating from the last two are passed on by YubiEnterprise Delivery.

Table 4: YubiEnterprise API status messages

Message Explanation

InventoryProductId not specified for
ProductId %d - ShipmentStateError

See Shipping to Multiple Addresses
YubiEnterprise Delivery system

Too many keys in shipment -
TotalKeysShipped %d > %d - ShipmentStateError

See Recipient Information
YubiEnterprise Delivery system

Not enough Inventory for Shipment -
ShipmentStateError

See Purchase Orders
YubiEnterprise Delivery system

Re-enter the address differently; some parts
of it are invalid.

See Troubleshooting
US Validation

The address is invalid. See Troubleshooting
US Validation

The address is valid. No further explanation required.
US Validation

Remove the ‘secondary unit designator’
(apt, suite, department, etc.)
because it is superfluous.

Remove the apartment number, unit, etc.:
it is considered wrong or unnecessary.
US Validation

continues on next page
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Table 4 – continued from previous page
Message Explanation

Enter second line information (apartment, unit,
etc.). The information in the primary line is not
specific enough.

Add the apartment number, unit, etc.
US Validation

The address is a valid military address. No further explanation required.
US Validation

The address is a valid General Delivery address
where individuals without permanent addresses
can receive mail.

No further explanation required.
US Validation

The address is valid. An organization such as a
government agency can have its own zipcode
because it receives a large volume of mail.

No further explanation required.
US Validation

Enter a street number; for example, for Yubico
“Lytton Ave” alone is not sufficient, it needs to
be “530 Lytton Ave”.

The number on the primary line, for example
the “185” in “185 Berry Street” is missing.
US Validation

Enter a valid street number. The number on the primary line, for example
the “185” in “185 Berry Street” not valid.
US Validation

Enter a PO Box, Rural Route, or Highway
Contract number.

US Validation

Enter a valid PO Box, Rural Route, or Highway
Contract box number.

US Validation

Enter the Private Mailbox (PMB) identifier or the
# sign, followed by the PMB number.

PMB number is Private Mailbox Number
US Validation

This address is not eligible to receive mail. US Validation

continues on next page
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Table 4 – continued from previous page
Message Explanation

The address is that of a Commercial Mail
Receiving Agency (CMRA) a private business that
accepts mail for recipients, and the required
private mailbox information is present.

US Validation

The address is missing some important
secondary line information
(apartment, unit, etc).

No further explanation required.
International Validation

Mail is unlikely to arrive at this destination
- please verify input.

No further explanation required
International Validation

This street could not be found within the city
or postal code.

No further explanation required
International Validation

Invalid OrganizationId for Shipment YubiEnterprise Delivery system

Country Code not set for Shipment YubiEnterprise Delivery system

Country could not be found from
CountryCode2: %s

Country code entered is not in
YubiEnterprise Delivery system list

Shipment has no shipment items YubiEnterprise Delivery system

DeliveryType not set for Shipment,
defaulting to 1 - normal

YubiEnterprise Delivery system

Invalid DeliveryType %s for Shipment YubiEnterprise Delivery system

InventoryType not set for Shipment,
defaulting to 1

YubiEnterprise Delivery system

continues on next page
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Table 4 – continued from previous page
Message Explanation

InventoryType %s not valid set for Shipment You cannot use this InventoryType for this
shipment - YubiEnterprise Delivery system

Negative quantity entered for ShipmentItem
with ProductId=%d defaulting to 0

You set the quantity of the specified
ProductID to be shipped to less than zero.
YubiEnterprise Delivery system

Invalid ShipmentProductQuantity for
ShipmentItem %d

You probably do not have sufficient inventory.
YubiEnterprise Delivery system

Invalid ShipmentProductLineCost for
ShipmentItem %d

YubiEnterprise Delivery system

Invalid Shipment - Total keys in shipment
greater than 500

You cannot ship more than 500 items at once.
YubiEnterprise Delivery system

Shipment has zero total item quantity The number of items to be shipped must be > 0.
YubiEnterprise Delivery system

US Address is missing the state
name/abbrevation in region field

No further explanation required.
YubiEnterprise Delivery system

Bad ProductId in ShipmentProduct for
NewShipmentProduct

ProductID is wrongly specified or invalid.
YubiEnterprise Delivery system

Input for %s exceeded limit of %d characters Specified field cannot accept the number of
characters that were entered.
YubiEnterprise Delivery system

Shipment of these products to this country
using this delivery type is not supported
For more information, see Delivery Policies.

Shipment request contravenes one or more
business rules.
YubiEnterprise Delivery system
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19.7 Response Request Status Codes

Explanations of common status codes in responses from the YubiEnterprise API.

Table 5: Status codes

Code Meaning Explanation
200 OK

The request was successful and the
response
body contains the representation
requested

302 FOUND

A common redirect response; this
will
redirect to the OAUTH login page

400 BAD REQUEST API validation failed for the request
403 FORBIDDEN

API denied permission to fulfill the
requested resource

404 NOT FOUND The requested resource was not
found

19.8 Deprecated APIs: Overview

The following tables list deprecated APIs and recommended replacements if available. Deprecated APIs will eventually
be removed, and it is therefore recommended that existing implementations be updated. Ensure that your implemen-
tation is not using a deprecated version of the API. New implementations should use the recommended replacement
methods.

Shipment Request Creation: Address Information

Deprecated Replacement

street_line3 Starting with release 2.8.0 this field in the recipient
address information will be deprecated and will only be
available until September 2024.
There is no replacement API for this functionality.

Shipping Requests: Bulk Shipment to Multiple Addresses
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Deprecated Replacement

GET /v1/shipments/bulk

POST /v1/shipments/bulk

POST /v1/shipments/bulkvalidate

From July 2024, the only method to create
bulk shipment requests is to use the
YubiEnterprise Console
There is no replacement API for this functionality.

Shipping Requests: Listing, Tracking, Searching, Status etc.

Deprecated Replacement
GET /shipments GET /shipments_exact
POST /shipments POST /shipments_exact
GET /shipments/{shipmentId} GET /shipments_exact/{shipmentId}
PUT /shipments/{shipmentId} PUT /shipments_exact/{shipmentId}
DELETE /shipments/{shipmentId} DELETE /shipments_exact/{shipmentId}
/UpdateShipmentById shipments_exact/{shipment_id}
/organization/update-setting None

User Management

Starting with release 2.11.0 new APIs for user management were introduced. The old APIs are deprecated and will be
available until November 23, 2024.

Deprecated Replacement

POST /v1/users/{userId} POST /v1/users/{userId}

body {"roles":
["org-owner","distributor","reseller"]}

POST /v1/organization/users/reset/{email} POST /v1/users/{userId}

body {"action": "reset-user"}

POST /v1/organization/users/
reset-password/{email}

POST /v1/users/{userId}

body {"action": "reset-password"}

DELETE /v1/organization/users/{email} DELETE /v1/users/{userId}
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TWENTY

BEST PRACTICES AND TROUBLESHOOTING

The following sections provide recommendations, best practices and troubleshooting support when working with the
YubiEnterprise Console. For more guidance, see also FAQs.

20.1 Best Practices

20.1.1 General Recommendations

• Checking service status: If YubiEnterprise Delivery appears to be behaving strangely, check the status of Yu-
biEnterprise Services: http://status.yubico.com/. Subscribe to that page to receive updates related to YubiEnter-
prise Console planned maintenance and/or downtime.

• Mail notifications: The YubiEnterprise Delivery system automatically notifies shipment recipients by email for
example when products are sent, or if there is a problem with a delivery. Ensure to inform your users and recip-
ients about this so that these emails from Yubico are not regarded as phishing attempts. For more information,
see Shipment Notifications.

• Contacting Support: If you need to contact Yubico Support, ensure to use the dedicated support form for
YubiEnterprise Delivery. For security reasons, the email address submitted in the support form must be from a
designated Console user. It is also helpful to provide a best contact to be notified of orders that have returned to
sender.

20.1.2 Shipment Requests

• Recipient information: To ensure a successful delivery of YubiKeys, it is important that the correct recipient
information is entered in the shipment request. Ensure to review the guidelines provided in Recipient Information
and Recipient Information Fields.

• Key quantities: Using the YubiEnterprise Delivery service you can ship keys to many countries around the
world. Each destination country has a maximum number of keys per shipment request. For some countries you
can include up to 500 keys per shipment request, and some countries have a single key limit per shipment due to
custom duty regulations. For more information, see Destinations and Quantities.

• Shipping destinations: The countries you want to ship to must first be enabled for your organization in the
YubiEnterprise Delivery system. This is done during the onboarding setup of your organization. To enable more
shipping destinations, contact Yubico Support.

• Company name and phone number: When entering recipient information in a shipment request, do not provide
a company name if you are shipping to a residential address, since this might cause delivery issues with the carrier.
Always provide a valid phone number to the recipient since many carriers use this phone number to enable final
delivery.
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• Updating or cancelling shipment requests: This can be done until 2am PST (10am GMT) the day after they
were entered. Delivery time to different parts of the world varies. For more information, see Time Frames.

• Delivery exceptions: A “Delivery Exception” shipment status is triggered when a carrier is citing an order
delivery issue. Below are some common reasons for delivery exceptions:

– Address is undeliverable, or there was no access to delivery location

– Door code (digicode) or telephone number required to deliver

– Longer than normal delivery timeline

– Company name on a residential address

– Item was held by customs, or was lost

– Weather or operational delays

– Customer has a mail hold for delivery, or refused delivery

To investigate delivery issues, you can check the tracking information (if available) for your shipment.

• Refunds and replacements: In some cases shipments fail to arrive at their destination due to delivery errors.
When this happens, a shipment can be replaced or refunded. For more information, see the Yubico Enterprise
Return Merchandise Authorization policy.

• Shipping pre-registered keys with Okta: For questions and guidance related to Yubico FIDO Pre-reg for Okta,
see FIDO Pre-reg Integrations.

20.1.3 Subscription & Inventory Management

• Understanding subscriptions: With a YubiEnterprise Subscription you purchase YubiKey licenses through
an end user-based subscription model and select preferred YubiKeys over time, with replacement and upgrade
options as needs evolve. To learn more about subscriptions, see Purchasing Models.

• Preventing inventory expiry: As a Subscription customer, to ensure that you do not let keys in any of your
inventories expire unused, create a spreadsheet to plan the allocation of products across users and inventory
types. Check your organizations’ Console Dashboard regularly to verify available inventory.

• License usage: When creating shipment requests in the YubiEnterprise Console, you will be able to select from
all your available inventory. Ensure to select form the correct inventory when creating shipment requests for
replacement and backup YubiKeys. See Subscriptions.

20.1.4 User Management

• Preventing account lockout: Ensure your organization has at least two Console Owners for the account. This
way, if a Console Owner is locked out, the other Console Owner can easily reset their account as only a Console
Owner can do user resets.

If your organization only has one Console Owner and that person locks themselves out or leaves your organiza-
tion, you must contact Yubico to set up a new Console Owner which might delay shipment requests. For more
information, see User Management.

• Backup key: It is recommended that Console users register at least two YubiKeys for their account to be able to
log in if a key is lost. For more information, see Managing Login Credentials.

• SSO and user management: Users invited to log in to the Console after SSO is enabled will not be prompted to
set up a username and password. Therefore, if SSO is later disabled, those users will not be able to log in without
SSO. If SSO is disabled, these users will need to be reset so that they may enroll the proper login credentials.
For more information, see Single Sign-On (SSO).
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20.1.5 Synced Passkeys

Before you upgrade to passwordless authentication when logging in to the Console, it is recommended to remove any
existing synced passkeys associated with the YubiEnterprise Console login.

Leaving old synced passkeys for your account can cause confusion during the login process. Authentication might
fail if your browser uses the wrong passkey, and you might experience issues when registering a new YubiKey-based
passkey.

The following describes how to remove existing synced passkeys from some common instances.

• Windows 11 - Microsoft Edge/Google/Chrome/Firefox

1. Open Windows Settings.

2. Go to Accounts > Passkeys.

3. Delete any existing passkeys for https://login.yubico.com/.

• Windows 10 - Microsoft Edge/Google Chrome/Firefox

Deletion requires administrative privileges. Microsoft does not provide an official GUI for deleting passkeys in
Windows 10. Instead you can use a command line tool from a command prompt as follows:

– Key Listing: certutil -csp NGC -key -v

– Key Deletion: certutil -csp NGC -delkey <identifier>

If you prefer a GUI, you can use this webauthn-fido2-key-remover tool. However, this tool is not an official
Yubico or Microsoft product and should be used at your own risk.

• Apple OS X (15+)

Microsoft Edge/Google Chrome are listed twice because earlier Edge/Chrome on OS X 15 did not support storing
passkeys in the Apple Passwords app, later versions do. You might need to check all instances for passkeys.

– Safari/Firefox/Microsoft Edge/Google Chrome

1. Open the Passwords App.

2. Go to the Passkeys section.

3. Delete any existing passkeys for https://login.yubico.com/.

– Microsoft Edge

1. Go to your Edge profile passkeys on edge://wallet/passkeys.

2. Delete any existing passkeys for https://login.yubico.com/.

– Google Chrome

1. Go to your Chrome profile passkeys on chrome://settings/passkeys.

2. Delete any existing passkeys for https://login.yubico.com/.

• Apple OS X (14)

– Safari/Firefox

1. Open the Settings App.

2. Go to Passwords.

3. Delete any existing passkeys for https://login.yubico.com/.

– Microsoft Edge

1. Go to your Edge profile passkeys on edge://wallet/passkeys.
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2. Delete any existing passkeys for https://login.yubico.com/.

– Google Chrome

1. Go to your Chrome profile passkeys on chrome://settings/passkeys.

2. Delete any existing passkeys for https://login.yubico.com/.

• Linux - Google Chrome

1. Go to your Chrome profile passkeys on chrome://settings/passkeys

2. Delete any existing passkeys for https://login.yubico.com/.

• Android - Google Chrome

You cannot delete passkeys using your Android phone, instead you need to use a desktop version of Chrome and
log in using the same profile.

1. Go to your Chrome profile passkeys on chrome://settings/passkeys

2. Delete any existing passkeys for https://login.yubico.com/.

• Apple iPadOS/Apple iOS (18+) - Safari

1. Open the Passwords App.

2. Go to the Passkeys section.

3. Delete any existing passkeys for https://login.yubico.com/.

• Apple iPadOS/Apple iOS (16-17) - Safari

1. Open the Settings App.

2. Go to Passwords.

3. Delete any existing passkeys for https://login.yubico.com/.

20.2 Troubleshooting

20.2.1 Address Validation Errors

• Managing incompletes: YubiEnterprise Delivery uses address validation services. However, even if an address
exists in an address directory, it does not mean that the address is deliverable. To resolve address validation
errors, edit the shipment request to ensure that the provided recipient information is correct and complete. For
more information, see Reviewing Incompletes.

• Address not accepted by carrier: If your shipment request fails with the status “Address Not Accepted by
Carrier” this usually indicates that the street name in the recipient address is too long, exceeding the character
limits set by the associated carrier. To solve this issue, edit the shipment request to shorten the address, or split
the address between Address line 1 and 2, and then resubmit the shipment request. For more information, see
Recipient Information.

• Overriding address validation: The Yubico address validation service sometimes gives an error even if an
address is valid. If you are confident that a provided address is valid, you have the option to override the address
validation warnings generated by the system. For more information, see Address Validation.
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20.2.2 Insufficient Inventory Errors

To maintain the window during which orders can be updated, edited, or cancelled, orders are held and processed in
batch. Therefore there might be less inventory available by the time an order is processed than what was shown in
purchase order details when the request was created. For more information, see Shipment Processing. Inventory can
also be allocated by Yubico due to limited availability. For more information, see Shippable Inventory.

Shipment requests processed from an insufficient inventory are flagged with the status “Error: Processing Error, contact
Support” in the Console, and the API message “Not enough Inventory for Shipment - ShipmentStateError”.

To resolve insufficient inventory errors, you can contact Yubico Support to request more inventory, and either update
the product selection for the shipment request, or cancel it and create a new one when there is sufficient inventory
available.

If you are using an API integration to create shipment requests, it is recommended to verify inventory availability before
creating a shipment request to avoid insufficient inventory errors. For more information, see Inventory.

20.2.3 Shipment Status Codes

To check the status for a shipment, see Viewing Shipments. For explanations of shipment status codes and associated
status messages, see Shipment Status Codes.

20.2.4 Shipment Error Messages

For shipment error messages, see Shipment Error Messages.
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FAQS

Frequently asked questions around YubiEnterprise Services. For more guidance, see also Best Practices and Trou-
bleshooting.

21.1 Shipping and Delivery FAQs

• Are there any limits or constraints on shipment requests? Yes, see the following:

– Address Validation Every 15 minutes, the system validates addresses; therefore you might have to wait up
to 15 minutes to find out if your shipment request has been queued for fulfillment. For more information,
see Shipment Status Codes.

– Availability of Stock/Inventory Shipment allocations may be set. For more information, see Shippable
Inventory.

– Non-subscription Purchases Shipment requests can be made for up to one year after a PO is submitted.

– Subscription Purchases Availability of products depends on the stock/inventory from which the products
are drawn. For more information, see Tier Options.

• Can there be unexpected delays in delivery of shipments?

YubiEnterprise Delivery Service is only available during regular business days (weekdays). It is not available
on weekends or official holidays, even though there are no time constraints on the creation of shipment requests,
which can be generated at any time.

YubiEnterprise Delivery Service is dependent on third parties such as courier services and is therefore impacted
by their scheduled holidays.

Yubico tries to provide notification on the Console for delivery delays of more than 2 business days. Please reach
out to Yubico Support with any further queries on shipment delivery delay.

• Does YubiEnterprise Delivery track YubiKey serial numbers?

For organizations that are using pre-registered keys (FIDO Pre-reg service), a unique serial number is used
to identify each pre-registered key. For more information, see Viewing FIDO Pre-reg Shipment Informa-
tion.

• What Personally Identifiable Information (PII) is retained by Yubico?

Yubico retains data only as long as necessary to operate our business and to comply with statutory and regulatory
requirements. We do not use this data for any purpose other than meeting our obligations to our customers (e.g.
shipping YubiKeys) and to comply with applicable laws. In accordance with export controls and tax law, Yubico
is required to retain shipment data for up to seven years.
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• What is the data retention policy and how long is data held within the YubiEnterprise Delivery Console
before being purged?

Data is kept for seven (7) years to comply with export control and financial legal requirements.

• What happens to YubiKeys purchased on a subscription basis after expiry of the corresponding PO/term?

Any keys not shipped are forfeited, but the date of forfeiture or expiry depends on their inventory type: see the
first question in this FAQ, “Are there any limits or constraints on shipment requests?”

• What happens to YubiKeys purchased outright (perpetual) after one year in inventory?

YubiEnterprise Delivery enables customers to request shipments for up to 12 months after the initial PO. Yubi-
Enterprise Delivery will hold the customer’s inventory, regular or custom keys. When the twelve-month period
is up, YubiEnterprise Delivery will ship the remainder of the keys to the original customer address on file. The
customer will also be notified 60 and 30 days prior to the period expiry via email.

• What taxes will be charged to the customer?

See Shipping Fees.

• How will the customer be invoiced for the cost of shipping and taxes or VAT charged on shipping?

See Shipping Fees.

• How does Yubico handle customers who are exempt from VAT/sales tax?

See Tax Exemptions.

• What is the warranty on keys on a subscription contract?

The warranty is extended to cover the full term of the subscription and applies as long as the subscription is
active.

• Where is YubiEnterprise Delivery available?

YubiEnterprise Delivery is available in USA, Canada, EU, UK, Norway, Switzerland, Iceland, and Liechtenstein.
YubiEnterprise Delivery is not available in EU Overseas Countries or Territories.

• Can organizations that already have accounts with FedEX and UPS use those accounts with YubiEnter-
prise Delivery?

No, at the moment, YubiEnterprise Delivery cannot use customer-provided shipping partner accounts.

• Can Yubico’s security keys and YubiKeys be custom programmed by Yubico for a customer?

Yes: the minimum initial order is 10,000 or more, with subsequent orders being at least 5,000.

• What reports are available to customers to help better manage their YubiEnterprise Delivery?

YubiEnterprise Delivery customers can log into the YubiEnterprise Delivery Console and access their purchase
orders, shipment requests, address book etc. They can also download all their shipment requests and status /
tracking numbers over the period.

• Our business is based in the US but has locations in Europe. Can YubiEnterprise Delivery support distri-
bution of YubiKeys in this setup?

Yes, this use case is supported. A business headquartered in North America, but having office locations and
users in Europe will be able to receive YubiKeys at their respective locations, including residential addresses.

• We may need to have several people in the company place orders for YubiKeys. How does YubiEnterprise
Delivery satisfy that requirement?

Any individual who has administrative rights to the YubiEnterprise Delivery Console can place orders for keys
through the console. Admins can be delegated across locations so that they can best gauge the numbers of users
who will need YubiKeys and request shipments all at once, or over time as needed.
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• What is the maximum number of YubiKeys that can be included in a shipment request?

It depends on the country to which you are shipping. See Delivery Policies.

• Can a shipment request be cancelled?

Yes. Shipment requests can be edited or deleted until 2am PST (10am GMT), the day after they were entered.
Instructions for this procedure are given in Editing or Deleting Shipments.

• What shipping delivery options are available?

Depending on the country being shipped to, one or both of the following will be available:

– Normal (standard) shipping

– Expedited (rush) shipping

For more details, see Time Frames.

• What do you do with the zip_code field if it is not applicable, for example, for Canada and the EU coun-
tries?

Leave the zip_code field blank and use the postal_code field instead.

• Where do I find official Yubico product images and descriptions?

On Yubico’s Press room images and logos page are the logo and product images.

21.2 Passwordless Migration FAQs

21.2.1 General

• What is passwordless authentication? Passwordless authentication allows you to log in to the YubiEnterprise
Console without using a traditional username and password. Instead, you will use a “passkey,” which is a more
secure digital credential. See Passwordless Authentication.

• Why is the YubiEnterprise Console moving to passwordless authentication?

This change significantly enhances the security of your account and the YubiEnterprise Console. Passkeys are
resistant to phishing attacks and eliminate the risks associated with weak or stolen passwords. Passkeys also
provide a smoother and faster login experience.

• What is a passkey (resident key)?

A passkey is a cryptographic key that is stored directly on an authenticator, such as a YubiKey or your com-
puter/smartphone. When you log in, the website verifies your identity by checking for this key, along with your
presence, for example by touching the YubiKey or providing a PIN/biometric on your device. This means your
login credential will not travel over the internet in the same way a password does.

• Do I need a YubiKey?

By default, YubiKeys will be required for registering your primary passkey. In future phases of the passwordless
migration, your organization owner will have the ability to configure policies that may allow other types of
FIDO2-compliant security keys or even syncable passkeys. These are synced across systems and devices and
considered less secure.

• Will I still be able to use my user name and password?

Initially, yes. During the first migration phase, username/password login will remain available. However,
password-based logins will be deprecated and you will be prompted to migrate to passwordless authentication.
In later phases, migration will become mandatory if you log in with a password.
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21.2.2 Migration Process

• How do I migrate to passwordless authentication?

After successfully logging in with your username and password, a dialog will appear offering you the option
to register a passkey and migrate to passwordless authentication. You can choose to do it then or skip it. The
dialog appears after every successful password login until you have registered a passkey and your account has
been migrated. See Upgrading to Passwordless.

• What happens to my password after I migrate?

Upon successful registration of a passkey, your password credentials will be deleted from the YubiEnterprise
Console. You will not be able to revert to username/password-based authentication.

• What if I am an SSO-managing user (Console Owner) in the Console?

If you log in via SSO and manage SSO configurations, the migration process for your underlying YubiEnterprise
Console account (if it exists and uses a password) will be slightly different. You will be notified about the move
to passwordless, and you will be asked to log out and log back in using your username/password (not SSO) for
that specific account. Once logged in, the standard migration process will begin.

• Are there any users who cannot migrate to passwordless authentication immediately?

Yes. Non-SSO-managing Console users that log in via SSO, and are members of an organization that has fully
enabled SSO will not need to migrate to passwordless authentication at this point.

21.2.3 Using and Managing Passkeys

• How do I set up my passkey?

You will be guided through the passkey registration process which includes inserting your YubiKey and setting
a PIN, if not already done. The registration will be tied to your existing account email, or the email address
through which you received an activation link.

• Can I have more than one passkey?

Yes, you can register multiple passkeys for your account. It is highly recommended to register at least two in case
one is lost or damaged. You must always have at least one passkey registered.

• How do I manage my passkeys (add, rename, delete)?

You will be able to manage your passkeys from your user account page. You can add new passkeys, rename
existing ones for easier identification, and delete passkeys. See Managing Your Account.

• What happens if I add or delete a passkey?

For security reasons, you will receive an email notification whenever a passkey is added to or removed from your
account.

• What if I lose my YubiKey or it stops working?

This is why registering a back-up passkey is highly recommended. If you lose all your registered passkeys
or cannot access your account, contact your organization owner. They can reset your account, allowing you
to register a new passkey via an activation link. Alternatively, contact your Yubico account team, or Yubico
Support.

• What if I have not migrated by the final deadline?

You will be locked out of the YubiEnterprise Console, and you will need to contact Yubico Support. They will
provide you with an activation link, which will allow you to register a passkey and regain access to your account.
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• Who should I contact if I have questions or issues?

Reach out to your Yubico account team or contact Yubico Support if you have any questions or encounter issues
during this transition.
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TWENTYTWO

RELEASE NOTES

The changes reported in the release notes are cumulative. All customer-facing functionality updates as well as any
known issues, limitations, and suggested workarounds are included.

22.1 2026

22.1.1 Release 3.0.2 (21 January 2026)

New Features & Enhancements

• Email templates and notification name changes: Yubico is transitioning to “YubiKey as a Service”, reflecting
the rebranding and rollout of a new subscription program and services. To support this, all instances of “Yubi-
Enterprise” in the default email templates and notifications used by the Delivery service and the Console, have
been changed to “YubiKey as a Service”. Customized templates are not affected by these changes.

• Create shipments to multiple addresses: For clarity, the naming of the feature where a user can create ship-
ments to multiple addresses using a CSV file upload, has changed from “Bulk shipments” to “Batch shipments”.
The change is visible in the Console, when creating shipments.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by the Delivery service do not use postal codes (for
example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.1.2 Release 3.0.1 (15 January 2026)

Resolved Issues

• Rebranding text value substitution: When updating the brand name to “YubiKey as a Service” in the Console
UI, in some instances there was an error with the text substitution, and the brand name was not displayed. This
issue has been resolved, and the “YubiKey as a Service” brand name is now displayed as expected.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by the Delivery service do not use postal codes (for
example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.1.3 Release 3.0.0 (15 January 2026)

New Features & Enhancements

• User interface name changes: Yubico is transitioning to “YubiKey as a Service”, reflecting the rebranding and
rollout of a new subscription program and services. The naming in the user interface has therefore been changed
from “YubiEnterprise” to “YubiKey as a Service” in multiple instances of the UI.

• Name change on Yubico Status: Yubico is transitioning to “YubiKey as a Service”, reflecting the rebranding
and rollout of a new subscription program and services. The naming on the Yubico Status page will therefore be
changed from “YubiEnterprise Services” to “YubiKey as a Service”.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by the Delivery service do not use postal codes (for
example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2 2025

22.2.1 Release 2.31.0 (18 December 2025)

New Features & Enhancements

• New URL for the YubiEnterprise Delivery support form: The link to request support with ship-
ment and delivery issues in the Enterprise Console and user guide has been changed from the
previous https://www.yubico.com/products/yubikey-as-a-service/contact-support/?
selectForm=I+need+help+with+YubiEnterprise+Delivery, to the new https://support.yubico.
com/s/yubienterprise.
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• New Customer Reference field: To enhance the user experience, a new “Customer Reference” field has been
added to the “Shipment creation” form. The new field lets users add internal reference information for each
shipment, to be used for example for financial record-keeping. The Customer Reference field is available for all
shipment types, and supports up to 50 (latin) characters. The information entered can be updated, and is visible
in the Shipments and Shipment details pages. The information is also included in the shipments CSV download
file. See Customer Reference Field.

• API support for Customer Reference field: With the release of the new Customer Reference field that lets
users add an internal reference note for a shipment, the shipments_exact API has been updated with a new
customer_reference field.

Resolved Issues

• Inconsistent behavior between shipment and address validation APIs: An issue was reported where the
required Region/State 2-letter USPS code validation was incorrect for shipments to the US and Canada. When
entering for example “Colorado” instead of “CO” in the Region field for a shipment, this was accepted by the
API. This issue has been resolved, and the Validate address API will fail if the correct 2-letter USPS code is not
provided in the Region field.

• Update date for shipments: An issue was reported where the update date for a shipment was not bumped when
the shipment was transitioned between states, for example from “Sent for Fulfillment” to “Shipped”. This issue
has been resolved, and the update date for a shipment is now correctly bumped when the status changes for the
shipment.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.2 Release 2.30.0 (20 November 2025)

New Features & Enhancements

• Delivery exception status information: To enhance the user experience and provide better support, additional
information is now provided in the Shipment details page for shipments with status “Delivery Exception”. This
status is triggered when a carrier is citing an order delivery issue, for example weather or operational delays.
The information provides a description of the reason for the delivery issue if known, or a reference to supporting
documentation. See Best Practices and Troubleshooting.

Resolved Issues

• Prices not displayed in purchase order: As a customer, when viewing a purchase order for a direct purchase
from Yubico, the pricing information was not visible in the Purchase order page in the Console. This issue has
been resolved, and the pricing information is now correctly displayed to customers for direct sales (for purchases
through channel partners, the pricing information is not visible to customers).

• Third-party logistics partner field length restrictions: An issue was reported where new address field length
restrictions applied by a 3PL logistics partner was not enforced in the Yubico address validation. This caused
shipments routed through this 3PL logistics partner to fail. This issue has been resolved, and the field length
limits are now enforced in the address validation for shipments routed via this 3PL logistics partner.

Known Limitations

22.2. 2025 207

https://docs.yubico.com/cloud-services/yubienterprise/delivery/Best_Practices_and_Troubleshooting.html#shipment-requests


YubiEnterprise Services

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.3 Release 2.29.4 (13 November 2025)

Resolved Issues

• Purchase order reference missing for refunds: When viewing Refunds in the Shipment details page in the
Console, the associated purchase order reference was not displayed. This issue was resolved partly in a previous
release. With the changes in this release, the issue is completely resolved, and the purchase order link is now
displayed as expected.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.4 Release 2.29.0 (23 October 2025)

New Features & Enhancements

• Shipment delivery exception user message: To provide users with better support when a shipment is moved
to the status “Delivery Exception”, an information message has been added to the Shipment details page in
the Console. The information describes the possible reasons why the delivery exception was triggered, and
suggests checking the tracking information if available. The information also includes references to supporting
user documentation.

• Bulk shipment CSV file upload confirmation: A confirmation message was previously added to the bulk ship-
ment creation process so users can verify the information before submitting the shipment request. The format of
this confirmation message has been updated to align with other confirmation messages displayed in the Console.

• Bulk shipment CSV file validation: The user experience when uploading a CSV file in the Console has been
enhanced. When adding the file in the upload area, the basic file validation is now run immediately after the file
has been uploaded, and the user does not have to click an Upload button as before.

Resolved Issues

• Purchase order reference missing for refunds: When viewing Refunds in the Shipment details page in the Con-
sole, the associated purchase order reference was not displayed. This issue has been resolved, and the purchase
order link is now displayed as expected in the Shipment details page.

Known Limitations
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• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.5 Release 2.28.0 (25 September 2025)

New Features & Enhancements

• Bulk shipment confirmation message: When creating a bulk shipment through CSV file upload in the Console,
a confirmation message has been added so the user can verify the information before submitting the shipment
request. The confirmation message shows the recipient CSV file used, and the selected products to be included
in the shipment.

• Bulk shipment CSV file upload procedure: The interaction when creating a bulk shipment has been updated
to enhance the user experience. When uploading a CSV file, the file is immediately checked for errors, and
the only available user action at this point is to correct the errors if any, and upload a new file. When the file
is successfully validated, the product selection options in the next step in the process are displayed. For more
information, see Creating the Bulk Shipment Request.

• Customizations details: To provide a convenient way of viewing information about a specific customization, a
new “Customization details” page has been added in the Console. The page is accessed by clicking a Customiza-
tion ID in the Customizations page, and displays detailed information about the customization, for example
configurations included and change history. For more information, see Viewing Customization Details.

• Customization configurations: To provide a better overview of configurations included with a specific Cus-
tomization ID, a new “Configurations” column has been added to the Customizations page in the Console. The
column shows if for example FIDO Pre-reg is included in a specific customization.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.6 Release 2.27.0 (28 August 2025)

New Features & Enhancements

• Shipping to multiple addresses (bulk shipments): Validation of the CSV file used for uploading recipient
information in the Console has been enhanced. Basic address validation, for example checks for required fields,
postal code formatting, and file size, is now performed prior to product selection. If validation of the CSV file
fails, an error response is displayed, allowing the user to correct the errors before being presented with the next
steps in the shipment creation process.

Resolved Issues

22.2. 2025 209



YubiEnterprise Services

• Missing PO Box support information: When creating a shipment request to a single address in the Console,
the message informing users that shipping to PO Boxes outside the United States is not supported, was missing.
This issue has been resolved, and the message is now displayed as expected in the shipment creation form.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.7 Release 2.26.7 (21 August 2025)

Resolved Issues

• Shipment processing flow: An issue was reported where the Customization ID was not included in the API
response when a shipment was updated, for example to override address validation or adding a new item to the
shipment. This issue has been resolved, and the Customization ID is now returned as expected in the response.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.8 Release 2.26.4 (29 July 2025)

Resolved Issues

• Customized delivery email template: An issue was reported where the default shipment delivery email template
was used instead of the customized email template created by the customer in the Console. This issue has been
resolved, and the correct customized email template for shipment delivery information is now used.

• Character limitations in shipment requests: An issue was reported where an address entered in a shipment
request was rejected by the system although the characters used were all valid. This issue has been resolved
and the system now accepts all latin accented characters provided through both the API as well as the Console
(single/multiple shipment requests) as expected.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
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request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.9 Release 2.26.0 (17 July 2025)

New Features & Enhancements

• Deliveries to international US military bases: Support has been added for shipment requests to US military
locations outside the US. The Region/State dropdown menu in the shipment creation form in the Console now
has options for Armed Forces Central and South America (AA), Armed Forces Europe (AE), and Armed Forces
Pacific (AP). For more information, see US Military Bases.

Resolved Issues

• Incorrect number for available for shipment: An issue was reported where the displayed number of keys
available for shipment in the create shipment request form in the Console was higher than what was actually
available in the inventory. This caused the shipment request to fail due to insufficient inventory. The failure was
caused by an incorrect allocation number due to a shipment being cancelled. This issue has been resolved.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.10 Release 2.25.0 (2 July 2025)

Resolved Issues

• Region/state field display: When a shipment request was made through the API, and the Region/State field
contained data in non-capital letters (for example “ny” for the state of New York), the data was not displayed in
that field when editing the address information in the Enterprise Console. This issue has been resolved, and the
Region/State field now properly displays data entered in non-capital letters.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.2.11 Release 2.24.4 (5 June 2025)

New Features & Enhancements

• Region information in shipment requests: When creating a shipment request in the YubiEnterprise Console
or the API, the “Region” field in the recipient information is required for shipments going to the US or Canada,
in order for the address validation to be successful. This information has been clarified in the documentation,
both in the Enterprise Console User Guide and in the YubiEnterprise API Reference.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.12 Release 2.24.0 (22 May 2025)

Resolved Issues

• City information missing in shipment request: An issue was reported for a processed shipment request where
the “City” field did not contain any city name, only a whitespace. This issue has been resolved. Validation has
been added to ensure that a city name is properly provided for shipment requests generated both in the Console
as well as through the API.

• Shipment with missing region information: An issue was reported where a shipment request submitted through
the API passed the address validation without an associated region although “Region” is a required field for US
shipments. This issue has been resolved, and US shipments submitted to the address validation API with missing
a region or other required fields will not be processed.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.2.13 Release 2.23.4 (6 May 2025)

Resolved Issues

• Shipment tracking service: An update was implemented in order to increase the accuracy of updating statuses
for shipments to India.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.14 Release 2.23.0 (24 April 2025)

New Features & Enhancements

• Shipment cancellation notifications: Functionality has been added to notify the Console user of a cancelled
shipment so that a new shipment request can be created. The notification message is sent as an email as well as
displayed under Notifications in the Console. For multiple cancellations, notification messages are aggregated
into a single email.

• Returned shipment notifications: Functionality has been added to notify the Console user of a shipment that
has been returned to the sender so that appropriate actions can be taken. The notification message is sent as an
email as well as displayed under Notifications in the Console. For multiple return-to-sender notifications, the
messages are aggregated into a single email.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.15 Release 2.22.0 (27 March 2025)

New Features & Enhancements

• User authentication: When logging in to the Console as a first-time user with Console Owner role in limited
“demo mode”, the user has the option to immediately register a YubiKey to get full access to features. This
functionality has been updated. After registering a YubiKey, the user is now prompted to re-authenticate using the
newly registered YubiKey, thereby leaving “demo-mode” and obtaining full feature access. For more information,
see Onboarding.

Known Limitations
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• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.16 Release 2.21.1 (28 February 2025)

Resolved Issues

• Bulk shipment CSV file: When uploading a CSV file containing incorrect quotation marks, an internal server
error was returned instead of a helpful error message. This issue has been resolved, and the error message
returned in these cases has been updated to provide informative user guidance.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.17 Release 2.21.0 (27 February 2025)

New Features & Enhancements

• Shipment details: To make it easier for users to see which fields have specific data, field names are now displayed
for address information in the Shipment details page in the Console. For example, names for “Address line 1”
and Address line 2“ are now explicitly displayed to make it easier to see which data each field holds, useful for
example when solving address validation issues.

• User management API: organization/users/{email} previously listed as deprecated (May 2024) has now
been removed. This has been replaced with users/{user_Id}. For more information, see Users in the Yubi-
Enterprise API Reference.

• Dashboard: To avoid confusion, the product license quantity has been removed from the “Customizations avail-
able” section of subscription products on the Dashboard in the Console. Only the various customizations that
are available for the particular tier are now displayed.

• Sample email API: The POST /v1/organization/send-sample-email/{template} API has been dep-
recated and will only be available until September 2025. Shipment notification emails can be managed in the
Console, see Shipment Notifications.

• Shipment CSV upload error message: When a user uploads a CSV to the Console for a bulk upload, the system
provides specific error messages if there are errors. However, if the CSV file contains more than 50 errors, no
specific error messages appear, making it difficult to understand how to solve the errors in the file. The error
message has now been enhanced to provide better guidance and support for resolving the errors.
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• Address validation override option: In case of address validation failure for shipments in the Console, an email
is sent to the shipment requester. This email has been enhanced to also include information about the Address
validation override option.

Resolved Issues

• Inventory allocation issue when editing shipment: Previously a Console user could not edit a shipment request
from an inventory without remaining products, even if the user was not adding any products when editing. The
shipment request update would fail. This issue has been resolved, and users can edit shipment details for a
shipment with no remaining inventory allocation.

• Incorrect link in email notification: The link in the email notifying users about expiring API tokens was
pointing to the wrong location. The link has been updated, and is now pointing to the correct location informing
users how to regenerate API tokens.

• Notification display issue: When viewing notifications in the Console and clicking a link to view a shipment,
there was an issue where the Notification dialog remained on top of the Shipment details page hiding the infor-
mation. This issue has been resolved and the Notification dialog closes when a user clicks a link to view shipment
information.

• License number error in Dashboard: When viewing “Total licenses available” on the Console Dashboard,
there was an error where incorrect information was displayed in cases where “0%” should have been displayed.
This issue has been resolved, and the correct information is displayed.

• Incorrect setting of “is_delivered” in CSV file: Previously the “is_delivered” column in the CSV file for
downloading shipments was set to “false” even if the shipment was in state “Delivered”. This issue has been
resolved, and the “is_delivered” column is correctly set to “true” if the shipment status is “Delivered”.

• Incorrect setting of “is_shipped” in CSV file: Previously the “is_shipped” column in the CSV file for down-
loading shipments was set to “true” even if the shipment was in the “Sent For Fulfillment” status. This issue has
been resolved, and the “is_shipped” column is now only set to “true” if the shipment status is at least “Shipped”.

• Empty field after validation failure: When creating a shipment request in the Console, the “Region/State” field
in the shipment form was emptied after a fulfillment rule validation failure. The issue has been resolved, and in
case of a fulfillment rule validation failure, all shipment information remains as expected.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.18 Release 2.20.3 (23 January 2025)

New Features & Enhancements

• Shipment tracking emails: Functionality has been added enabling users to update and customize the email
template used when notifying recipients about tracking information changes. In support of this, a new “Tracking
Update” option has been added to the email Template dropdown menu available in the Email page in the Console.
For more information, see Shipment Notifications.

Known Limitations
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• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.19 Release 2.20.1 (17 January 2025)

New Features & Enhancements

• Recipient email reference links: The documentation reference link in the email that the recipient receives when
a shipment fails with “Shipment Failure: Address Not Accepted by Carrier”, has been updated. The reference
link now points to the specific place in the user guide for user self-service support when solving address validation
issues.

Resolved Issues

• Shipment tracking update email issue: An issue was reported where the tracking update email was sent in
cases where the shipment status was overridden without actually changing the tracking information. This issue
has been resolved, and the tracking update email is now only sent to the recipient if the tracking information is
changed.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.2.20 Release 2.20.0 (16 January 2025)

New Features & Enhancements

• Notifications: A new feature has been added to inform Console users of recent activities, for example those
requiring user interaction. A Notifications (bell) icon has been added to the top menu in the Console for viewing
and managing notifications. For more information, see Viewing Notifications.

• Shipment search API: The /v1/shipments/search-description API previously listed as deprecated (July
2024) has now been removed from the API. The /shipments_exact/search-description API should be
used instead.

• Purchase order CSV API: The /v1/purchaseorders/csv API previously listed as deprecated (July 2024)
has now been removed from the API. There is no replacement API for this functionality.

• Shipment tracking: Functionality has been added to notify a shipment requestor whenever the tracking infor-
mation for a shipment changes. For example, if the tracking number or carrier for a shipment is changed, an
email is sent to the shipment requestor notifying about the change.
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• Table sorting: Functionality has been updated for the sorting of rows in tables on Console pages. Previously the
default available sort orders were ['asc', 'desc', null], where “null” would turn off the sorting. To avoid
confusing users, the available sort orders have been limited to ['asc', 'desc'].

Resolved Issues

• Issue when selecting Region/State: When creating a single shipment request in the Console, there was an
issue when using tab to move to the Region/State field and type in a letter to open the list. This issue has been
resolved. Users can now use tab to go to the Region/State field, type in a letter, and select the desired region/state
as expected.

• Not possible to enable SSO after an update: When updating the SSO configuration in the Console, the “Enable
SSO” button stayed inactive after saving. The button was activated only after reloading the page. This issue has
been resolved, and the user can click “Enable SSO” to enable the SSO settings after a configuration update.

• Required fields not highlighted: When creating a shipment request in the Console and leaving required fields
empty, the recipient information fields were not highlighted when trying to save the shipment request. This issue
has been resolved, and all required fields that are left empty are now highlighted when the user tries to save the
shipment request.

• Issue with autocomplete in Region/State field: When creating a shipment request in the Console using auto-
complete, this populates the Region/State field dropdown as search text but does not add the actual value. This
issue has been resolved, and the actual value is now entered as expected in the Region/State field when using
autocomplete.

• Key quantity display discrepancy: An issue was reported where there was a quantity difference between the
product listing under Item details, and selected form factors under Product selection in the Shipment details page
in the Console. This was due to an error in the handling of line count for multiple items of the same product
model for not-yet processed shipment requests. This issue has been resolved, and the correct key quantity is now
displayed.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3 2024

22.3.1 Release 2.19.1 (26 December 2024)

Resolved Issues

• SSO and WebAuthn login: An issue was reported where a Console Owner within an organization with Single
sign-on (SSO) enabled could not navigate to the SSO configuration page in the Console when logged in using
WebAuthn credentials. Instead an “404 Page Not Found” error was displayed. This issue has been resolved,
and a Console Owner logged in with WebAuthn credentials can now navigate to the SSO configuration page as
expected.

Known Limitations
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• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.2 Release 2.19.0 (19 December 2024)

New Features & Enhancements

• Shipment address verification - non-Latin characters: When entering addresses in the Console, it was previ-
ously possible to use non-Latin characters which caused issues where carriers were unable to print the addresses.
To avoid these issues, functionality has been added preventing users from entering non-Latin characters for ship-
ment addresses. If non-Latin characters are used, the shipment is not accepted and an error message is displayed
informing the user that non-Latin characters cannot be used.

• Shipment address verification - postal codes: When entering addresses in the Console, the postal codes for
shipments to the US are now validated for the correct format to avoid shipping issues. The postal code entered in
the shipment request must be in either the 5-digits (12345) or 5+4 digits (12345-6789) format. If the postal code
format is incorrect, the shipment is not accepted, and an error message is displayed informing about the correct
format to use.

Resolved Issues

• Error message missing for shipment request without products: When correcting addresses for shipment
requests with validation errors in the Console, it was possible to submit the corrected request even though the
product quantity was zero. Only when the user clicked the back button in the form was an error message displayed.
This issue has been resolved and the “Shipment has no shipment items” message is now correctly displayed when
trying to submit the form without specifying a product quantity.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.3 Release 2.18.1 (3 December 2024)

New Features & Enhancements

• Shipment request bulk deletion: Functionality has been added to the All shipments page for bulk deletion of
shipments with status “Address not Supported by Carrier”. Console users can now filter out shipments with this
status and apply bulk deletion to the selected shipments.

Resolved Issues

• Shipment destination country selection issue: In some cases the Region/State field in the shipment request
form in the Console was not allowing input if a country other than the US or Canada was selected. This happened

218 Chapter 22. Release Notes



YubiEnterprise Services

even though the organization had other countries enabled. This issue has been resolved and users are now able
to select countries as expected.

• Unable to delete shipments: Previously in some cases users were unable to delete shipments with status “Await-
ing DPL Verification” in the Console. This issue has been resolved and shipments with this status can be deleted
as expected.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.4 Release 2.18.0 (2 December 2024)

New Features & Enhancements

• Shipping to multiple addresses (bulk shipments): When creating a shipment request to multiple addresses in
the Console, users can now select products from customized inventory, and customization IDs are displayed in
the product selection.

• Purchase orders: Customization support has been added to purchase orders for both FIDO Pre-reg and non-
FIDO Pre-reg type of customizations. A new column has been added to the Purchase order pages in the Console
displaying Customizations IDs where applicable.

• Dashboard: The Console dashboard layout and functionality has been updated for a better user experience.
Support for customizations has been added to display availability of customized inventory. The display of inven-
tory and associated form factors has been updated for a clearer view of availability. The “Only show shippable
inventory” toggle is now set to on “On” by default. The display of primary/secondary subscriptions and create
shipment request options have been enhanced to make it easier for users to select the right inventory.

• Shipment tracking: Functionality has been added to improve tracking of shipments sent to India. When a ship-
ment has arrived in India, a status email with updated information about carrier, tracking number, and tracking
service is sent to the shipment requestor.

• Shipment request confirmation: When creating a shipment request, the information on the confirmation page
has been updated to provide a more complete overview of details. The information includes display of address
validation override selection, product names and selected form factors, and any customizations applied.

• Shipment recipient address: The support for using non-latin characters in the shipment recipient address has
been removed. The reason for this is to avoid issues where carriers are not able to print address labels with
non-latin characters. If entering non-latin characters when creating a shipment request (Console and API), an
error message is displayed and the address fails the address validation. Accented characters (à, á, ä etc.) are still
permitted.

• Product selection: When creating shipment requests in the Console, the product selection has a new design for
improved usability. Also, functionality has been added making it possible to select both customized and non-
customized products form an inventory (FIDO Pre-reg type of customizations are excluded since these shipment
requests are not created in the Console).

• Products API: The GET /v1/products API has been updated to return customization_id in the products
payload. The field was already available but was previously set to return null.

Resolved Issues
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• Inventory allocation issue when editing shipment: Previously a Console user could not edit a shipment request
from an inventory with no remaining keys. Editing was not possible even if the user was not adding any products
when editing, and the shipment request update would fail. This issue has been resolved, and it is now possible
to edit shipment details for a shipment with no remaining inventory allocation.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.5 Release 2.17.8 (14 November 2024)

New Features & Enhancements

• Filtering of shipments: The functionality for filtering shipments in the All shipments page has been updated.
Shipment requests that failed due to address length limitations will be displayed with status “Address Not Ac-
cepted by Carrier” in the list of shipments. A filter has been added for this status in the advanced search so users
can filter out shipments that failed due to address length limitations.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.6 Release 2.17.7 (14 November 2024)

New Features & Enhancements

• Shipment notifications: The functionality for sending shipment notification emails to recipients has been up-
dated. Email notifications for address validation errors involving long street names in shipment addresses were
not sent out. Also, the shipment history message in the email was incorrect. This has been updated and the
correct email notifications are now sent out for this type of address validation errors.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.3.7 Release 2.17.6 (13 November 2024)

New Features & Enhancements

• Shipment recipient addresses: The handling of long shipment recipient addresses has been updated. In cases
where the shipment address is longer than what is accepted by the YubiEnterprise Delivery service and associated
carriers, the shipment will fail validation with status “Unable to format shipment address”. An email is sent
notifying the requester about the failure, informing them that the shipment request needs to be updated with a
shorter address. If the destination country is India, 120 characters can be used for Address line 1 and 2 in the
Console shipment request form. For other destinations, 105 characters can be used. Address validation override
cannot be applied for this type of validation failure.

Known Limitations

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.8 Release 2.17.0 (24 October 2024)

New Features & Enhancements

• Sorting of customizations: Sorting has been added to the table on the Customizations page. Console users can
now sort the table by “Customization ID” or “Status” to make it easier to locate a specific customization.

• Updated column header name: In the Users page in the Console, the table column header previously named
“Edit” has been changed to “Actions” to align with other tables of similar type. This column displays the different
actions, for example edit or delete, that can be performed for an item.

• Search filter enhancements for shipments: To help Console users locate a specific shipment, the granularity
of filter options has been improved in the table on the All shipments page. Users can now filter on for example
recipient first name and last name, address line 1, and city and state.

Resolved Issues

• Notification emails sent to suspended accounts: Previously when notifying recipients about shipment delivery
exceptions, the notification email was also sent to suspended (inactive) users in an organization. This issue has
been resolved, and notification emails are now only sent to active users.

• Issues when moving table columns: In some Console pages it was not possible to change the display order of
columns. When trying to drag and drop a column to a different place it would not snap into the desired position.
The problem appeared in for example the Purchase orders, Users, and Processed refunds pages. This issue has
been resolved and moving columns now work as expected in these pages.

• Form factor display text is cut off: When expanding the content for a subscription card on the Dashboard in
the Console, the display text for form factors with long names are truncated. This makes it difficult to understand
which form factor is available. This issue has been resolved, and the display has been adjusted so the entire form
factor text is visible.

Known Limitations

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays

22.3. 2024 221



YubiEnterprise Services

is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.9 Release 2.16.3 (23 September 2024)

Resolved Issues

• Error when resetting user in Console: An error message was displayed when a user was trying to reset another
user in the Settings page. This issue has been resolved, and resetting users for an organization now works as
expected.

Known Limitations

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.10 Release 2.16.1 (13 September 2024)

New Features & Enhancements

• Shipment CSV downloads: The functionality for downloading CSV files with shipment requests from the All
shipments page has been enhanced, and it is now possible to download large data files. When downloading a
large data file, a message is displayed informing the user that due to the size of the request, generation of the
download CSV file might take some time to complete.

Known Limitations

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
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is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.11 Release 2.16.0 (12 September 2024)

New Features & Enhancements

Address validation override - Console updates:

• Console users now have the option to override the system address validation from the All shipment and Shipment
details pages for shipments that failed due to address validation error. When overriding the address validation, a
confirmation message is displayed informing users of potential consequences such as additional costs. For more
information, see Overriding Address Validation.

• Console users now have the option to override the system address validation when creating single or multiple
shipment requests. Checkboxes have been added in the shipment creation forms that when selected will bypass
the address validation for the shipment. Confirmation messages have been added informing users of potential
consequences such as additional costs when bypassing the address validation. For more information, see Shipping
to a Single Address and Shipping to Multiple Addresses.

• When performing address validation override for a single shipment in the Console, the confirmation dialog dis-
plays the address fields for the associated shipment. The information is displayed both when creating and editing
a shipment.

• When performing address validation overrides for multiple shipments at the same time in the Console, a confir-
mation dialog has been added. The dialog informs users of potential consequences such as additional costs when
overriding the address validation. For more information, see Overriding Address Validation.

• Support for different address validation override scenarios has been added when editing a shipment request. For
example, if address validation override was previously applied for a shipment, the address validation override
checkbox is pre-selected when editing the shipment. Also, the address validation override option is enabled or
disabled depending on the state of the shipment.

• A new column displaying whether address validation override has been applied for a shipment has been added
to the table in the All shipments page in the Console. A new filter option has been added allowing users to filter
out shipments with address validation override. If address validation override was applied for a shipment, this is
clearly indicated in the Shipment status section of the Shipment details page.

• When shipments fail due to address validation errors, email notifications are sent for each of the failed shipments,
to the user that created the shipment. These email notifications are now grouped before being sent, to reduce the
amount of emails.

• The CSV file on the All shipments page in the Console has been updated to include a field for address validation
override. This information allows users to for example perform data analysis on shipment validation failures.
For more information, see Downloading List of Shipments.
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Address validation override - API updates:

• New API endpoints have been implemented that supports performing address validation overrides on multiple
shipments. The shipment update and creation APIs have been updated to indicate whether the default address val-
idation should be overridden. If address validation is overridden, the shipment will still undergo DPL validation.
For more information, see the YubiEnterprise API docs.

• The /shipments_exact API endpoints (including shipment details sub-routes) have been updated to include
address validation information. A boolean field has been added indicating if address validation was overridden
for a shipment.

• An address_validation_bypass field has been added to the API to indicate shipments where address valida-
tion was overridden during create. The /shipments_exact endpoints (including shipment details sub-routes)
now return shipments with address_validation_bypass set to true for these shipments.

• API support has been implemented for address validation override when uploading a CSV file to create multiple
shipment requests at the same time. A flag has been added indicating that address validation will be skipped for
all shipments in the CSV file.

• The shipment create and update APIs for FIDO Pre-reg shipment types have been updated to indicate whether
the default address validation should be overridden. If address validation is overridden, the shipment will still
undergo DPL validation.

Other updates:

• Console table column ordering: When a user changes the order in which columns are displayed in tables, the
updated order preference is preserved so the user does not have to re-order columns again on next login. The
enhancement applies to all pages with tables in the Console.

• Date and time display: The format for display of date and time in the Console has been unified for a more
consistent user experience. The date and time format is now localized based on the user’s timezone, for example
Jul 2, 2024, 09:48 AM MST (US) and 2 juli 2024 09:48 GMT-7 (Sweden). The update applies to all instances
within the Console.

• Product name change: To enhance the user experience, “Standard product” has been renamed to “Physical prod-
uct” in all instances in the Console. A physical product refers to keys and lanyards, as compared to subscriptions
and tiers.

Known Limitations

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.3.12 Release 2.15.4 (26 August 2024)

Resolved Issues

• Wrong company name on shipping label: The customer’s organization name instead of the recipient’s company
name was printed on the shipping label. This issue has been resolved, and the recipient’s company name as
entered by the customer in the shipment request is now printed on the shipping label.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.13 Release 2.15.0 (15 August 2024)

New Features & Enhancements

• Console login: Functionality has been added to enforce expiration of one-time tokens used during login. Previ-
ously when a user received an email with a reset link (one-time token), and then reset their login again, another
email with a login link was sent while the one in the previous email was still valid. Each link would expire 7
days after creation. With the new functionality, any new user reset invalidates links in previous emails and only
the link in the last email can be used.

• Create shipment error handling: Error handling when creating shipments has been improved so that users
do not have to correct errors one by one during repeated submissions of the create shipment form. If there are
multiple errors or missing data in required fields in the form, incorrect fields are now clearly highlighted upon
the first submission of the form.

• Shipment bulk deletion: Deletion of multiple shipments can now be done directly in the All shipments page
through a new multi-select feature. Only shipments with certain statuses can be selected for deletion. A quick
filter has been added to filter out shipments with statuses allowing them to be deleted.

• Bulk shipment CSV file processing: The processing of uploaded CSV files when creating multiple shipment
requests (bulk shipments) has been improved to avoid the creation of duplicate shipment requests. If a file with
the same set of addresses as a previous file is uploaded within the last 90 days, a notification is displayed to the
user informing about the duplicate upload.

• Address validation failed status name: The status message displayed to users when the address validation failed
for a shipment was unnecessarily verbose and confusing. Therefore the status message has been changed from
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the previous “Address is undeliverable or could not be understood” to “Address Validation Failed”. The change
applies to both new and existing shipments with address validation failures. The status code (7) has not been
changed, only the message.

Resolved Issues

• Inactive products available for selection: Previously when creating a shipment and selecting products, in some
cases products that had been inactivated still appeared available for selection. This issue has been resolved, and
inactive products are now filtered out and are not available for selection.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.14 Release 2.14.3 (25 July 2024)

Resolved Issues

• Inventory error: In some cases certain shipments that included custom-programmed keys were incorrectly
receiving an insufficient inventory error. This issue has been resolved, and fulfillment of these shipments now
works as expected.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
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Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.15 Release 2.14.2 (23 July 2024)

Resolved Issues

• Incorrect tracking links: In some cases, incorrect tracking links were displayed for shipments handled by
Yubico in-house fulfillment. Instead of displaying a tracking link to the associated carrier, the tracking link was
pointing to a generic search for the specific tracking number. This issue has been resolved, and the tracking link
now correctly points to the tracking page of the associated carrier, if this is known.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.16 Release 2.14.1 (22 July 2024)

Resolved Issues

• Broken links to contact Yubico Support: The path for the “Contact Yubico Support” link was changed from
/yubienterprise-subscription/ to /yubikey-as-a-service/ which caused some links in the YubiEn-
terprise Console user interface and the user guide to break. This issue has been resolved. The “Contact Yubico
Support” links have been updated to the correct one in all instances and are now working properly.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.
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• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.17 Release 2.14.0 (18 July 2024)

New Features & Enhancements

• Customizations: Console Owners can now add user-friendly Customization labels to Customization IDs to make
it easier to identify specific customizations and understand what they include. Customization labels can be added
and updated, and shared between multiple organizations. Console users can view Customization labels, but only
Console Owners can add and edit them. For more information, see Adding Customization Labels.

• API: The following APIs previously listed as deprecated, will be removed:

– /shipments. Use /shipments_exact instead.

– /shipments/bulk. Use the Console user interface instead.

– /shipments/bulkvalidate. Use the Console user interface instead.

– /shipments/{shipmentId}. Use shipments_exact/{shipmentId} instead.

– /address-validation. Use /validate-address instead.

– /shippablekeys. Use GET /v1/inventory and GET /v1/products instead.

For more information, see Deprecated APIs: Overview and the YubiEnterprise API documentation.

• API: Additional validation has now been added to the Create FPR Shipment API to verify that the FIDO2 en-
crypted requests use a valid Transport Key ID. Requests with an invalid Transport Key ID will fail during ship-
ment creation with a “400 Bad Request” error.

• Customizations: Customization labels (friendly names) have been added to the details for Refunded shipments
to make it easier to identify the customized inventory associated with a refund. If no Customization label exists
for a customization, the Customization label column is empty.

• Customizations: Customization labels (friendly names) have been added to the Shipment details page to make it
easier for users to understand which customizations are associated with a specific shipment. If no Customization
label exists for a customization, the Customization label column is empty.

• Customizations: An audit log feature has been added so that Console users can view the changes to customiza-
tion labels (friendly names). A change history icon has been added to the Actions column in the Customizations
page. The history information includes the date when a change was made, the updated customization label, and
the email of the user that made the change. For more information, see Customizations.
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• API: The listShipmentSearchDescriptionAPI has been deprecated and will only be available until January
2025. The /shipments_exact/search-description API should be used instead.

• API: The deprecation messages for the deprecated /organization/users and /organization/users/
{email} APIs previously displayed under the Request Body Scheme section have been moved to the Title
section in the API documentation.

• API: A deprecation message for the /organization/users/search-description API planned to be re-
moved starting November 2024, has been added in the API documentation.

• API: The /purchaseorders/csv API is being deprecated and will only be available until Jan 2025. There is
no replacement API for this functionality.

Resolved Issues

• Disabled product filtering: Previously when a product had been disabled for an organization, the product would
not be available on the dashboard or when creating a single shipment but would still appear in the bulk shipment
CSV template for the organization. If using the column for a disabled product when creating a bulk shipment,
the request would be rejected due to an invalid product ID. This issue has been resolved and disabled products
are filtered out.

• Console Owner role change: In cases where there was only one Console Owner for an organization, it was
possible for this user to change their own role to for example Console Admin. Doing this removes the ability to
manage organization users as only Console Owners can add and delete users. This issue has been resolved. If
there is only one Console Owner for an organization, they cannot change their role without adding at least one
other Console Owner first.

• Tracking status: Previously the “coming soon” tracking status for the shipping provider was displayed as a
clickable link pointing to an irrelevant website. This issue has been resolved, and the hyperlink has been replaced
with plain text in all places where it was displayed, including the Shipment summary table, the CSV file export,
bulk shipment operations, and Shipment details.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.3.18 Release 2.13.0 (20 June 2024)

New Features & Enhancements

• Console: The user interface components in the Console have been updated. The updated version includes per-
formance improvements, new table column selection with reset option, and updated date picker when searching
and filtering table data in pages.

• Download shipments: The is_fido_preregistered column has been removed from the CSV download file.
This column is not needed since FIDO Pre-reg shipments are already included in the shipment type column
when downloading shipment data.

Resolved Issues

• Processed refunds: When displaying refunds on the Processed refunds page in the Console, there was a mis-
match between the number of rows in the table and the page size set in the pagination. In some cases, the table
contained fewer rows than the total number of rows as defined in the pagination setting. This issue has been
resolved, and the total number of displayed rows as set in pagination is now correct.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.19 Release 2.12.0 (6 June 2024)

New Features & Enhancements

• Console: The “Customization” page and its navigation links were renamed from “Customization IDs” to more
accurately reflect the content of the page. For more information, see the new Customizations section in the
Console guide.

• Console: When downloading a CSV file with shipments in the All shipments page, the user is notified when
trying to download a file that is greater than the download limit (50,000 records). When hovering over the
download button, a notification is displayed informing the user that they should refine their search because the
download file contains too many rows.

• API: Support has been added to include serial number and firmware version in the CSV file when downloading
shipments from the All shipments page. New columns for description, quantity, cost, serial number and firmware
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version have been added for each physical product. Serial number and firmware version are only displayed for
FIDO Pre-reg shipments.

Resolved Issues

• Console: Previously when a user’s password was reset, the session was not properly terminated. This issue has
been resolved. When a user’s password is reset, all sessions belonging to the user whose password was reset, are
destroyed. The next time the user interacts with the Console, they will be asked to log in again.

• Console: A user was initially invited to the Console through an email containing a mix of uppercase and low-
ercase letters. When the same user with the same email address was invited again, the email contained only
lowercase letters which caused the system to consider the user as new, requesting a login creation. This issue has
been resolved and case-insensitive checks have been added.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.20 Release 2.11.0 (23 May 2024)

New Features & Enhancements

• Console: The serial number and firmware version for pre-registered keys in FIDO Pre-reg shipments (Limited
Early Availability service) can now be viewed in the Shipment details page. When clicking Details in the new
Action column, a list with serial numbers and firmware for the selected inventory is displayed. The list supports
pagination.

• Console: Support has been added for searching on pre-registered keys (FIDO Pre-reg Limited Early Availability
service) associated with specific serial numbers or firmware versions in the Console. Filters for serial number
and firmware version have been added to the advanced search functionality.

• Console: Support has been added to view Customization IDs associated with shipment of custom keys in the
Console. A Customization ID column has been added in the Item details section of the Shipment details page.
The information is only visible if a shipment contains customized inventory.

• Console: A Customization IDs page has been added to the Console so that users can view all Customization
IDs associated with their organization. The Customization IDs are displayed together with information about the
status of the customization to show if it is in use. The Customization IDs page is only visible if an organization
has associated Customization IDs.
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• Console: The table headers in the Console have been enhanced. When displaying more than 25 rows in any
table, the table header will remain visible at the top when scrolling down on a page, making it easier for users to
understand the column contents.

• API: The User management API has been updated. New endpoints are introduced replacing the existing one,
some endpoints have moved, and a new endpoint has been added. Previously the User management API was
including the email of the user in the path parameter. The endpoints have been changed to include the user ID
instead of the email address.

The following endpoints have been replaced:

• Change user role:

– Old: POST /v1/organization/users/reset/{email}

– New: PUT /v1/users/{userId}; body {"roles": ["org-owner","distributor",
"reseller"]}

• Reset user account:

– Old: POST /v1/organization/users/reset/{email}

– New: POST /v1/users/{userId}; body {"action": "reset-user"}

• Reset user password:

– Old: POST /v1/organization/users/reset-password/{email}

– New: POST /v1/users/{userId}; body {"action": "reset-password"}

• Delete user:

– Old: DELETE /v1/organization/users/{email}

– New: DELETE /v1/users/{userId}

The old endpoints are deprecated and will be available until November 23, 2024.

The following endpoints were added or moved:

• Gets one user for an organization:

– New: GET /v1/users/{userId}

• Gets all users for an organization:

– Old: GET /v1/organization/users/

– New: GET /v1/users/

• Returns a list with searchable user fields:

– Old: GET /v1/organization/users/search-description

– New: GET /v1/users/search-description

• Creates new user for an organization:

– Old: POST /v1/organization/users/

– New: POST /v1/users/

For more information, see the YubiEnterprise Delivery API documentation.

• Console: A shipment’s delivery type (Normal or Expedited) for shipments of pre-registered keys (FIDO Pre-reg
Limited Early Availability service) can now be edited on the Shipment details page. FIDO Pre-reg shipments
can be edited in the same states as for automated shipments.
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• Console: It is now possible to view Customization IDs associated with purchase orders for custom keys in the
Console. A column has been added in the Products section of the Purchase order details page, displaying the
Customization ID and its status (whether it is in use or not). The information is only visible if a purchase order
contains customized inventory.

• Console: Users can now view Customization IDs associated with refunded customized shipments for their orga-
nization. A column displaying Customization IDs has been added to the Refunds section of the Shipment details
page.

Resolved Issues

• Console: In the Shipping section on the Shipment details page in the Console, information is displayed about
the shipping provider and tracking. Previously the status “coming soon” appeared as a clickable link pointing to
an irrelevant website. This issue has been resolved, and the hyperlink has been removed.

• Console: When entering a login URL with a leading space in the SSO configuration form for an identity provider,
the URL was not validated. This issue has been resolved, and the entered login URL is now properly validated.

• Console: A user with Console Owner role for an organization issued a machine token for authentication. The
user’s role was then changed to Distributor (Distributor Role). After this role change the user was still able to use
the previously issued machine token. This issue has been resolved. When roles in an organization are updated
for a user, and the new role is not Console Owner or Console Admin, any machine tokens issued by the user will
be removed.

• Console: Previously when clicking Create shipment request from an inventory card on the Dashboard, the create
shipment form was empty instead of being pre-filled with information from the clicked inventory source card.
This issue has been resolved. When creating a shipment request by clicking a card on the Dashboard, the Reseller
and Product selection fields are pre-filled.

• Console: A shipment request was placed for a license that the organization no longer had inventory for. The
shipment was accepted even though there was no inventory, and the shipment remained in status “Accepted for
Fulfillment”. This issue has been resolved, and a shipment request will fail during processing if there is no
available inventory.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.3.21 Release 2.10.3 (25 April 2024)

Resolved Issues

• Previously when creating a shipment request in the Create new shipping request page, the “Shippable count”
was not displayed if the remaining allocation was less than the subscription amount for a form factor. Because
“Shippable count” is also used for displaying the amount of customized keys available for shipping, this caused
inconsistency in the display of the amount of shippable keys. This issue has been fixed. If a form factor has an
inventory allocation, “Shippable count” is always displayed when selecting products for a shipment request.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.22 Release 2.10.0 (11 April 2024)

New Features & Enhancements

• API: The update shipment validation has been updated to support customization ID and customizable inventory.
BasicShipmentValidation now verifies the following:

– The customization has includes_fpr flag set to true.

– The product_id product’s corresponding shippable item has is_custom flag set to true.

– The validate-by-partner check verifies that a partner is configured for FIDO Pre-reg or any shipment
type for that organization.

• Console: The contact support link in the Console and the login page has been updated to reduce the number of
clicks a user has to take to submit a support request. When clicking the support link, users are now taken directly
to the YubiEnterprise Delivery support page with the support form opened. Previously a user had to click to
open the form to enter data.

• API: validate-address has been updated to support shipments of type Auto FIDO Pre-reg (pre-registered
keys). This API is used to verify addresses for shipments of pre-registered keys as part of the fulfillment process.

Resolved Issues
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• API: When calling the POST endpoint /v1/organization/users/reset/valid.email@yubico.com in a
scenario where the user does not exist in the organization, the API was incorrectly returning a 500 error. This
issue has been resolved and the API returns the correct 404 error.

• API: When calling the POST endpoint /v1/organization/users/reset/invalid-email in a scenario
where the user’s email is invalid, the API was incorrectly returning a 500 error. This issue has been resolved,
and if the user’s email is invalid the API now returns a 400 error.

• API: When calling the POST endpoint /v1/organization/users/reset/valid.user@yubico.com in a
scenario where the user had been suspended and had a + sign in their email, the API was incorrectly returning a
500 error. This issue has been resolved. The suspended user is reset and the API returns the correct 200 error.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.23 Release 2.9.2 (29 March 2024)

Resolved Issues

• Inability to edit shipment request: When a user attempted to edit a shipment request which (a) contained
standard products inventory and (b) failed validation for a reason unrelated to inventory, the original standard
products selection was pre-populated and could not be changed. This was caused by the inventory becoming
unavailable between shipment request creation and the moment when the user attempted to modify the request.
This issue has been resolved and inventory that has become unavailable in the meantime no longer pre-populates
the form.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
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that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.24 Release 2.9.0 (14 March 2024)

New Features & Enhancements

• Console: The Shipment details page has been reorganized to make better use of available space. The shipment,
status, recipient, and item details information is presented in clear sections, and a new status progress bar is added
for better overview.

• Console: The click behavior of the left navigation menu in the Console has been aligned for a more consistent
user experience. Clicking on a parent menu item expands the section to display sub-items if these exist. A
sub-item must be clicked on to display its page content.

• Console: To make it easier for users to navigate the YubiEnterprise Console, all pages now have page headers.
These are located under the breadcrumb navigation at the top, informing users what page in the structure they
are currently on.

Resolved Issues

• Console: When editing an automated shipment with inventory from a subscription or virtual product with inven-
tory allocation “0”, the form factor quantity field was prefilled with the original quantity but could not be edited.
This issue has been resolved, and the field can now be edited.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.
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22.3.25 Release 2.8.4 (7 March 2024)

Resolved Issues

• Console: Shipment address validation was failing for FIDO Pre-registered shipment types (Limited Early Access
feature) even if the address was correct. This issue has been fixed and the address validation for FIDO Pre-
registered shipment types is now working as expected.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.26 Release 2.8.3 (6 March 2024)

Resolved Issues

• Console/bulk shipments: When creating a shipment request and submitting a valid bulk shipment CSV file,
a success message was displayed. However, due to a validation failure the shipment was not actually being
generated. This issue has been resolved, and bulk shipment requests are successfully validated and generated.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.
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• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.27 Release 2.8.1 (22 February 2024)

Resolved Issues

• Console/bulk shipments: Uploading a CSV address file containing an incorrect column header caused an error
displaying a misleading and uninformative message. This issue has been fixed. Should you submit a file with an
incorrect header, the error message displayed is now correct and more helpful.

• Console: The Address line 3 field used when creating shipment requests was removed in release 2.8.0. How-
ever, the field still appeared in some instances when editing shipments. This issue has been fixed and the Address
line 3 field is removed.

• API: Following the removal of the Address line 3 in forms (release 2.8.0), the corresponding street_line3
field in all parts of the API documentation where this field appears have been marked as deprecated. API
responses continue to support street_line3 for existing shipments and purchase orders that contain this infor-
mation.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see SSO: Known Limitations.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.28 Release 2.8.0 (15 February 2024)

New Features & Enhancements

• Console/API: The Address line 3 field in the shipment creation form has been removed for all countries.
Following this removal, the corresponding street_line3 field in the shipment API will be deprecated. The
field will only be available until September 2024, and there is no replacement functionality.

• Console: You can now conveniently access the functionality for managing your credentials by clicking on your
user name in the upper right corner of the page when logged in to the Console. This also provides quick access
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to log out. The Profile page where this functionality previously existed has been removed. For more information,
see Managing Your Account.

• Console: The page footer has been updated. The Yubico logo is removed, and the footer size has been reduced to
take up less space. The footer is no longer “sticky” meaning that you only see the footer when you have reached
the end of a page.

• Console: The behavior of the left menu navigation is enhanced. You can now collapse and expand the menu by
using the [ key, as well as by hovering over the menu with the mouse. The entire list of a user’s organizations is
now displayed without the need of vertical scrolling.

• Console: You can now conveniently access the functionality for managing API tokens from the dropdown menu
at the top of the left menu. The Profile page where this functionality previously existed has been removed. For
more inforamtion, see Generating API Tokens.

• Console: To highlight the recent important changes to the bulk shipment flow and the new CSV templates, a
login banner message has been added to the Console. The message notifies about the changes, and provides a
link to Shipping to Multiple Addresses in the Console user guide for supporting information.

Resolved Issues

• Console: The role selector at the top of the left menu was showing the wrong color for Distributor and Reseller
roles when these were selected. This issue has been resolved and the correct colors are now rendered for all roles
when selected.

• Console/account management: A user had MFA registered for their account, and the password was reset but
the password reset email was lost. The password was reset again but this time no email was sent. This issue
has been resolved. When resetting passwords, any existing reset tokens are discarded, and a new email with a
password reset link is sent to the user.

• Console: When trying to delete shipments that failed because of insufficient allocated inventory, this was not
possible. This issue has been resolved, and you can now delete and resubmit these failing shipment requests once
more inventory is allocated.

• Console: When selecting an organization at the top of the left menu, long organization names were truncated and
could not be read. This issue has been resolved and you can now read the full organization name when switching
organizations.

• Console: Following the removal of the Address line 3 field in the shipment creation form, the address tem-
plate CSV file for creating bulk shipments no longer includes a column for Address line 3. Ensure to always
download new template files when creating a bulk shipment request.

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.
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• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.29 Release 2.7.0 (18 January 2024)

New Features & Enhancements

• The list of countries supported by YubiEnterprise Delivery has been very substantially extended for single key
shipments. The newly available countries are:

– Albania

– Argentina

– Bosnia and Herzegovina

– Brazil

– Colombia

– Costa Rica

– Dominican Republic (the)

– Egypt

– Guatemala

– Guernsey

– Isle of Man

– Jamaica

– Jersey

– Malaysia

– Montenegro

– Pakistan

– Panama

– Peru

– Puerto Rico

– Serbia

– South Africa

– Korea (the Republic of)

– Turkey

The full list of countries available is in the YubiEnterprise Delivery Price list.

Please contact Yubico Support if your organization is interested in enabling any of these countries for single-key
shipments.

• Console: Account security - new functionality has been added so that when a security key is removed or added
by a user for an account, or when a password is changed, an email is sent to the user. The email informs about
the security-related changes, allowing the user to take actions if needed.
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• Console: Organizations - if you manage more than one organization, you can now quickly switch between them
through a new menu available right next to the organization name at the top. Previously you had to navigate to
your Profile page and select a different organization from there.

• Console: Bulk shipments - the process has been improved to make it easier when creating shipment requests
to multiple addresses. The CSV template for uploading recipient information has been simplified and products
can now be selected in the Console, and from all available inventories. For more information, see Shipping to
Multiple Addresses.

• Console: Previously when logging in to the Console, a notification about the recommendation to add more
Console Owners was shown to all users, regardless of whether the user’s organization hade multiple Console
Owners or not. This notification has now been adjusted so that only users belonging to organizations with a
single active Console Owner will see the notification.

• Console: When creating shipment requests, some of the country names have been changed to match the ISO
3166 standard for country codes. For example, “United States” is renamed to “United States of America (the)”,
and “United Kingdom” is renamed to “United Kingdom of Great Britain and Northern Ireland (the)”. You can
see the new names for example when creating shipment requests and selecting destination countries.

• API: Starting with release 2.7.0, the APIs for bulk shipment requests will be deprecated. The deprecated APIs
will be available only until June 2024. From July 2024, the only method for submitting bulk shipment requests
is to use the YubiEnterprise Console. The following APIs will be removed:

– POST /v1/shipments/bulk

– GET /v1/shipments/bulk

– POST /v1/shipments/bulkvalidate

Resolved Issues

• Inventory/From Stock: The option to specify the inventory to draw from was not available when using the CSV
file with the API or when creating bulk shipments. This issue has now been resolved by the implementation of
the new bulk shipment process in release 2.7.0.

• Console: When creating bulk shipment requests and uploading the CSV file, the validation processing was slow
and sometimes took too long, causing the browser to time out. The issue was caused by a performance problem
which has been resolved.

• Console: When onboarding the Console for the first time as a demo user, a notification about the recommendation
to add more Console Owners was shown. However, users in demo mode are not permitted to take the actions
described in the message. This issue has been resolved, and demo users will now see a different message.

• Shipment fees: The flat $65 fee for single-key shipments that should have been applied to the following territories
and countries is not being applied correctly.

– US:

∗ American Samoa

∗ Guam

∗ Federated States of Micronesia

∗ Marshall Islands

∗ Northern Mariana Islands

∗ Palau

∗ Puerto Rico

∗ The U.S. Virgin Islands

– International:
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∗ · French Guiana: maps to France (FR) country code

∗ Guadeloupe: maps to France (FR) country code

∗ Saint Martin (French part): maps to France (FR) country code

∗ Martinique: maps to France (FR) country code

∗ Réunion: maps to France (FR) country code

∗ Jersey: maps to United Kingdom (GB) country code

∗ Isle of Man: maps to United Kingdom (GB) country code

∗ Guernsey: maps to United Kingdom (GB) country code

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

• Address entry - postal codes: Several countries supported by YubiEnterprise Delivery do not use postal codes
(for example Hong Kong, United Arab Emirates). However, postal codes are required when creating a shipment
request, so a request without a postal code will not be successful. Workaround - For shipping to countries
without postal codes, enter 00000 in that field.

22.3.30 Release 2.6.8 (8 January 2024)

Resolved Issues

• Console: When creating a shipment request, entering a region/state was also required for countries other than
the US and Canada, when selecting a destination country. This issue has been fixed, and region/state is now only
required when selecting the US or Canada as destination country.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.
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• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.3.31 Release 2.6.7 (8 January 2024)

Resolved Issues

• Console: When submitting a shipment request, the country in the address field was changed to the US as default,
even if the country originally entered was a different one. This has been fixed, and the correct country is now
applied when submitting a shipment request.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.3. 2024 243

https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.ship24.com/couriers/india-post-tracking
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.ship24.com/couriers/india-post-tracking


YubiEnterprise Services

22.4 2023

22.4.1 Release 2.6.2 (7 December 2023)

Resolved Issues

• API: A change introduced in release 2.6.0 slightly altered the sorting functionality, breaking backwards compat-
ibility. The correct behavior has now been restored.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.2 Release 2.6.1 (7 December 2023)

Resolved Issues

• API: Support for filtering on integer fields using the exact operator when performing advanced search was
accidentally removed in release 2.6.0. The correct behavior has now been restored.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.
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• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.3 Release 2.6.0 (7 December 2023)

New Features & Enhancements

• Console: Customers, distributors and resellers can now get a clearer view of how many products are available
for shipping. If there is an allocation set for a specific product due to limited availability, a notification showing
the number of allocated shippable products is displayed on the Dashboard and when accessing the Create
Shipment Request form. Users are prevented from creating shipments when their inventory selection exceeds
their available shippable inventory. For more information, see Shippable Inventory.

• Console: The Edit Shipment functionality has been enhanced by improved design. For more information, in-
cluding screenshots, see Editing or Deleting Shipments.

Resolved Issues

• Console: The NetSuite sales order number field in the Purchase Order details page has been removed, as the
information was superfluous.

• Console: In the Distributor and Reseller views of the Purchase Order details, the Distributor ID line was shown.
Since it is not used in any workflows, the line has been removed.

• API: The API documentation has been updated for the shipments_exact APIs to indicate that the
shipped_date and delivered_date fields are nullable.

• In rare situations, the tracking_link field for Royal Mail shipment details was not being populated. This issue
has now been fixed.

• API: Because the enum subscription_type should be included in the response for GET /v1/products, the
subscription_type field has been added to the /products API.

• Console and API: When creating a shipment request, the total number of selected form factors cannot exceed the
shippable count. This prevents users from creating shipment requests that would otherwise fail due to insufficient
allocation. For more information, see Shippable Inventory.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.
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• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.4 Release 2.5.1 (31 October 2023)

Resolved Issues

• Console: The search results generated by using the Console’s search function to filter on shipments were not
the same in the GUI as they were in the downloaded CSV file. For example, filtering shipments by Shipment
address with multiple string terms, each separated from the next by a space, as in contains: stockholm
1 might have shown 60 shipments in the Console UI, but the downloaded CSV file would have contained none
at all. This issue has now been fixed, and the results displayed by the Console UI are accurately reflected in the
downloaded CSV file.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

246 Chapter 22. Release Notes

https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.ship24.com/couriers/india-post-tracking
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.ship24.com/couriers/india-post-tracking


YubiEnterprise Services

22.4.5 Release 2.5.0 (26 October 2023)

New Features & Enhancements

• Console Organizations now receive notification to add at least one more Console Owner if they currently have
only a single owner. Console Owner is the only role that can perform password and account resets for users who
have been locked out. Organizations that have only a single Console Owner who locks themselves out or leaves
the organization will be obliged to contact Yubico to set up a new Console Owner.

Resolved Issues

• API: When getting a purchase order by its ID, extra, undocumented fields were returned. When a re-
quest for GET /v1/purchaseorders/{purchaseorderId} was sent, the response included (is_vat_valid,
is_tax_exempt, is_post_pay). These extra fields are no longer returned.

• The country name “Vietnam” was wrongly spelt as two words, “Viet Nam”, in several locations, such as in the
list of countries to which an organization could ship, and in the shipment creation process. This issue has now
been fixed, and “Vietnam” is no longer listed as two words.

• Console: On the Settings tab, the Email field for adding new members is now limited to 255 alpha-numeric
characters. This limit applies when adding a new user or editing an existing user.

• API: The public API documentation has been corrected to reflect our implementation for shipment APIs. The
following were strings in the public API documentation; they have now been corrected to integer<int64>.

– shipment_product_cost,

– shipment_product_taxes,

– shipment_product_vat,

– shipping_service_cost,

– shipping_service_taxes,

– shipping_service_vat,

– total_shipment_product_cost,

– total_shipment_tax_cost,

– total_shipment_vat_cost,

– total_shipping_service_cost,

– total_keys_shipped.

Similarly, the shipment_destination_vat_rate was a string in the public API documentation; it has now
been corrected to number<double>.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.
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• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.6 Release 2.4.3 (4 October 2023)

New Features & Enhancements

• roles, a new member of the org struct that supports multiple roles per org ID per user, has been added to the
/auth/me endpoint of the openapi spec. The roles struct member replaces the top level roles field, which has
been deprecated.

Resolved Issues

• Previously, when an enterprise console user attempted to download the shipments.csv file after sorting some of
the Shipments table columns, the following error message appeared: “Unable to download refund csv, please try
again later.” This has been fixed so that users can successfully download the shipments.csv file no matter which
columns have been sorted.

• Previously, the error message displayed during a failed attempt to download the shipments.csv file mentioned
the refunds.csv file instead of the shipments.csv file. This has been fixed.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.7 Release 2.4.2 (3 October 2023)

New Features & Enhancements

• The file size of the animated YubiKey on the YED Console login screen has been reduced.

Resolved Issues

• The IDP note on the Configure SAML Single Sign-On page under Settings in the YED Console has been
updated to the following statement: “Note that each IDP has different labels for these fields, and the sequence of
fields varies from one IDP to the next.”

• The YED console login page was struggling to load due to the file size of the page’s animated YubiKey. This
has been fixed so the login page loads as expected.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.
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22.4.8 Release 2.4.1 (28 September 2023)

Resolved Issues

• Previously, if a user toggled the Only show shippable inventory switch on the customer dashboard, but the
customer did not have any remaining shippable inventory, the toggle and the inventory section of the dashboard
disappeared. This has been fixed so the inventory section and toggle remain visible, and a message indicating
“No shippable inventory found” is displayed.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.9 Release 2.4.0 (28 September 2023)

New Features & Enhancements

• 1-Tier and 2-Tier Sales: YubiEnterprise Console now supports inventory purchase and consumption for Yubico
and its channel partners - Distributors and Resellers as well as End-customers.

• Console: The Terms & Conditions for use of YubiEnterprise Services/Delivery have been updated and with the
release of version 2.4.0, all new and returning users will need to indicate acceptance, otherwise they will not be
able to log in to the Console. Each user’s acceptance will be logged with the relevant timestamp.

• Console: Console Owners can now assign, add, view and remove the Distributor role as needed for efficient user
management within the organization.

• Console: Console Owners can now assign, add, view and remove the Reseller role as needed for efficient user
management within the organization.
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• Console: Distributor view of Reseller list: so that distributors can efficiently manage and monitor the resellers
associated with their distributing activities, the Console displays a list of their resellers. For more information,
see Roles and Permissions.

• Console: Reseller view of End Customer list: so that resellers can efficiently manage and monitor the end-
customers associated with their reselling activities, the Console displays a list of their end-customers. For more
information, see Roles and Permissions.

• Console: Because a user can have multiple roles/views in the same organization, the Users page lists the ones
that apply for each user.

• Console: Automatic Selection of Login Role: If the user logging in to the Console has multiple roles, the highest
priority role is selected, with the top role being Org Owner, followed by Org Admin, Org Auditor, Distributor,
Reseller in that order. The user then arrives at the appropriate landing page.

• Console: SSO: The release of YubiEnterprise Services 2.4.0 heralds support for SSO initiated both by the Service
Provider (SP-initiated SSO) and by the Identity Provider (IDP-initiated SSO).

• Console: IDP-initiated SSO: Org owners can now enable IDP-initiated SSO by logging in to the Console with
credentials, going to the Settings > SSO tab, configuring IDP-initiated SSO, and clicking the new checkbox for
it. For more information, see Supported SSO Initiation Forms.

• Console: SSO: Org owners logged in to the Console via SSO are now able to see whether IDP-initiated SSO has
been enabled and view the URL for IDP-initiated SSO by going to the Settings > SSO tab.

• Console: All users are able to see on the Purchase Orders page the YE Delivery column showing whether the
PO in question is available for shipping via YubiEnterprise Delivery.

• Console: The Shipment Creation page displays new information on the number of items available to be deliv-
ered: subscription products plus helper text for standard products.

• Console: On the Dashboard, there is no Create Shipment Request button if there are no products available
for delivery.

• In the refunds.csv file, the channelpartner_name column has been renamed reseller_name and the chan-
nelpartner_id column has been renamed reseller_id. The values in the columns continue to be those for the
channel partner name and ID.

• In the shipments download file (shipments.csv) the channelpartner_name column has been renamed re-
seller_name, and the channelpartner_id column has been renamed reseller_id. The expected values in these
columns remain unchanged, i.e., the channel partner name and the channel partner ID.

• In the bulk_shipment_template.csv file that is downloaded when preparing to submit shipment requests in
bulk, the ChannelPartnerID column has been renamed ResellerID. The expected values for this column remain
the same.

Resolved Issues

• Console: New and returning customers are now asked to read and agree to the updated YubiEnterprise Console
Acceptable Use Policy. Once the policy has been agreed to, the customer may access the console.

• Console: In the Shipments table, the tracking number was occasionally missing even though the status showed
that the shipment had been delivered; however, the detail view of such a shipment would show the tracking
number. This issue has now been resolved; the tracking number always shows up on the main page as well.

Known Issues

• If a user toggles the Only show shippable inventory switch on the customer dashboard, but the customer does
not have any remaining shippable inventory, the toggle and the inventory section of the dashboard disappear.
Workaround: reload the page or navigate away from the page and return to it.

Known Limitations
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• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

• Google Workspace cannot support both the Service Provider-initiated ACS URL and the Identity Provider-
initated ACS URL at the same time. Neither is it possible to set up two different SAML Apps in the same
Google Workspace, because Google Workspace enforces SP EntityID uniqueness across all SAML Apps in the
workspace. For more information, see the Known Limitations section of the SSO topic.

22.4.10 Release 2.3.0 (31 August 2023)

New Features & Enhancements

• Console: Typically the shipment carrier needs the recipient’s telephone number for delivery. The Contact phone
field for single shipments now has a tooltip explaining its purpose and the consequences of omission. “This phone
number will be used by the carrier to complete the last stage of delivery. Submitting an invalid phone number
may result in the order being returned to sender.” See Shipment Request Form Fields for context.

Known Issues

• Console: If you are on the second page of viewing a table (showing, for example, items 101-200) and you reload
your browser, that second page you were on now displays as page 1 and the items that were 101-200 now display
as items 1-100. The first page of the table has thus become inaccessible. Workaround: Change the size of the
page.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.
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• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.11 Release 2.2.0 (27 July 2023)

Resolved Issues

• Console: The Dashboard was incorrectly counting some (but not all) refunded keys as remaining inventory. This
issue has now been fixed, so that no refunded keys are counted as remaining inventory.

• Console: When using filters on the Shipments tab or the Purchase Orders tab, the operators that offered an
alternative to “contains” used to spring back to the default, which is “equals”. This behavior has now been fixed,
so that it is now possible to use the “contains” operator for Country code, Recipient, and Recipient email.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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22.4.12 Release 2.1.4 (11 July 2023)

Resolved Issues

• API When creating a shipment request using the API, if the delivery_type (normal or expedited) was not
given, the API was not applying the default (normal) to the request as expected. For countries to which only a
single key at a time can be shipped and where only the normal delivery type is supported, shipment creation was
therefore failing. This issue has now been fixed.

Known Issues

• Console: The Dashboard is incorrectly counting some (but not all) refunded keys as remaining inventory.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.13 Release 2.1.2 (29 June 2023)

Resolved Issues

• API: Usage of the validate-address API for addresses in the following locations was failing with an undeliv-
erable 400 response. Orders entered directly into the system and validated as part of the usual order processing
were unaffected. This issue has now been resolved.

– Australia

– Japan

– New Zealand

– Indonesia

– Philippines

– Singapore

– Thailand
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– India

– Mexico

– Chile

• Console: When filters were used, there was a problem clearing (resetting) the filter when no search results were
found. For example, if advanced search was used on the Shipments tab or the Purchase Orders tab, and the
search term yielded no results, the search term in the filter could not be changed - unless the browser window
was reduced before clicking CLEAR ALL again. This issue has now been resolved; it is no longer necessary to
shrink the browser window in order to change the search term.

Known Issues

• Console: The Dashboard is incorrectly counting some (but not all) refunded keys as remaining inventory.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.14 Release 2.1.0 (22 June 2023)

New Features & Enhancements

• Single Sign-on (SSO) for Google Workspace: YubiEnterprise Console now supports SSO for Google
Workspace. For further information and instructions, see Enabling SSO with Google Workspace.

• Self-enablement for Single Sign-On (SSO): Using the Console, Console Owners can now enable SSO for a
variety of Identity Providers (IDPs). For more information, see Enabling SSO for Other IdPs.

• Improved Console Navigation: To improve user experience and flow for upcoming features, the horizontal
navigation menu is now a left sidebar.

Resolved Issues

• The orgId field in the response to the following APIs was deprecated by the OpenAPI specs. The following
APIs no longer return values for that field. Therefore it is advisable not to write more code that depends on the
orgId field:
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– GET v1/inventory

– GET v1/inventory/channelpartners/{channelpartnerId}

– GET v1/purchaseorders

– GET v1/purchaseorders/{purchaseorderId}

– GET/POST v1/shipments

– GET/PUT v1/shipments/{shipmentId}

– GET/POST v1/shipments_exact

– GET/PUT v1/shipments_exact/{shipmentId}

– GET v1/accountbalances

Known Issues

• Console: The Dashboard is incorrectly counting some (but not all) refunded keys as remaining inventory.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.15 Release 2.0.4 (5 June 2023)

Known Issues

• Console: The Dashboard is incorrectly counting some (but not all) refunded keys as remaining inventory.

• The orgId field in the response to the following APIs has been deprecated by the OpenAPI specs. Although these
APIs currently return values for that field, future versions of the API will not return the orgID field. Therefore
it is advisable not to write more code that depends on that field:

– GET v1/inventory

– GET v1/inventory/channelpartners/{channelpartnerId}

– GET v1/purchaseorders
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– GET v1/purchaseorders/{purchaseorderId}

– GET/POST v1/shipments

– GET/PUT v1/shipments/{shipmentId}

– GET/POST v1/shipments_exact

– GET/PUT v1/shipments_exact/{shipmentId}

– GET v1/accountbalances

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.16 Release 2.0.3 (2 June 2023)

Resolved Issues

Console: Individual shipment request: Even though the Region/State line of the address had actually been entered and
the shipment request submitted, that line was shown as empty in the shipment request record. Updating the request did
not resolve the issue; the field remained blank. This issue has now been resolved and the data entered in the Region/State
line of the address is now displayed in the record of the submitted request.

Known Issues

• The orgId field in the response to the following APIs has been deprecated by the OpenAPI specs. Although these
APIs currently return values for that field, future versions of the API will not return the orgID field. Therefore
it is advisable not to write more code that depends on that field:

– GET v1/inventory

– GET v1/inventory/channelpartners/{channelpartnerId}

– GET v1/purchaseorders

– GET v1/purchaseorders/{purchaseorderId}

– GET/POST v1/shipments
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– GET/PUT v1/shipments/{shipmentId}

– GET/POST v1/shipments_exact

– GET/PUT v1/shipments_exact/{shipmentId}

– GET v1/accountbalances

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.17 Release 2.0.0 (25 May 2023)

New Features & Enhancements

• Console Subscription Management: The dashboard view has been upgraded to enable a better overview of
the different subscription plans/tiers within the primary, backup and replacement categories, along with the
licenses available as a portion of the total licenses. In addition, the supported form factors are shown for each
plan/tier/category. Not only does this improved user interface facilitate subscription management, but it also
makes ordering product shipment easier in that the request can be started directly from the inventory display. For
more information including screenshots and explanations, see Dashboard.

• Enhanced Search The search function on the Shipments tab and the Purchase orders tab in the YubiEnterprise
Console has been enhanced to enable advanced search. All the columns can be displayed and/or hidden; the
Filters enable use of “Contains” or “Equals” operators; and the Density option enables setting the display view
to compact, standard or comfortable. For more information, see Modifying the Table View for the Shipments tab
and Modifying the Table View for the Purchase orders tab.

• Sub-processors: We are pleased to notify users that we have published a sub-processor webpage located here
which lists sub-processors used on Yubico’s behalf as part of Yubico’s product and service offerings. To stay
up-to-date on Yubico sub-processors, users can subscribe to an RSS feed or check the webpage for updates.

Resolved Issues
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• The API endpoints GET /v1/inventory and GET /v1/inventory/:channelpartnerId no longer return a
response that includes the field product_tier. The API is therefore now in conformity with the documented
behavior.

Known Issues

• The orgId field in the response to the following APIs has been deprecated by the OpenAPI specs. Although these
APIs currently return values for that field, future versions of the API will not return the orgID field. Therefore
it is advisable not to write more code that depends on that field:

– GET v1/inventory

– GET v1/inventory/channelpartners/{channelpartnerId}

– GET v1/purchaseorders

– GET v1/purchaseorders/{purchaseorderId}

– GET/POST v1/shipments

– GET/PUT v1/shipments/{shipmentId}

– GET/POST v1/shipments_exact

– GET/PUT v1/shipments_exact/{shipmentId}

– GET v1/accountbalances

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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22.4.18 Release 1.33.0 (20 April 2023)

New Features & Enhancements

• Console: Shipment Recipient name OR Recipient company name: a new tooltip clarifies requirements for these
fields: “At minimum, either a recipient first name and last name is required OR a recipient company name. When
sending to a residential address, provide a first and last name but not a company name (can cause delivery issues).
A company name should only be provided when sending to a commercial/business address.” This means that for
business (corporate) addresses, both recipient name and company name can be provided, whereas for residential
addresses, the company name must be left blank.

Resolved Issues

• Login When a WebAuthn credential nickname has more than 255 characters, a 500 error would be returned.
This validation issue has now been fixed, so that the SQL exception that occurs when attempting to write the new
name to the database now returns a 400.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.19 Release 1.32.0 (23 March 2023)

New Features & Enhancements

• SSO: YubiEnterprise Services now supports Single Sign-On (SSO). For details, see Single Sign-On (SSO).

• System Email Upgraded to UTF-8 in order to support many languages and more email clients.

• Additional YubiKey Models

– The YubiKey 5C NFC is available in Advanced, Premium, and FIPS tiers.

– The Security Key C NFC by Yubico is available in Base, Advanced, Premium and FIPS tiers.

• Demo Password Reset: Console Owners can now reset passwords for Demo users. Those users follow the reset
link from the email the system sends them and register passwords. They are not required to have YubiKeys in
order to authenticate.
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Resolved Issues

• Expedited shipping is not supported for certain countries. Those countries are listed in Destinations and Quan-
tities. It is therefore no longer possible to select this option when shipping to those countries.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.20 Release 1.31.0 (16 February 2023)

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
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that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.21 Release 1.30.2 (24 January 2023)

New Features & Enhancements

• New Products: As of the current release, 1.30.2 on 24 January 2023, YubiEnterprise Services offers the follow-
ing new products:

– Security Key NFC by Yubico

– Security Key C NFC by Yubico

– Security Key NFC by Yubico - Enterprise Edition

– Security Key C NFC by Yubico - Enterprise Edition

• Subscription (2.0): YubiEnterprise Services is launching Subscription (2.0) with this release 1.30.2 on 24 Jan-
uary 2023. Available for 500 users or more, it provides:

– Procurement that is fast, predictable, and cost-effective

– The opportunity upgrade to higher tiers as needs evolve

– Form factor flexibility

– The option to purchase backup YubiKey subscriptions at a discount to ensure your backup authentication
mechanism is as strong as your primary one and to enable easy self-service account recovery.

– 24x7x365 Priority Technical Support, which offers easy access to Yubico security experts (Yubico Support
Services Overview)

– Extended warranty: Warranties cover the initial term of the subscription plus the first renewal - the duration
of the subscription.

Plus Plan

– Replacement licenses allow you to cover up to 25% of subscribed users per year, with an option to add on
additional users as needed a la carte, due to turnover, lost or stolen keys, and upgrades.

– Maximum discount on backup licenses

– 5% of base purchase as funds available to apply toward Professional Services

– Option for one bulk customization event per year included.

Standard Plan

– Choose the number of replacement licenses for turnover, lost or stolen keys, and upgrades.

Known Limitations

• Inventory/From Stock: Although Console users can specify the inventory they want to draw from, this option
is not available when using the CSV file with the API or when creating bulk shipments. These latter two methods
only permit specifying the kind of stock (initial, replacement, buffer). When inventory is not specified or cannot
be specified, the system uses the “first in, first out” rule, which means it will deduct from the oldest PO first.

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).
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• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.4.22 Release 1.30.0 (19 January 2023)

Resolved Issues

• Console When a user and/or a password was reset, there was no indication whether the action had been successful.
This issue has now been fixed: now a message confirming success is displayed after a user and/or a password is
reset.

• Console: When you created a custom email and your HTML code was validated, the display of your actual code
was stuck on the far right of the frame. This issue occurred whether the code had errors or not, and whether or
not it exceeded the 65,000-character limit. This issue has now been fixed, and your HTML code is readable as
expected, distributed evenly across the whole area of the frame.

• Console The Advanced Search by address did not work as expected unless you had street lines 2 and 3 in the
address. The workaround was to add a space after each potential line of the address, including lines whose
potential was unrealized, i.e., unoccupied fields. Therefore, when you were searching on an address that did not
have a street line 2 or 3 you would have needed to add three spaces between street_line1 and city. This
issue has now been fixed.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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22.5.1 Release 1.29.2 (22 December 2022)

Resolved Issues

• The refunds CSV download button now works as expected.

Known Issues

• The .csv file created when downloading processed refunds is showing the wrong data in the inven-
tory_product_type column. Instead of showing information such as “Standard Products”, “Shipping”, or “Pri-
mary Subscr - Adv. Tier: Initial, it is showing the name of the product that was refunded (e.g. YubiKey 5 NFC)
or in the case of Shipping, it it is showing and empty field.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.2 Release 1.29.0 (15 December 2022)

New Features & Enhancements

• Console and API Shipments initiated without using YubiEnterprise Services are now tracked within the Console
and via the API. In order to distinguish between requests shipped using YubiEnterprise and those shipped with-
out, we have introduced two types of shipment: “Automated,” which are those requested using YubiEnterprise
Delivery, and “Manual,” which are shipments requested directly from Yubico or a Channel Partner. Therefore
the table on the Shipments tab and the CSV download both now have a new column, “Type,” upon which one
can filter. For more information, see Delivery Concepts.

Resolved Issues

• Console and API The limit for the number of alphanumeric characters in the recipient email address, formerly
40, has been expanded to 80 characters. For more information, see the Shipment Request Fields table.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.
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• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.3 Release 1.28.0 (17 November 2022)

New Features & Enhancements

• Console: A search produces a filtered list of shipments. Until now, when you investigated one of those results
and then clicked the Go back button, the results of that search were no longer available. With the current release,
YubiEnterprise Delivery 1.28.0, the list of search results is retained even after clicking into a particular result or
refreshing the browser window while on a page of search results. (For more details, see Searching Shipments.)

• Console: Customization of the SHIPPED/DELIVERED/DELIVERY EXCEPTION email template - An owner
or an admin can edit the templates for these emails notifying a YubiKey recipient about a shipment. The HTML
code for the new template is validated as the content is entered. When the user clicks Update the Send sample
button becomes active so that the user can send themselves a sample email from the customized template. For
more details, see Customizing Automated Emails.

• Console: When creating a new shipment, the single shipment tab is shown by default instead of the bulk shipment
tab.

Resolved Issues

• Console: When logging into YubiEnterprise Delivery with the wrong email or password, the error message in
the past was “Access denied.” Now the error message is “Incorrect email or password.”

• The status of some of the GB-destined shipments carried by Royal Mail was not updating promptly. Expected
behavior is for the status to be shown as “Delivered” when that is the case; instead the status of shipments that
had already been delivered was sometimes shown as “Shipped:In Transit”. This issue has now been fixed.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
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E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.4 Release 1.27.3 (28 October 2022)

Resolved Issues

• There was a brief period of time in which the tracking numbers in the links for Blue Dart’s India shipments
pointed at nonexistent shipments. Those tracking numbers have been corrected, so the links now point to the
appropriate shipments.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.5 Release 1.27.0 (20 October 2022)

Enhancements

• The advanced search feature for shipments has been substantially enhanced (see Searching Shipments).

Resolved Issues

• Prior to release 1.27.0, API calls that included saving an excessively long string to the street_line3 field
such as the POST /v1/shipments_exact API received a peculiar error. Trying to save a string longer than 60
alpha-numeric characters now throws a better error.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

266 Chapter 22. Release Notes

https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.ship24.com/couriers/india-post-tracking
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en
https://parcelsapp.com/en/carriers/belgium-post
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.indiapost.gov.in/_layouts/15/dop.portal.tracking/trackconsignment.aspx
https://www.ship24.com/couriers/india-post-tracking


YubiEnterprise Services

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.6 Release 1.26.1 (26 September 2022)

Resolved Issues

• Previously, if the last remaining user of an org attempted to remove themselves from that org, they were automat-
ically logged out of the console. This has been fixed so that users attempting this operation (which is not allowed
and will result in an error message) remain logged in.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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22.5.7 Release 1.26.0 (22 September 2022)

New Features & Enhancements

• Whitespace is now trimmed from the following fields in the bulk order request CSV file:

– channel partner ID

– inventory type

– delivery type

– key quantities

Trimming will help prevent the CSV file parser from falsely rejecting these fields.

• When a user attempts to change their account password, and the new password violates any of the password
requirements, an error message in red containing the first violated rule will appear on screen.

• The items in the top navigation bar (Dashboard, Shipments, Purchase orders, Settings) are now clickable
from within a subpage of a particular item/tab. For example, a user can now click on Shipments from within a
shipment detail page to navigate back to the main Shipments screen.

Resolved Issues

• The “Inactive” user status has been renamed as “Deactivated.”

• The unused /organization/update-setting API endpoint has been removed.

• Previously, when a console user navigated to the Users tab under Settings and reduced the number of users
shown per page to 5, the delete (trash can) icon for the 4th user disappeared. This has been fixed so that the
delete icon is available for all users shown on screen.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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22.5.8 Release 1.25.2 (24 August 2022)

New Features & Enhancements

• API Token: Notification of token expiry is now emailed not only to the token holder but also to the org owner.
(For more information on this, see Generating API Tokens.)

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.9 Release 1.25.0 (18 August 2022)

Resolved Issues

• CSV: If the country code column in the CSV upload file had a space inserted in the country code, for example, a
trailing space after “US” so that the system read it as “US “, upload of the CSV file would fail without an error.
This issue has now been fixed.

• With shipments to the UK, in rare cases a shipment’s status was not progressing beyond Shipped: In
Transit, although the carrier’s website was showing a delivery exception notice. Without a status update,
no delivery exception email could be sent to the shipment recipient. This issue has now been resolved.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.
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• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.10 Release 1.24.0 (21 July 2022)

New Features & Enhancements

• Shipments destined for the US or Canada have been standardized to use the USPS codes for state or province.
Every shipment request method now uses this input: individual shipment requests made via the Console or the
API and bulk requests using the CSV file all require the USPS codes. The mappings between full names and
codes are given in USPS Region/State Codes. As of the current release, use of these USPS codes is mandatory.
Shipment requests that do not adhere to this standard will generate an error message, and no shipment will be
created.

Resolved Issues

• Console: In the table on the Shipments tab, shipments were not sorting correctly on the ship_date or the
delivery_date columns. Shipment requests should have been sorted into chronological order based on the
selected column. Now the sequencing of requests in these columns is displayed correctly in chronological order
when the sort icon for either of these columns is clicked.

• Some shipments sent to India have a status of “Delivered,” even though the carrier and tracking number are still
showing as “coming soon.”

• Some shipments sent through India Post and delivered by the Transnet carrier made no progress through the
expected statuses; they remained in the Shipped:In Transit state even after the shipment was delivered. This
issue has now been fixed; all India Post shipments sent via Transnet are now tracked and therefore make the
expected progress through the statuses.

Known Issues

• CSV: If the country code column in the CSV upload file has a space inserted in the country code, for example,
a trailing space after “US” so that the system reads it as “US “, upload of the CSV file will fail without an error.

Known Limitations

• CSV: The CSV bulk upload does not support combining subscription and non-subscription products in a single
shipment. Workaround: Use the API or the Console (from the Dashboard or the Shipments tab, Create
shipment request > Single shipment) to create single shipment request that includes both types of products.

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.
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• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).

22.5.11 Release 1.23.0 (23 June 2022)

New Features & Enhancements

• Shipments destined for the US or Canada can use the USPS codes for state or province. Every shipment request
method has been standardized for this input: individual shipment requests made via the Console or the API and
bulk requests using the CSV file all take the USPS codes. The mappings between full names and codes are given
in USPS Region/State Codes. As of YubiEnterprise Delivery release 1.24.0 scheduled for 21 July 2022, use of
these USPS codes will be mandatory. After this date, shipment requests that do not adhere to this standard will
generate an error message, and no shipment will be created.

• Console Each Purchase Order now has its own detail page, showing PO number, whether direct or channel sale,
and if the latter, the seller’s name, the expiring date for initial or perpetual stock, address and contact information.
The available inventory is shown as before.

Known Limitations

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

• India shipments: Some of our shipments to India use India Post for the last mile. India Post does not support
our automated shipment tracking service, and therefore the tracking ID that YubiEnterprise Delivery displays
is not actually a link. Workaround: Copy the India Post tracking number (typically 13 digits starting with
E, R, or C) and paste it into either the India Post website - https://www.indiapost.gov.in/_layouts/15/dop.portal.
tracking/trackconsignment.aspx (“Evaluate the expression” means do the arithmetic displayed in the box to prove
that you are not a bot) or any of the other tracking service sites that support India Post, such as Ship24.com -
(https://www.ship24.com/couriers/india-post-tracking).
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22.5.12 Release 1.22.1 (25 May 2022)

Resolved Issues

• For shipments sent to India, status emails declaring that the shipment had been sent were being generated every
hour. This issue has now been fixed.

Known Limitations

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see :ref:channel-partners-label.

22.5.13 Release 1.22.0 (20 May 2022)

New Features & Enhancements

• With the release of version 1.22.0, the tracking of shipments to India becomes more transparent. On the Console,
clickable tracking numbers are now provided for shipments delivered by Blue Dart, one of our main carriers on
the Indian subcontinent. The API too returns a tracking_link value.

Resolved Issues

• Shipments sent to GB/UK now transition relatively quickly to “Delivered” or “Delivery Exception” instead of
remaining in the “Shipped: In Transit” status indefinitely.

• Console: The Purchase Order sorting function did not work. Clicking on a column heading did not result in
the content of the column being sorted. This issue has now been fixed, and any column can now be sorted as
expected.

Known Limitations

• For European shipments using Bpost, also known as the Belgium Post Group, the tracking number is not hy-
perlinked. However, the delivery status does update correctly. Workaround: To find out where a Bpost ship-
ment is, copy the tracking number and paste it into the field for that purpose on Bpost’s page for that purpose,
http://www.bpost2.be/bpostinternational/track_trace/find.php?lng=en or into Parcelsapp.com’s page for Bpost
tracking, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see :ref:channel-partners-label.
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22.5.14 Release 1.21.0 (26 April 2022)

Resolved Issues

• If a field has been selected for sorting on any of the console list screens, that field title will now be shown in bold.

• Email addresses are now validated during shipment request creation for single and bulk shipments.

• The channel partner name field in the shipments .csv file is now populated for all entries, including direct sale
shipments.

• Previously, when an order received a Delivery Exception status, an internal message was shown in the console.
This has been fixed so the message is no longer shown.

• The API documentation has been updated to reflect that the suggested address fields (suggest_street_line1,
suggest_street_line2, suggest_street_line3, suggest_city, suggest_region, and
suggest_postal_code) are largely deprecated and will return an empty string. This applies to the following
APIs: GET /shipments_exact, POST /shipments_exact, GET /shipments_exact{shipmentId}, and
POST /shipments_exact{shipmentId}.

• The suggest_recipient field of the API, which is never returned in responses, has been removed from the
API.

• On the Users screen under Settings, the alphabetic sort was not working properly when trying to sort users by
email address. The sort function has been fixed and now behaves as expected.

• Role and State are no longer sortable fields on the Users screen under Settings in the console.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET
/v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt, is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

22.5.15 Release 1.20.0 (24 March 2022)

New Features & Enhancements

• Console/CSV/API: Consistency in the requirement for recipient telephone number in shipment requests is
now system-wide. When creating a single shipment request in the Console (i.e., using the GUI), phone number
has always been a required field. Now bulk shipment requests via CSV upload also require phone number, as do
shipment requests made via API. With the current release of YubiEnterprise Delivery - 1.20.0 - shipment requests
that do not include recipient telephone number (“Contact phone”) will no longer be processed. Although the /
shipments API is deprecated, this requirement will be enforced on that API too.

• Console/CSV/API Shipment request statuses will now be updated to reflect changes reported after requests have
reached the “Delivery Exception” state.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does update correctly. Workaround: To find out where a Bpost shipment is,
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copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET
/v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt, is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

22.5.16 Release 1.19.0 (24 February 2022)

New Features & Enhancements

• Console: The detail view of the shipment request now displays Total cost and Product cost in the Shipping
and tax section of the page instead of at the top, where it was previously shown.

Resolved Issues

• The POST validate-addressAPI that is used to determine whether an address is acceptable by YED for deliv-
ery contradicted the POST shipments_exact API in that the first deemed an address without a city acceptable,
while the second deemed it unacceptable, since city is a required field. The validate-address API has now
been fixed; it too requires the city field and its rules are consistent with the rules of the POST shipments_exact
API.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET
/v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt, is_post_pay).

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

22.5.17 Release 1.18.0 (20 January 2022)

New Features & Enhancements

• API Holders of API tokens are notified before expiry of a token via an automatically generated email sent to the
address associated with the token. The email is sent 7 days before expiry, the day before expiry, and on the day
of expiry.

Resolved Issues

• When the CSV file containing shipment requests was generated, the inventory_type column was not always
populated for every row in the file. This issue has now been fixed.

• In the email that the system sends to notify recipients that a shipment will arrive, the carrier field was not consis-
tently populated, nor was the link added to the carrier’s tracking number. This issue has now been fixed, and both
the carrier and the tracking link are included in the email. API: This also resolves the issue of the incomplete re-
sponse that was returned for the shipment order in the GET /shipments_exact and GET /shipments_exact/
<shipmentId> responses: they now return comprehensive information.
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• In the user guide, the section entitled Using the API to Execute a Shipping Request had a typo in the second
sentence, which prevented the following information from being displayed at that location. “Although the system
can deliver to Post Office (PO) Boxes within the United States, delivery to PO Boxes (or the equivalent) elsewhere
in the world is unlikely to succeed.” This has now been fixed, so that the information now appears in this location.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

• API When getting a purchase order by its ID, extra, undocumented fields are returned. When a GET /v1/
purchaseorders/{purchaseorderId} is sent, the response includes is_vat_valid, is_tax_exempt,
is_post_pay.

22.6 2021

22.6.1 Release 1.17.2 (10 December 2021)

Enhancements

• Fifteen more countries have been added to the list of deliverable shipment destinations. The lists of countries
and the corresponding limitations are given in Destinations and Quantities.

Resolved Issues

• Console: Shipments to overseas PO boxes (non-USA) are not delivered; instead, they are returned by all carriers.
The Console now displays a warning to this effect when a shipment request is created using an overseas PO box.
This limitation is referenced in Post Office Boxes.

22.6.2 Release 1.17.0 (18 November 2021)

New Features & Enhancements

• Console: Owners, Admins, and Auditors can now view the list of refunds for lost or missing shipments, drill
down into the details of each item, and download a CSV file containing this data. For more information, see
Viewing Processed Refunds.

Resolved Issues

• Console: Including leading or following whitespace with a term entered in the Search field yielded no results,
even if the search term ought to have produced results. This issue has now been resolved; the system automatically
trims any whitespace of this kind before the search is performed.

• When a shipment request was made providing a company name as recipient, plus either recipient first name or
recipient last name, a validation error was returned. This issue has now been resolved: no error is thrown when
the company name plus either first name or last name is provided.

• Console: The edit icon on the shipments page redirected the user to the shipment details page instead of showing
the edit view in the same page. This issue has now been resolved, and it is now possible to edit in the same view.

• The status summary for shipments that were cancelled indicated that the shipments had been delivered, even
though they were not. This issue has now been fixed: the status summary correctly shows canceled shipments
as such.
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• API integrations: The API documentation for the GET /shipments_exact API (to get all shipments) erro-
neously said that all the items included in the shipment (shipment_items) would be returned; that was incorrect
- the field (shipment_items) was not returned in the response. This is no longer the case, and the API docu-
mentation now accurately reflects that the shipment_items field is not returned in the response.

• Console: After login, the Dashboard did not show any data. Only when the page was refreshed or one was
redirected back from another page did the page load and show relevant data. This issue has now been resolved:
the Dashboard page loads upon login and displays all data.

Known Issues

• API When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET
/v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt, is_post_pay).

• When the CSV file containing shipment requests is generated, the inventory_type column is not always pop-
ulated for every row in the file.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner,

22.6.3 Release 1.16.0 (21 October 2021)

New Features & Enhancements

• Eight new countries are available for existing and new organizations to ship to. They are: India, Saudi Arabia,
the United Arab Emirates, Mexico, Chile, Israel, Taiwan, and Hong Kong.

• Fulfillment partner [“Provider”] information is now displayed:

– On the Console, on the shipment details page, in the Shipping & tax section

– In the API, in the carrier field.

• API PUT /shipments/makedraft has been deprecated and is therefore no longer available.

Known Issues

• API: When getting a purchase order by its ID, extra, undocumented fields are returned. When a re-
quest for GET /v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid,
is_tax_exempt, is_post_pay).

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.
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22.6.4 Release 1.15.0 (23 September 2021)

New Features & Enhancements

• Seven new countries: It is now possible to have shipments sent to Australia, New Zealand, Japan, Singapore,
the Philippines, Indonesia, and Thailand.

Resolved Issues

• In cases when particular carriers were used to ship an order, shipments were not progressing beyond the
SentForFulfillment state. The system now handles additional carriers correctly.

• Very occasionally, shipments did not have their delivered_date set. This issue has now been resolved, and all
shipments that reach their target recipient have a delivered_date.

• On the Purchase Order popup, the channel partner name and partner ID were not shown the same way as they
were in the shipment popup. The presentation of this information has now been rationalized so that it appears
with the same formatting and in the same detail in both locations.

• Disabled Update Button When a shipment request was in the Awaiting validation state, it was not possible
for the creator of the request to edit any field other than the from stock/key counts field. Even though the user
was able to click the Shipment id link to open the shipment details page, the Update button remained disabled
by default. This issue has now been resolved: it is possible to update all fields on the shipment details page even
when the request is in the Awaiting validation state.

• Insufficient inventory

– To maintain the window during which orders can be updated, edited, or recalled/deleted, orders are held and
processed in batch. Therefore there might be less inventory available by the time an order is processed than
what was shown in purchase order details when the request was created. For example, the person starting
to create a shipment request assumes that the 50 keys the console shows they have in inventory will still be
available by the time the shipment request is submitted. When this is not the case, any shipment requests
processed after the inventory is exhausted will be flagged Error: Processing Error, contact
support. Reason is Not enough Inventory for Shipment - ShipmentStateError.

– A second issue arises from the same source: when the user clicks on the shipment request ID with that error,
part of the status message displayed is “Insufficient Inventory of Product X” where “X” is an integer. To
find out what X means, consult the Product Name, Stock/Inventory, product_id and inventory_product_id
table.

– A third issue arises from the same source: it is not possible to make single shipment requests for products
that are not available in inventory - which is expected if insufficient product has been purchased, but an
insufficiency of inventory can also be caused by Yubico itself running out of stock.

Workaround: Either contact Yubico Support to get more inventory, or edit the request to switch to another
product for which inventory is available.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.
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22.6.5 Release 1.14.0 (19 August 2021)

New Features & Enhancements

• Shipment requests: The alphanumeric character limits on the Console fields and the cells in the CSV upload
file and the API have been expanded. For exact details, see the table detailing these limits in Shipment Request
Form Fields.

• The shipment request detail popup has been expanded to a full page in order to display more information.

Resolved Issues

• API: For POST validate-address, street_line1 limit is 60 alpha-numeric characters.

• The unit price of the products is shown on the Purchase Order popup if the products were purchased directly
from Yubico (as opposed to from a channel partner).

• Single shipment request: The product list is now filtered by the partner selected. In other words, selecting a
channel partner determines which products are available for shipment and the quantities thereof.

• Bulk shipment request: The CSV file’s ChannelPartnerId column requires that the ID be explicitly entered
instead of defaulting to “1” for Yubico (direct sale). This facilitates the avoidance of errors.

Known Issues

• API When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

22.6.6 Release 1.13.0 (22 July 2021)

New Features & Enhancements

• Channel Partners: This feature enables the inclusion of Yubico’s channel partners in YubiEnterprise Delivery.
Customers can distinguish between inventory purchased directly from Yubico and inventory purchased through
our channel partners. This information is displayed on the Purchase Order (PO) tab by clicking on the individual
PO IDs (see Viewing PO Details). When requesting individual shipments using the Console, the channel partner
is specified via the Channel Partner dropdown (see Shipping to a Single Address), while for bulk upload of
shipment requests, the ChannelPartnerId column in the CSV file is must be populated see: Shipment Request
Form Fields). This feature is fully described in Purchasing through Resellers in “Requesting Shipment” in this
guide. The updated APIs are listed under a heading with the same name, Purchasing through Resellers, in the
“API Onboarding Playbook” in this guide.

• The default Delivery Exception email no longer references and links to Yubico’s support website. This enables
enterprise customers to divert any support requests from shipment recipients (end users) to their own IT team.

• Download CSV: A new field, recipient_company, is now included in the exportable .csv file containing all
shipment requests. This is the equivalent of the Company field in a single shipment request.

Resolved Issues

• API: To order keys via API from inventory purchased through channel partners, the new /shipments_exact
APIs must be used. The older, deprecated /shipments API only supports ordering keys from inventory pur-
chased directly from Yubico. For more information, see Purchasing through Resellers.
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• There was an issue where the user ID associated with a shipment request was being updated to the ID of the last
user to edit the shipment. The requester ID is supposed to be the ID of the user who originated the request and
should not change once the order is created. A side effect of this was that it was possible for the shipment to get
into a state in which it was not viewable/editable/delete-able. The fix was to ensure that the requester ID always
remains unchanged.

• API: Now suggest_postal_code returns the correct information. Previously, this was never correctly re-
turned, which affected the following APIs:

– GET /shipments_exact

– GET /shipments_exact/{shipmentId}

– PUT /shipments_exact/{shipmentId} because the response to that is the full shipment payload, which
includes the suggest_postal_code field.

It had no effect on the POST /validate-address API.

Known Issues

• When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
is_post_pay).

Known Limitations

• Channel Partners: To order keys via API from inventory purchased through channel partners, the new /
shipments_exact APIs must be used. The older, deprecated /shipments API only supports ordering keys
from inventory purchased directly from Yubico. For more information, see Purchasing through Resellers.

22.6.7 Release 1.12.0 (24 June 2021)

Resolved Issues

• Search function: when a search had 0 results, you could type any page number without an error being displayed.
This issue has been resolved.

Known Issues

• When getting a purchase order by its ID, extra, undocumented fields are returned. When a request for GET /
v1/purchaseorders/{purchaseorderId} is sent, the response includes (is_vat_valid, is_tax_exempt,
and is_post_pay).

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.
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22.6.8 Release 1.11.2 (26 May 2021)

Resolved Issues

• The status of shipment requests that had already been sent out for fulfillment was not updating as expected.
The status of those orders remained stuck at “Processing: Queued for Fulfillment” instead of progressing to
“Processing: Sent for Fulfillment”. This issue has now been resolved.

Known Issues

• Search function: when a search has 0 results, you can type any page number without an error being displayed.

• The .csv template for bulk shipment requests sometimes contains a column for a product that you do not have,
e.g., the YubiKey 5 NFC might not be available to you and yet the template has a column for it. If you attempt
to use this column, your bulk shipment request will be rejected for containing an invalid product ID.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. However, the delivery status does, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

22.6.9 Release 1.11.0 (20 May 2021)

New Features & Enhancements

• API Token: timestamps for creation, last use, and expiry are now shown on the profile page for that user. This
information is shown for all tokens used since YubiEnterprise Delivery release 1.10.

• Automated emails sent by the system to end-users upon shipment / delivery / delivery-exception are now fully
customizable. Formerly an organization owner or admin could use the Console to customize a paragraph that
was then inserted into the standard email template. Now the UI shows one field for the subject of the email and a
second for the email body. The customization performed here will apply to all emails sent by the system for that
organization.

• The ability to search shipments by recipient_email has now been enabled.

• The Shipped_date now appears on the Dashboard of the Console and on the Shipments tab, as well as in the .csv
download file containing the shipment requests.

• The Delivered_date now appears on the Dashboard of the Console and on the Shipments tab, as well as in the
.csv download file containing shipment requests. This field is searchable.

Resolved Issues

• CRLF characters (Carriage Return (ASCII 13, r) Line Feed (ASCII 10, n)) were allowed in the address fields of
individual shipment requests made via the Console. This resulted in unexpected line breaks in the corresponding
row of the download CSV file. Those characters are now stripped from the input, so the CSV file no longer shows
those line breaks.

• Data contained in downloaded .csv files of shipment requests was problematic, in that it caused a lack of align-
ment. This issue has now been corrected.

• When the same item was ordered from different types of inventory, e.g., primary/backup subscription, advanced
tier, initial/replacement/buffer, the total quantity of the item from all types of inventory did not always add up
correctly. This issue has now been fixed.

• If you entered a product type or quantity that was not available or inactive in the system, the shipping request
was rendered incomplete, and the status message used the numeric ID of the product instead of its name (e.g.,
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“ProductId 3 not active in the system”). This issue has now been resolved, so that the actual name of the product
is shown, e.g., “YubiKey 5C not active in the system”.

• If you canceled a bulk shipment request after having uploaded a .csv file, the previously selected file name was
displayed next to the Choose file button. This issue has now been resolved.

• If you hovered over your profile icon on the Console, instead of your organization name in the tooltip, you would
see its ID in the YubiEnterprise Delivery system. This issue has now been resolved, and so the actual name of
your organization is displayed in the tooltip.

Known Issues

• Search function: when a search has 0 results, you can type any page number without an error being displayed.

• The .csv template for bulk shipment requests sometimes contains a column for a product that you do not have,
e.g., the YubiKey 5 NFC might not be available to you and yet the template has a column for it. If you attempt
to use this column, your bulk shipment request will be rejected for containing an invalid product ID.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. The delivery status does, however, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

22.6.10 Release 1.10.0 (22 April 2021)

New Features & Enhancements

• The .csv file for bulk import has always been limited to 10MB, but now the system returns a clear error message
along with the 400 response code when a user attempts to upload a file that is too large.

• User Account Management: The list of users on the Settings > Users tab now displays a user status column.
This enables adherence to compliance procedures when reviewing which users have access to the system.

• Enhanced Security: Session login limits: YubiEnterprise Delivery users do not stay logged in indefinitely. They
are automatically logged out after 24 hours.

Resolved Issues

• Console search widget: the page counter is now reset to 1 for each new search.

• Console search widget: It was not possible to enter a page number that would have contained no search results;
in other words, if there were only 10 pages of search results, you could not enter 100. It is now possible to enter
a page number that does not exist because there were not that many results, but an error message explaining this
is now shown.

• The available inventory displayed on the Purchase Order popup is now sorted.

• Making an /auth/machine-token API request with an expired token used to fail with a 500 error. Now such a
request correctly returns a 401.

• When a user created a new API token and then switched orgs, the view did not update - the new token still
appeared under the other org, even though the active token reference did update correctly. This has now been
fixed.

• The email address of the user who created a shipment request is now shown in the pop-up window displayed by
clicking on the ID of the shipment request.

• Broken links in the documentation have now been fixed.
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• Users in demo mode are no longer able to edit the email template informing new recipients that they will be
receiving shipments from YubiEnterprise Delivery. This capability is reserved for org owners and admins whose
accounts are fully enabled (i.e., no longer in demo mode).

22.6.11 Release 1.9.0 (18 March 2021)

The initial API documentation link on Swaggerhub (https://app.swaggerhub.com/apis/yubico/
yubi-enterprise-delivery-public/v1-oas3) is no longer updated and has therefore between removed. Please refer
to: https://console.yubico.com/apidocs/ for the latest API documentation.

Enhancements

• User input is validated in such a way that the user is able to confirm or change input as required before submitting
shipment requests; for example:

– Indications of the allowed input for any given field are provided

– Character rules are now provided for each API

– The verification results for uploaded CSV files are now provided

– Error codes have been standardized.

• YubiEnterprise Delivery users can now give their security keys (nick)names so that a user with multiple keys can
distinguish them from each other. The console displays the keys in the order in which they were registered.

• API: Validation error responses are now consistent across the APIs.

• API Security:

– If your request body does not contain valid JSON, the system informs you that the JSON contents you
presented could not be verified and were therefore discarded.

– When a user with permissions to change user roles attempts to grant a disallowed privilege level, the re-
quested role is checked against a list of available roles and the error displayed to the user says only “a match
was not found for a valid role”.

• When selecting products during the creation of a shipment request, users can now see the entire range of custom
product options available to their organization.

• Organization owners can now reset just users’ passwords in addition to the existing option of resetting users
entirely.

Resolved Issues

• Telephone numbers entered in shipment requests are now validated. If a mistake is found, the user is given the
opportunity to correct it before the request is processed.

• API: Submitting invalid values for the delivery_type or inventory_type fields now triggers INFO-level
errors instead of 500s.

• API: A JSON unmarshall error resulting from a malformed payload for the /shipments POST
CreateShipment API used to send ‘500 / “unknown error””. This type of error now sends ‘400 / “invalid
payload””.

• When your login has expired, clicking on the Generate API token on the profile page does not work. This issue
has now been fixed.

• API: The auditor role can delete API tokens as well as create them.

• Transaction rollbacks are now logged at INFO level instead of at WARNING level, which was too severe.

• When an attempt is made to delete a shipment request that does not exist, the error code returned is now 404
instead of 500, which erroneously indicated a server problem. This issue has now been fixed.
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• API: When Organization Products are returned, the TotalCount is now set.

• API: When calling InviteUserToCurrentOrganization for a user already in an organization, an
AlreadyExists response is now returned.

• API: GET /shipments was missing the advanced_search parameter. This is now present.

• The CSV download was timing out. This issue has now been resolved.

Known Limitations

• For European shipments using Bpost, also known as the Belgian Post Group, the tracking number is not hyper-
linked. The delivery status does, however, update correctly. Workaround: To find out where a Bpost shipment is,
copy the tracking number and input it on Bpost’s page for that purpose, http://www.bpost2.be/bpostinternational/
track_trace/find.php?lng=en or that of their partner, https://parcelsapp.com/en/carriers/belgium-post.

22.6.12 Release 1.8.3 (9 March 2021)

Features & Enhancements

• Support for Transport Layer Security (TLS) v1.0 and v1.1 has been removed; the earliest version YubiEnterprise
Delivery now supports is TLS 1.2. This update to the cryptographic protocols renders network communication
less vulnerable to attack.

22.6.13 Release 1.8.0 (18 February 2021)

Features & Enhancements

• Security Enhancement: YubiEnterprise Delivery 1.8.0 implements an infrastructure enhancement that requires
all users to reset their passwords. All users will have received an email from Yubico announcing this one week
prior to the 1.8.0 release. The email explains the procedure to be followed: click on the link in the email, which
takes you to a page enabling you to update your password. If you do not update it within one week, contact
your YubiEnterprise Delivery organization owner for an account reset. If you are an Org Owner, contact Yubico
Support.

• Using the API and the Console (GUI) for single shipments, it is now possible to include products from different
inventory types within the same shipment. For details, see Shipping to a Single Address.

• Advanced Search for API Advanced search capabilities have been introduced for API users. Fields with different
names will be searched in an AND, while fields with the same name will be ORed.

Resolved Issues

• When browsers truncated redirection URLs, or users manually copy-pasted incomplete URLs, the missing OAuth
authorize parameters caused the login backend to crash.

Known Issues

• When your login has expired, clicking on the Generate API token on the profile page does not work.
Workaround: Log in to the Console again.
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22.6.14 Release 1.7.0 (21 January 2021)

Features & Enhancements

• API: Advanced search Lists of shipment requests can be filtered by query parameters. We introduced /
search-description on searchable resources to provide a description of the searchable fields.

• Timestamps for shipment requests and for orders being shipped are now provided with millisecond precision
from the Console (the GUI) and via the API.

• API We now return “404 Not Found” response {"message":"Product Id <> could not be found"} for
GET /products/{product id} on an invalid product ID, as per the API contract.

• The CSV file download containing shipment requests shows streamlined shipment status, including for shipments
carried out before the 1.7.0 release. For details, see Column Headings in Download File.

• The tracking number for each shipment is now associated directly with the shipping date, just as the “Shipped -
in transit” status is directly linked to the date of shipment.

Resolved Issues

• Organization names were not being displayed correctly. This issue has now been fixed.

• Some European shipments did not show the correct tracking number link. This issue has now been fixed.

• When selecting shipments for bulk deletion, the number of shipment requests listed as available for deletion may
not have matched the number displayed directly underneath the Back to Shipments button (e.g., “1 - 11 of 32”
and yet there would be only a single item shown in the list). The number of items listed in the table was correct,
not the number shown on the upper right. This issue has now been fixed.

• When the API was used to create a shipment request against a subscription that did not include the product you
wanted to ship, the shipment details page (the popup for the shipment ID) on the Console (the GUI) for that
request would show that the “ghost product” request was made against Standard products inventory. This issue
is now fixed.

• In the YubiEnterprise Console (the GUI), the limit on the number of characters in the “Company” field has been
raised from 15 to 20, so it now matches the limits on that field in the bulk upload as a CSV file and the API.

• Shipment requests with shipment_state_id=104 (ShipmentStateDelivered) will always have
is_delivered=TRUE.

• Upon completing a single shipment request using the YubiEnterprise Console (the GUI), the button for creating
another shipping request did not appear to be functional. Its name is now properly displayed, and this secondary
button changes from white to dark blue when you mouse over it.

• When using the Console (GUI) to create a single shipment request and selecting first Standard products from the
From stock dropdown, entering a quantity for any product, then selecting another item from From stock, the
quantity previously selected in conjunction with Standard products disappears from view. However, the number
entered is still in the system; it shows up in the confirmation message when you click Create Shipment.

• API In the validate-address API, some fields in the response payload and the US Address Component did
not match the LOB API. This issue is now fixed.
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22.7 2020

22.7.1 Release 1.6.0 (19 November 2020)

Features & Enhancements

• With the release of YubiEnterprise Delivery 1.6.0, customers have more granular control in determining the
stock inventory from which products are shipped. Previously, the system would choose the stock from the oldest
Purchase Order in the system to ensure that the customer’s stock did not expire before use.

– Explicit selection is now available for single shipment requests (see Shipping to a Single Address).

– Bulk shipment orders will continue to use the original method whereby the system chooses the stock. Bulk
shipment ordering will convert to the exact choice method in a future release.

– A new set of delivery APIs has been made available to support the exact choice method, the suite of /
shipments_exact APIs. The original /shipments APIs are deprecated starting in this 1.6.0 release
but they will continue to be available until at least May 2021. Customers are encouraged to use the /
shipments_exact APIs for any new development and to update existing clients soon.

Shipping Requests: Listing, Tracking, Searching, Status etc.

Deprecated Replacement
GET /shipments GET /shipments_exact
POST /shipments POST /shipments_exact
GET /shipments/{shipmentId} GET /shipments_exact/{shipmentId}
PUT /shipments/{shipmentId} PUT /shipments_exact/{shipmentId}
DELETE /shipments/{shipmentId} DELETE /shipments_exact/{shipmentId}
/UpdateShipmentById shipments_exact/{shipment_id}
/organization/update-setting None

• Before adding Backup subscriptions to new Purchase Orders (POs), existing POs should be exhausted.

• Download of CSV file with shipment requests has been accelerated.

• Expedited shipments in the US will no longer use USPS Priority (for 1-99 items) and UPS Ground (for 100-
500 items) but instead will be using UPS Overnight for 1-500 products. The cost of shipping has been adjusted
accordingly.

• A new version of the original /address-validation API checks addresses more closely to ensure accep-
tance by the system. The deprecated API is /address-validation and the new one is /validate-address.
The deprecated API will continue to be available until at least May 2021. Users are encouraged to use the
/validate-address API for any new development and to update existing clients soon.

• The online Help can now be accessed from the login screen; it is not necessary to log in to access Help.

• Better navigation: When reviewing Incompletes, a new Go Back to Shipments button facilitates acceleration of
the workflow.

• The Dashboard view more accurately reflects modes of purchase and stock in inventory. The new sections are
Standard products inventory, Non-subscription inventory, and Subscription inventory.

Resolved Issues

• It is now possible to create a single shipment request combining different types of stock/inventory, for example
both a lanyard from the Standard products option and a key from the Primary Subscr. Advanced Tier - Init option
in the From stock dropdown.

• The Search function for the online help (User Guide and Release Notes) has now been fixed.

22.7. 2020 285



YubiEnterprise Services

• Purchase Order (PO) display: Inventory counts of zero on POs are no longer shown as just a forward slash, but
instead as expected, for example “0/100 - YubiKey 5C”.

• The detail view of Purchase Orders with “ghost” inventory is now available. “Ghost” inventory was caused by
Yubico adding a product to an Organization and then removing it.

22.7.2 Release 1.5.0 (22 October 2020)

Features

• It is now possible to delete multiple shipment requests simultaneously. This is useful when the system is unable
to validate multiple addresses or when the wrong CSV file was uploaded by mistake.

• The CSV file upload now accepts alternative values for DeliveryType: instead of just 1 for Normal and 2 for
Expedited, the words Normal and Expedited are now acceptable input. Integer parsing will be retained for
backwards compatibility.

• API: GET /inventory has been extended so that it always returns product_mapping.

Resolved Issues

• Outstanding error messages are now cleared between shipment updates.

• Products no longer in inventory cannot be selected from the New shipping request page in the Console for a sin-
gle shipment request. In the API, /shippablekeys returns only products still in inventory for inventory_type
= 1.

Known Issues

When selecting shipments for bulk deletion, the number of shipment requests listed as available for deletion may not
match the number displayed directly underneath the Back to Shipments button (e.g., “1 - 11 of 32” and yet there is
only a single item shown in the list). The number of items listed in the table is correct, not the number shown on the
upper right.

22.7.3 Release 1.4.0 (24 September 2020)

Features

• Improved /products API endpoint behavior: GET /products returns the list of products that are both a) in
inventory and b) shippable.

• The delivery exceptions email feature has been completed.

Resolved Issues

• Inventory type in shipment requests always displays correctly now.

• The product images for multiple subscription tiers concurrently displayed are now consistent.
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22.7.4 Release 1.3.1 (10 September 2020)

Known Issue

• When requesting shipment for a YubiKey Lanyard, the Inventory Type must be set at type 1, YubiKey Shipment,
even if you are a subscription customer. This means that if you want to send a person both a lanyard and a key
from subscription stock, you must make two separate shipment requests. Set the other inventory types as follows:

Table 1: Product <> inventory type mapping

Product or Inventory Name shown on Purchase Order Value to use for inventory_type
YubiKey Lanyard 1
Security Key C NFC by Yubico (Black) 1
Security Key C NFC by Yubico - Enterprise Edition 1
Security Key NFC by Yubico (Black) 1
Security Key NFC by Yubico - Enterprise Edition 1
YubiKey 5 Nano 1
YubiKey 5 Nano FIPS 1
YubiKey 5 NFC 1
YubiKey 5 NFC FIPS 1
YubiKey 5C 1
YubiKey 5C FIPS 1
YubiKey 5C Nano 1
YubiKey 5C Nano FIPS 1
YubiKey 5C NFC 1
YubiKey 5C NFC FIPS 1
YubiKey 5Ci 1
YubiKey 5Ci FIPS 1
YubiKey Bio - FIDO Edition 1
YubiKey C Bio - FIDO Edition 1
Advanced - Plus - Backup 3
Advanced - Plus - Backup - Replacement 5
Advanced - Plus - Primary 3
Advanced - Plus - Primary - Replacement 5
Advanced - Standard - Backup 3
Advanced - Standard - Backup - Replacement 5
Advanced - Standard - Primary 3
Advanced - Standard - Primary - Replacement 5
Advanced/Bio - Plus - Backup 3
Advanced/Bio - Plus - Backup - Replacement 5
Advanced/Bio - Plus - Primary 3
Advanced/Bio - Plus - Primary - Replacement 5
Advanced/Bio - Standard - Backup 3
Advanced/Bio - Standard - Backup - Replacement 5
Advanced/Bio - Standard - Primary 3
Advanced/Bio - Standard - Primary - Replacement 5
Backup Subscr - Adv. Tier: Buffer 4
Backup Subscr - Adv. Tier: Initial 3
Backup Subscr - Adv. Tier: Replacement 5
Backup Subscr - Base Tier: Buffer 4
Backup Subscr - Base Tier: Initial 3
Backup Subscr - Base Tier: Replacement 5
Backup Subscr - FIPS Tier: Buffer 4

continues on next page
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Table 1 – continued from previous page
Product or Inventory Name shown on Purchase Order Value to use for inventory_type
Backup Subscr - FIPS Tier: Initial 3
Backup Subscr - FIPS Tier: Replacement 5
Backup Subscr - Prem. Tier: Buffer 4
Backup Subscr - Prem. Tier: Initial 3
Backup Subscr - Prem. Tier: Replacement 5
Base - Plus - Backup 3
Base - Plus - Backup - Replacement 5
Base - Plus - Primary 3
Base - Plus - Primary - Replacement 5
Base - Standard - Backup 3
Base - Standard - Backup - Replacement 5
Base - Standard - Primary 3
Base - Standard - Primary - Replacement 5
Base/Bio - Plus - Backup 3
Base/Bio - Plus - Backup - Replacement 5
Base/Bio - Plus - Primary 3
Base/Bio - Plus - Primary - Replacement 5
Base/Bio - Standard - Backup 3
Base/Bio - Standard - Backup - Replacement 5
Base/Bio - Standard - Primary 3
Base/Bio - Standard - Primary - Replacement 5
Compliance - Plus - Backup 3
Compliance - Plus - Backup - Replacement 5
Compliance - Plus - Primary 3
Compliance - Plus - Primary - Replacement 5
Compliance - Standard - Backup 3
Compliance - Standard - Backup - Replacement 5
Compliance - Standard - Primary 3
Compliance - Standard - Primary - Replacement 5
Non-subscription - Advanced Tier 2
Non-subscription - Base Tier 2
Non-subscription - FIPS Tier 2
Non-subscription - Premium Tier 2
Primary Subscr - Adv. Tier: Buffer 4
Primary Subscr - Adv. Tier: Initial 3
Primary Subscr - Adv. Tier: Replacement 5
Primary Subscr - Base Tier: Buffer 4
Primary Subscr - Base Tier: Initial 3
Primary Subscr - Base Tier: Replacement 5
Primary Subscr - FIPS Tier: Buffer 4
Primary Subscr - FIPS Tier: Initial 3
Primary Subscr - FIPS Tier: Replacement 5
Primary Subscr - Prem. Tier: Buffer 4
Primary Subscr - Prem. Tier: Initial 3
Primary Subscr - Prem. Tier: Replacement 5

– Use Inventory Type 1 if you have purchased keys on the perpetual mode and/or for lanyards.

– Use Inventory Type 2, YubiKey Tier SKU Shipment, if you are not a subscription customer, but have
purchased tiers of keys instead of physical keys.

– Inventory Types 3, 4, and 5 are for subscription customers only.
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∗ Make sure to use up all of your Inventory Type 3, Initial, within the first year of your subscription.

∗ Use Inventory Type 4 at any time: Buffer stock expires only at the end of your subscription term.

∗ Use Inventory Type 5, Replacement, for users who have lost their keys or want to upgrade.

22.7.5 Release 1.3.0 (28 August 2020)

Features

• Enhanced and extended address validation status messages: error messages displayed as a result of failed address
validation now give instructions for achieving successful validation.

• Improvements to the downloadable shipments CSV. It now shows for each shipment:

– Organization name as well as org-ID

– Purchase Order number

– User email as well as user-ID

– Delivery type indicating “normal” or “expedited”

– Both shipment state ID and actual shipment state message

– Both shipment product cost and shipment product taxes.

• Added YubiKey Lanyard to the product list.

• Begin preview of API to retrieve the available subscriptions.

Resolved Issues

• The customized email for DELIVERY EXCEPTIONS can now be sent as a preview sample to the logged-in
YubiEnterprise Delivery user.

22.7.6 Release 1.2.0 (23 July 2020)

Features

• Updated Pricing

– Introducing flat-fee shipping for up to 2 keys:

– Introducing support for expedited shipping (1-3 days)

• Email customization and preview: The notification emails automatically sent to YubiKey recipients can be
customized, and can also be previewed. Clicking the Send Sample button below the Customize Email field sends
a sample of the customized email to the email ID logged into YubiEnterprise Delivery. For more details, see
Shipment Notifications.

• PREVIEW: Ability to download shipments table: Organization owners, admins, and auditors can download
the information on the Shipments tab as a CSV file. There are two options:

– The entire contents can be downloaded - i.e., all the rows in the table, even if there are multiple pages.

– Search results. If a search term is entered into the Search field, the rows containing the search term will be
downloaded as a CSV file.

• Subscription Shipping through YubiEnterprise Delivery: Subscription customers can view their inventory
on the Dashboard, with:

– Premium Tier Subscription
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– Premium Tier Subscription Replacement

– Premium Tier Subscription Buffer.

Subscription customers can specify shipment types:

– Initial shipment

– Buffer stock shipments

– Replacement YubiKey shipment

Subscription customers can download a CSV file with the contents of the shipments table (see “Ability to down-
load shipments table” above), showing all the YubiKeys in the subscription tier and Subscription-Fulfillment-
Type.

Known Issues

• The customized email for DELIVERY EXCEPTIONS cannot be sent as a preview sample to the logged-in Yu-
biEnterprise Delivery user.

22.7.7 Release 1.0.0 (18 June 2020)

Features

YubiEnterprise Delivery enables organizations to manage orders of Yubico’s security keys (including YubiKeys), en-
compassing:

• Ordering shipment of a key or keys to a single address through the YubiEnterprise Delivery Console (the GUI)
or the API

• Bulk upload of shipping orders for fulfillment using CSV files

• Shipping orders via the API

• Inventory management

• Tracking shipping costs

• Tracking shipment of the security keys you purchase from Yubico to the end-user

• Customizing auto-generated delivery notification emails

• Support for Virtual Product Tiers.

Known Limitations

• The following character limitations (including spaces) apply to all three methods of requesting shipment: Console
(GUI), CSV, and API:

– First Name: 15

– Last Name: 20

– Company: 20

– Address lines 1, 2, 3: 40

– City: 20

• In certain situations, if your computer has a platform FIDO authenticator such as Windows Hello and you
want to enroll a YubiKey, the Windows UI displayed may ask you to enroll that other platform authenticator.
Workaround: Hit Cancel to get to the YubiKey enrollment option.

Known Issues

• A shipment request whose status is indicated as ShipmentStateError must be recreated and resubmitted.
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TWENTYTHREE

COPYRIGHT

© 2021-2026 Yubico AB. All rights reserved.

23.1 Trademarks

Yubico and YubiKey are registered trademarks of Yubico AB. All other trademarks are the property of their respective
owners.

23.2 Disclaimer

The contents of this document are subject to revision without notice due to continued progress in methodology, design,
and manufacturing. Yubico shall have no liability for any error or damages of any kind resulting from the use of this
document.

All Yubico Software referenced in this document is licensed to you under the terms and conditions accompanying the
software or as otherwise agreed between you or the company that you are representing.

23.3 Contact Information

Yubico AB
Gävlegatan 22
113 30 Stockholm
Sweden
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23.4 Getting Help

Documentation is continuously updated on https://docs.yubico.com/ (this site). Additional support resources are avail-
able in the Yubico Knowledge Base.

Click the links to:

• Submit a support ticket for YubiEnterprise Delivery

• Submit other support requests

• Contact our sales team

23.5 Feedback

Yubico values and welcomes your feedback. If you think you may have discovered a flaw in our product, please submit
a support request at https://support.yubico.com/s/requests and provide as much detail as you can.

23.6 Document Updated

2026-01-26 08:46:41 UTC
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